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LETIEEEAEE ¢ WEPS43N vl 00000000

TE ¢ FHIMHEESSnSrRE TRt FEdErEXAN S
SR, THFREaSRTIMTEER . HEEED208 , SHGER
5, st s BRhm B,

il W R T B30 openwrt-ar71xx-generic-tl-wr2543-v1-squashfs-factory.bin
AR, X /WIR. . factory.bin

B AR #HTREA S X, ERIEM TP FAE R E i RERE R P, TS E IR T

EFNLH
SRR TRAIRNT, FEN M AN 192.168.1.1 B %, MR IE MG #MEAT OpenWrt BILUCIM T EERE T
¥192.168.1.1/cgi-bin/luci vel » | =

OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.69 0.30 0.11

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Authorization Required

Please enter your username and password.

Username

laroot

Password ‘ =
»

@Reset ©Login

B\ £ 2root, BRAFE L REZE, M Login BEiE&Ex
X BHR:
o https://fangiang.software-download.name/

BRALFRA, 4% EBRH AL : https:/fangiang.software-download.name 2018-12-07


http://192.168.1.1
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

I 7 E R OpenWrti32 : WR254 3% F 25 /1y 151

o A BEiELBELEFWR254IBHEBFEENE
o 3 FTIFNNIEE M AR 2RA0IPHhE: 192.168.1.1
o P RIS EENEIITIREMGFH
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&1 71 mOpenWrt PPPOE B 51k 5 £ WX B %18

NEREERBEHRE AATUARELNSHT

& ESHEE S %1 0penWrt WAN_ W 1% &

& EE# Network, £ Interface®, WANA I, &£ Edit, WANFIADSL moderm#fiZ, WiELS LM BAZEWANT AR ZLAN.

OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.00 0.01 0.05 | Auto Refresh

Status

Interfaces Wifi Switch DHCPand DNS  Hostnames  Static Routes  Firewall  Diagnostics

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Interfaces

""" Interface Overview

Network Status Actions
i Uptime: Oh 22m Os
MAC-Address: 14:E6:E4:3C:E5:4B 5
27 (#" %)  RX: 246.00 KB (3219 Pkts.) Connec Stop P Ed't -"-DEl.l
bt TX: 301.39 KB (2339 Pkts.)

IPv4: 192.168.1.1/24
WAN Uptime: Oh Om 0s

= MAC-Address: 14:E6:E4:3C:E5:4B €0nnec =] Stop @ Edit x_DEl[

RX: 7.30 KB (44 Pkts.)
eth0.2 TX: 172.92 KB (440 Pkts.)

©JAdd new interface...

B &8 7 @A & OpenWrt PPPOE B 31#LE E M

HER, TP Protocol FTHIFIER, £35S LML, thigt 2 PPPoE, B & T @AY Switch Protocolt# i3l

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and enter the names of
several network interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: eth®.1).

----- Commeon Configuration
General Setup

Status Uptime: Oh Om Os
MAC-Address: 14:E6:E4:3C:E5:4B
etho.2 RX: 9.96 KB (60 Pkts.)
TX: 231.08 KB (588 Pkts.)

Protocol PPPO E @
Really switch protocol? ] switch prOtOCOl®

@Reset @Save ©Save & App

O EEFEXE OpenWrt PPPOE B35 EWA/ & ., B

1. PAP/CHAP username: {45 LM/ %
2. PAP/CHAP password: 5 EMEY
3. Aili Save & Apply R7FH N A%E



-~ Common Configuration

General Setup

PR = 00 B (0 Pkts.)

RX:
TX: 0.00 B (O Pkts.)

Q.
pppoe-wan 0.

ot PPPoE

PAP/CHAP usemame 3 d m in @

PAP/CHAP password _ @
‘oo 0®

Al
==

Access Concentrator

auto

(' Leave empty to autodetect

Service Name

auto

D Leave empty to autodetect

3
@Reset ©Save ©@Save& Apply

XA, ERELANBI NN 1ZB AR LLEM T, BRLIN&IERT
HERR:
e https://fangiang.software-download.name/

KRALER A, %54 EBRH AL : https:/fangiang.software-download.name 2018-12-07
EIR T EOpenWrt PPPOE B 3%k & £ Wik B &g

o & EEFAYIHEOpenWrt WAN ERE
o (B ZHEEEEOpenWrt PPPOE B3k S LM
o O BMEFLBIUE OpenWrt PPPOE B3k E LB/ 4., &Y


https://fanqiang.software-download.name/
https://fanqiang.software-download.name

EE T EOpenWrtIF B . X & IC 2k (Wifi) 2 58

FkOpenWrtiRHIBEEEFEE:

83 &+ Network, Wifi, Edit

Interfaces,ﬂlﬂ Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics
-

No passM set!

There is no password set on this router Please configure a root password to protect the web interface and en
Go to password configuration...

Wireless Overview

# Generic MAC80211 802.11abgn (radio0) al scan a
@ SSID: OpenWrt | Mode: Unk pe =
0% meiessgt?fsabﬁgdsrnﬁfa;sor;’]afgd ”EnablE ﬁdlt RE
2

miiEnabled&il, X L4 1% % B4 a] LUE £ Wifi

Wireless Network: Unknown "OpenWrt" (radio0.network1)

The Device Configuration section covers physical settings of the radio hardware such
channel, transmit power or antenna selection which is shared among all defined wirel
networks (if the radio hardware is multi-S5ID capable). Per network settings like enc
operation mode are grouped in the Inferface Configuration.

Device Configuration

General Setup
R @ SSID: OpenWrt | Mode: Unknown
oy, Wireless is disabled or not associated

Wireless network is disabled

“Enable
11 (2.462 GHz)

BKI\ESSIDFAROpenWrt, RHE, FREMIES EAIMNDZITE

OpenWrt WifiZ3 i 1% &

{BESSIDEX X eastking-wr2543,58 5 :

mifiwireless Securityilt AOpenWrtE 4R & % E
EncryptioninZ& A =, WPA2-PSK

KeyZfid :killgfw

Save & Apply RTFHFMARE
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Transmit Power ‘27 dBm (501 mW)

& dBm

""" Interface Configuration ‘i"‘

i WPA2-PSK (2)

Cipher

auto

@Reset “Save ©@Save &Apply

X, AR LB AER A @ OpenWrtR BRZR LM T

& OpenWrtEEREAE X HILLE

IRERERA, Ml EHFE— N EMIEIE(No password set!) —EFERTEAN]: /NATFRE, OpenWrtil Rk — M IR ERREERRE S REY
TE!

1. Al L ERSystemit ARG W E
2. BmidiAdministrationi#t A B 51 % B
3. Efi%Password: fangiang

4. HBiILNFE I Confirmation: fangiang

OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.00 0.01 0.06

Status 2 MNetwork

System = Administrati Software  Startup Scheduled Tasks  LED Configuration  B:
|
P

No password set! U
There is no password set on this router. Please configure a root password to protect the web i

Go to password configuration...

Router Password

Changes the administrator password for accessing the device

Password
/0000080
Al

=

Confirmation
SIYITIY]

==

5. HipixE: TEM:

Gateway ports, %)% Allow remote hosts to connect to local SSH forwarded ports (2112 E HLiE AR SSHIL K5 0) X FEFA 17k
ALLASSHG ST AR EER B . RERTiA T A Save & ApplyRFH AR E

[EESRE

o https://fangiang.software-download.name/
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MRALFR A, ¥akidEBR AL : https:/fangiang.software-download.name
BRI EOpenWrtFF =, WE T Lk (Wifi) iz

o & iFF Network, Wifi, Edit
. OpenWrt Wifigg it i &
o & OpenWrEFEREE LFWNE
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EiE

NERL

T E %% {7 OpenWrt % 4 & 4

FELEMBIERT . MIZIBHNAHIOpenWrtRE 43— T, BAHINEBELEREOpenWrt, HIf — MR EHIR, ATEERMLERTH, &

T, AT LURIENR &
ik FESystemFE 4 & if¥Backup / Flash Firmware % {34k & El {4 Actionsz){E Generate4: B & 17 X FH R F B o i INRLUGIRER & %

1, #im T Browse... N Wi 3 1% £ SE T A 43 B SUHE SRR £
OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.05 0.05 0.05

Status
System  Administration  Software  Startup  Scheduled Tasks LED Configuration Backl@ash Firmware

Flash aperations

Acti Q)

Backup / Restore
Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, clic

"Perform reset” (only possible with squashfs images).

A s Generate ::lrchivg{D

Reset to defaults: @ Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

e Browse =’ No file selected.
wUpload archive...

PSS

e https://fangiang.software-download.name/

WRALER A, 4% EBRR AL : https:/fangiang.software-download.name 2018-12-07
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& 121 ELUCIFH 2 OpenWrtE 4 N #% ki A

EATMEB LA TP-Link WR2543NRI £ T OpenWrt@E 4, BRI LIEE LM T . iR EFH K OpenWrtE 1, Xi%E LR ?
AR EBFHEE:

o LuCl webFRmE
o SSHERITERIRAIFIAN

AYE I web B R ELUCIFHRE M8 E

& T #OpenWrtH % Fi & # sysupgrade.bin

THATFWR2543NEE 2R A F L B4, F+49% A EH X4 4 A sysupgradeFFf
&2 FOpenWrt WikiTiE TP-Link TL-WR2543ND

A TaEEEE, N hitp://downloads.openwrt.org/releases/18.06.1/targets/ar7 1xx/generic/openwrt-18.06.1-ar7 1xx-generic-tl-wr2543-v1-
squashfs-factory.bin ESZiX B MDA 1L RTREM.. factory.bin—FE, AR HE T2 B, ERANEHAZE,

P AT 5 3% M T & 5 OpenWrt i 1 25
LuCl F 15 F 2, OpenWrtE 4 R 4% ki &

. System% %t

. Backup / Flash Firmware #1525 Rl &7 & {4

. Flash new firmware, Browse...i& A 1K T # T k0 E 4
. Flash image... I E#

AW N =

T INRKeep settingsRiFALE, ALEHE, FEHLEMRSRE, FRAEHULEKRS LMSH

Status

System  Admin tion  Software  Startup Scheduled Tasks  LED Configuration Backup jlash Firmware | Reboot

Flash operations

Actions

""" Backup / Restore

Click "Generate archive"” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform rec
images).

Download backup:

@ Generate archive

Reset to defaults:

o Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup:

Browse... No file selected.
@Upload archive...

------ Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (req

image).

Browse.”” openwrt-ar7 1xx-

oFlash image.

Keep settings: =]

Image:

24


https://openwrt.org/toh/tp-link/tl-wr2543nd
http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/generic/openwrt-18.06.1-ar71xx-generic-tl-wr2543-v1-squashfs-factory.bin

X RR:
e https://fangiang.software-download.name/

WRAER A, HEIEEBM AL https:/fangiang.software-download.name
I T ELUCIF 2 OpenWrtE 4 % kR A

o & T#HOpenWrtF+4 FE#sysupgrade.bin
o I BRI #9755 MR 1 & 5 OpenWrt i B 23
. LuCl FF 474 OpenWrtE ¢4 R % kR A
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S AOpenWrt 21k & 15 (WR2543N /9 431)

AR, BATATRERMERR, TREALUCIM IR EEER & EY, INRFEAARSEARIRET
TRMERESR, HEARERKNAERRREREN, £3CRIERTF TP-LINK WR2543N
Z 2R ZHOpenWrtH AR IUF, BERZEA TE2RH R E WE, EOpenWnE L LFM—MIrE

HAREERN, BEERLIEETH, FTUENEFLMA KX EFO0penWrt, OpenWrtEK I\ #IIPHLE Z192.168.1.1, Fl 1B &E A L EEN
IPH#i3E ST 192.168.1.x, A xE2ZE 25508 F

WR2543NE 4 B 25 A OpenWrtR BB A%
1. FAMZIEER B R A0 N E B SR, WE R B I Pv4 st

BUbuntu i, mii£EHE LAEENS, %% Edit Connections, Bk % Ethernetif i, M Edit {24, 7E7HAE Ok IPv4
Settings, Methodif#Manual, Addresst miifiAdd, BEINT:

o Address: 192.168.1.97
o Netmask: 255.255.255.0
o Gateway: 192.168.1.1

Editing Wired connection 1

Connection name: | Wired connection 1‘ s ) |

General Ethernet 802.1x Security IPv4Se'@ IPv6 Settings

Method: | Manual v

Addresses
Address a etmask Gateway @

192.168.1.90  255.255.255.0 192.168.1.1

Delete

DNS servers:

Search domains: | !
DHCP client ID:
(] Require IPv4 addressing For this connection to complete

Routes...

Cancel save...

2. #EUbuntuiB{TEH 4

sudo tcpdump -Ani eth@ port 4919 and udp

3. EEREBH, BWR2543NHIH RS IR RKTRI—FF 38 N LR, 32 BMR IR B 25 55 E RIwpsiREA3 R
4. Ubuntudi 5{TREHI:

Please press button now to enter failsafe

26



donald@Software-Download:/$ sudo tcpdump -Ani eth® port 4919 and udp
cpdump: verbose output suppressed, use -v or -vv for full protocol decode
istening on eth®, link-type EN1OMB (Ethernet), capture size 65535 bytes
PO:08:41.122133 IP 192.168.1.1.46561 = 192.168.1.255.4919: UDP, length 1001

5. Ubuntudi 474047 (B i) 7T LA FtcpdumpE #telnet):

telnet 192.168.1.1

X FRL T BT OpenWrt, I17F &

donald@Software-Download:/$ telnet 192.168.1.1
Trying 192.168.1.1...

Connected to 192.168.1.1.

Escape character is '*]'.

=== IMPORTANT
Use 'passwd' to set your login password
this will disable telnet and enable SSH

github.com/softwaredownload/openwrt-fangiang

BusyBox v1.19.4 (2013-03-14 11:28:31 UTC) built-in shell (ash)
Enter 'help' for a list of built-in commands.

Vodka Pour all ingredients into mixing
Gin tin with ice, strain into glass.
Amaretto

Triple sec

Peach schnapps

Sour mix

6. WEZEFOpenWrt SSHE K ZY:

passwd
#ifAFE fangiang

IR I

passwd: /etc/passwd: Read-only file system
passwd: can't update passwd file /etc/passwd

27



FRETA mount_root FEEFTpasswdiE EIE i =Y

INTFE:

root@(none): /# passwd
Changing password for root
New password:
Retype password:
: J/etc/passwd: Read-only file system
: can't update password file fetc/passwd
root@(none): /# mount_root

switching to jffs2

root@(none): /# passwd

Changing password for root

New password:

Retype password:

Password for root changed by root
root@(none): /# I

telnetB XERHHRE, AIURAviGFIERLE
X N AR B i A & 56 192.168.1. 1 AB R EATE, ATRERIN
EERHHE BHFPBETIEZEN, BIEREREN, MXATUER 1921681 1EBRE, —tIIREEER
X HIR:
e https://fangiang.software-download.name/

WRALRR A, 4% EBR AL : https:/fangiang.software-download.name 2018-12-07
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OpenWrt sysupgrade @5 5 1T H 2% B 4 N R A

TEIEINIEMEA sysupgrade 5 #HE 4 FI#HhR
EIEMRE MRRIMBIF KM, ATRETRRE, RIFLAK B2 %E
TEN AR B 192.168.1.1 HHTEHH LR LE R 8, S REMNEL KXW HSTRINA L, MSTHAXERK

B SSH& FIRMES
FEUbuntu®, ERCtri+Alt+TIT F i §1TL, A

ssh root@192.168.1.1

AR, BT

FY 1o

donald@Software-Download: ~
donald@Software-Download:~% ssh root@l92.168.1.1

root@192.168.1.1's password:

& it AOpenWrt /tmp B

cd /tmp

¢ K& OpenWrntiRHB 2B A EWHNTE

df -h

RAILEH, tmp i£H29.5MBRIAZE(H, MANEHAIMBES, BT

root@penWrt:~# cd /tmp

root@penWrt: /tmp# df -h

Filesystem Size Used Available Use% Mounted o
5.1M 284.0K 4.8M 5% /
2.0M 2.0M 0 100% /rom

30.1M 608.0K 29.5M 2% /tmp

512.0K 0] 512.0K 0% [dev
J/dev/mtdblock3 5.1M 284.0K 4.8M 5% /Joverlay
overlayfs: foverlay 5.1M 284.0K 4.8M 5% /

T #.OpenWrtix #itrunk i 2 & {4

e 7EUbuntu 2 i % 2RFTFF hitp://downloads.openwrt.org/snapshots/targets/

o TP-LINK WR2543NEEER2SH 8B Bar71xx, #hmddi ar7ixx BRitA, BEE, MARNEALETHEIEENY, TREHBETER
NG
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http://downloads.openwrt.org/snapshots/targets/
http://downloads.openwrt.org/snapshots/targets/ar71xx/

‘e | downloads.openwrt.org/snapshots/targets/

Index of (root) | snapshots [ targets /

adm5120/
adm8668/
apm821xx/
ar?/
ar?1xx/
arc770/

o TP-LINK WR2543& i 25#IFlashZ: 8 A generic, FR#EA T http://downloads.openwrt.org/snapshots/targets/ar71xx/generic/

o HCU+FHECHMIEHBES, LMBMANZ wr2543, R EH, F4AHR sysupgrade.bin3f, A |t iz, &5 TR
1it, #EFireFox 2 2 Copy Link Location £ #|5:##h it

o MEF|Ubuntusi 1T, THREMEZ tmp B 3%, TP-LINK w2543 £ 88 = X L84

root@0openWrt:/tmp# wget http://downloads.openwrt.org/snapshots/targets/ar71xx/generic/openwrt-ar71xx-generic-tl-wr2543-vl-squashfs-sysupgrad
e.bin

Y sha256#k %, MR HAEHTR

root@penWrt:/tmp# wget http://downloads.openwrt.org/snapshots/targets/ar71xx/generic/sha256sums
root@penWrt:/tmp# sha256sum -c sha256sums 2> /dev/null | grep OK
openwrt-ar7lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin: OK

4R 20K, i AE SR

OpenWrt sysupgradefn 55 72 OpenWrt[E {4

root@openWrt:/tmp# sysupgrade -v openwrt-ar7lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin

Upgrade completed
Rebooting system...

WHL25, FRERERRY), MEEARN, SAAFLNEL LMBMIER, BN 585192.168.1.1TEE 3, E)ysnapshotshi A Bl 27
LuCIMTIEEREM, RAhIF, Al A RERMFMEN, BEIUE ] — T afTEEOpenWrtig B3R

LEESeE

e https://openwrt.org/docs/guide-user/installation/generic.sysupgrade
o https://fangiang.software-download.name/

MRALER A, #akis £ AL : https:/fangiang.software-download.name 2018-12-07
OpenWrt sysupgrade & 5572 Bl NAZ AR A

o ¥ SSHEEXHHHE

. ik AOpenWrt tmp B 3

o P K AOpenWrtiHB 2B H BIHHIRNTE

. T #OpenWrti #Fitrunkhiz A< & 4

. sha256#x %, MR T RMEHTE

. OpenWrt sysupgradei 43 F2¢ OpenWrt&E #

30
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51T ucii% & OpenWrt router £k 5 £ M

INREREAIR T LUER EMAATER, FA 17 LlsshB X BRMER, ERAERARA/tmp B Xwget TH &R E # F sysupgradess & 1T B4 T+ 2%
BNHME, BREIRTE LW, XAMR, BT RN E THFEN, BIEEH £ HZIRAE, BsysupgradeFt AR EHMSH
REEHABRBFHRERN, fsshBRBHER, — BT E

Ubuntu T #;OpenWrt for TP-LINK wr2543N trunkhf & 4

cd ~/Downloads
wget http://downloads.openwrt.org/snapshots/targets/ar71xx/generic/openwrt-ar7ixx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin

scp £ 41 E 4 F|OpenWrti& B 52 /tmp B 7

scp openwrt-ar71lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin root@192.168.1.1:/tmp/

ssh& % 0OpenWrtis i 25

ssh root@192.168.1.1
cd /tmp

2 sysupgradeF 2% & 4 5 BUH R B R SR B & X4

IR, AYEFEELR, HEFLICINTREAIUARE, BAUGRTARXUEF LNSH

MRETEMEES, SRTAXTERERBR LM, SARBEELNE THFITIuCIMEY, scp & HIE 4 FIBEEANE Y, RRUMITAR
wiE LR

TERATIX— S8, BRI ER LT 5 58

root@openWrt:/tmp# sysupgrade -n openwrt-ar7lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin

B 0 RRASNTEBRENEE . BHERIFEEEHER, XN ERIIXERBRITMAE#AOpenWntREERK, E R EMABHER
BB rootZhYy

TERRARELERT BRI T T root &Y

& OpenWrt ucisin ST BE LS LM :

root@openWrt: uci set network.wan.proto='pppoe’
root@openWrt: uci set network.wan.username='wan-username’
root@openWrt: uci set network.wan.password='wan-password"'
root@openWrt: uci set network.wan.peerdns=0

wan-username& s R B 2 HIIL S EM A 4, wan-password &4 Bi{R B 2 I Z TS

LI E S 1TRIREXT R 2 X /etc/config/network

Bf OpenWrt ucifi $ITRBE T L LM :

root@penWrt: uci set wireless.@wifi-device[@].channel=11
root@penWrt: uci set wireless.@wifi-device[@].txpower=17
root@penWrt: uci set wireless.@wifi-device[@].disabled=0
root@penWrt: uci set wireless.@wifi-device[@].country="CN"
root@penWrt: uci set wireless.@wifi-iface[@].mode="'ap"’

root@penWrt: uci set wireless.@wifi-iface[@].ssid="'eastking-tlwr2543"
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root@penWrt: uci set wireless.@wifi-iface[@].encryption="psk2’
root@penWrt: uci set wireless.@wifi-iface[@].key="icanfly9876"
root@openWrt: uci commit wireless >/dev/null

LU E a5 sehr £ 2 M RTE /etc/config/wireless X4 £
ucii B UiHA:

e channel {538

o txpower E

o disabled REERAXLZ, 0RTEM

o ssid B, HEFAUBRARESEE XHF XS BRARN TR

e encryption INFE A

o key BFE, MRIREBLEXMEERS), FARTICHEMK AL hitp://www.github.com/softwaredownload/openwrt-fangiang Sk &&

SRV EH Asshit A X A FBRBEERBENK

root@penWrt: uci set dropbear.@dropbear[@].GatewayPorts="on'
root@openWrt: uci set system.@system[@].zonename='Asia/Shanghai'
root@penWrt: uci set system.@system[@].timezone='CST-8"
root@openWrt: uci commit system

ssh& 3k OpenWrtil x & 20 1% & (FR AT 8 & I AR E)

root@openWrt: uci set dropbear.@dropbear[@].Port=22
root@penWrt: uci set dropbear.@dropbear[@].PasswordAuth=off
root@openWrt: uci set dropbear.@dropbear[@].RootPasswordAuth=off
root@openWrt: uci commit dropbear

UiBA (REF A AL ) -

o Port sshZilif Azt 222, AR EhiRE R 2k

o PasswordAuth ssh2% B REHE R, MRIRSGAKoff, Xi&H LB iFsshFhPIFREFLUCI, T T iZssh AR B RIREES, M—IMERERE
REMEEXBRLEFFHREE

e RootPasswordAuth 2% ft Froot AZE &%, IR EL WELT T sshFh R Al LIS Bof i & £tk

ERHmumLIEL LB

root@penWrt: /etc/init.d/dropbear restart
root@penWrt: /etc/init.d/system restart
root@penWrt: /etc/init.d/network restart

Bt BAMITL LM XEESE TR !

EE, AMAERM LI T th A5 BEE X {4 /etc/config/inetwork Fl/etc/configiwireless, NN £ #lh eI B =AM, BIERA/ 4
Eid, Alge i, RATRRBFMEGEE TR

X R
e https://fangiang.software-download.name/

BRALFRA, #4sEBRH AL : https:/fangiang.software-download.name 2018-12-07
41T uciiX® OpenWrt router 2=k S £

. UbuntuT £ OpenWrt for TP-LINK wr2543N trunkhkfz & {4
. scp & #IE # F|OpenWrt i H1 28 /tmp B 3%

. ssh&5:OpenWrti& H 25

. sysupgradeF+ 2 &4 3 B H R 2 IR SR EC & S5

o (& OpenWrt ucign F1T B LS LM:

o X OpenWrt ucigi F1THE T L LM:

o [ SEVHLIEEH Asshi AR B IR RITE K

o & sshZF0penWrth £ & % % & (IRATEE i R E)

. BRFHMEIITL NE
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&S 1T uciiXiEOpenWrt aptE X L WS

FIEETTEA&UN TrouterlE X E MM E A E, EEREBEOpenWrtik B 2wan QM5 LS

OpenWrtit 2 TIFEapEX T, BHEFFERSENT, KEMETR

4. BHEEZE A 5| OpenWrt apt& =t +
KAFBARDE LRI, BIELT—REH— M MRRERERESLS LM, B4 OpenWrtts B HME Mroutertlixt, Ri1ESF2I%E
OpenWrtE ¥ Bk 5 LM

NEBEELREFHKS LR, M lanilH —RMAEREKEMAED, BNEEATULMT, BIEXEMAETRERL, XK Openwrt
P& 2R A B B aptE =

NRERARERERER SN BASR LAMAFENE —BRNEBIERMLED, BWEEAULNT, BIEXEMAEERERL, XK
OpenWrti& B2 {E A TR HdR, TR WEMapiR=

OpenWrtiZ 33 APIE X% KB

o MIIEE EHBRHBIIFRIHML, {EF0OpenWrtiidE2EMIlanO(CEEF 2 Iwan)
o THITETOpenWrtiRiHE %, HESH

R £ R R ERMIPHIE 2 192.168.1.1, FHA TR EOpenWrtig B 28 #Mlanithilt 2 192.168.1.254, iX th 2 & 5 OpenWrti& B 25 # A 11

uci set network.lan.gateway=192.168.1.1
uci set network.lan.dns=192.168.1.1

uci set network.lan.ipaddr=192.168.1.254
uci set network.wan.proto=none

uci commit network

uci set dhcp.lan.ignore=1
uci commit dhcp

uci set wireless.@wifi-device[@].disabled=0

uci set wireless.@wifi-iface[@].mode="ap"’

uci set wireless.@wifi-iface[@].ssid="eastking"
uci set wireless.@wifi-iface[@].encryption="psk2"

uci set wireless.@wifi-iface[0].key="icanfly9876"

uci commit wireless

wifi

/etc/init.d/network restart

B imiE £ OpenWrrt S 1 25:
NBEFEEFL, &) % EOpenWrtiS S E, EEMALULENT
R EH IR EEIN, B HHEEEL OpenWrtEg B ENNE, &/ LTI OpenWrtiE HERSE, B TERE:

o WEBR/IRIEEMAIPvAIER 192.168.1.6 (R FHI6 A FIE fthilk % st it AR BN )
o WEFMIEIYH255.255.255.0
o Router(F % )FIDNS & i 25lan O fthiE, 1th44192.168.1.254

[R32 : LAOpenWrti& B 25 4F JIDNSAR 5525, FAl1E £ IEOpenWrti B BB IR AR, & LM% in B AR AT LTI KR T
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Auto-Join

IPV4 ADDRESS

Configure IP
IP Address

Subnet Mask

Router

DNS

Configure DNS

iPhonei&iapB X MIERLE IR B 2R, IPVAEIN LR

Manual
192.168.1.6
Z255.255.2565:0

192.168.1.254

Manual
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{ Back  Configure DNS

Automatic

Manual

DNS SERVERS

© 192.168.1.254

€9 Add Server

iPhonei& iap B s K ERLE B A 2%, DNS B E 0L X
X TR
e https://fangiang.software-download.name/

MRALFRA, #akid £ AL : https:/fangiang.software-download.name
S 1T uciii&OpenWrt aptE = _E WSk

o & HuHEEZEABIOpenWrt api&zt £ M
. OpenWrti& H 23 APIE T M 4% B
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OpenWrt ERHZRTE T 4 &4

MERT# OpenWrt BEA G ERMRERILEIE, BRAINERERENGIE
FATEIHE—T OpenWrt ik FERIE

OpenWrt Feed £ /etc/opkg/distfeeds.conf HEIE

kige@openwrt:~# cd /etc/opkg
kige@openwrt:/etc/opkg# 1s
customfeeds.conf distfeeds.conf keys

kige@openwrt:/etc/opkg# cat dist*

src/gz openwrt_core http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/nand/packages
src/gz openwrt_base http://downloads.openwrt.org/releases/18.06.1/packages/mips_24kc/base

src/gz openwrt_luci http://downloads.openwrt.org/releases/18.06.1/packages/mips_24kc/luci

src/gz openwrt_packages http://downloads.openwrt.org/releases/18.06.1/packages/mips_24kc/packages
src/gz openwrt_routing http://downloads.openwrt.org/releases/18.06.1/packages/mips_24kc/routing
src/gz openwrt_telephony http://downloads.openwrt.org/releases/18.06.1/packages/mips_24kc/telephony

BATEHARE KHEHE, ik 2 :hitp://openwrt.proxy.ustclug.org

kige@openwrt:/etc/opkg# cp dist* distfeeds.conf.bak
kige@openwrt:/etc/opkg# sed -i s/downloads.openwrt.org/openwrt.proxy.ustclug.org/ /etc/opkg/distfeeds.conf

ETRIOEM_HS:
o BRI KEIRIGE A A /etc/dnsmasq.d/custom.china.conf

E 5 accelerated-domains.china.conf ARFEE, B HM ENTMIERIEER. custon.china.conf AE T BE LHFEENDNSH)
H4

o IR OpenWrt 5if&RIIPHLE 202.141.178.13 ANA /etc/shadowsocks-libe/ip_custom.txt
ip_custon.txt & ETE X HIRE FRERRI AL ZBE RO, X FEENME L BERN, R KOpenWrtH it B EIE

INE{REZEATIE clone T Windows T C #4R B3¢, F HIRER OpenWrt + Git Bash for Windows RE )1 E R WELF T — Y1450
RS, BMLMTAECERULEE, RENMTRIERTT:

ifitH Git Bash for Windows, ${T&i 4 :

MinGW64 ~$ cd /C/openwrt-fangiang/openwrt/default

$ scp etc/dnsmasq.d/custom.china.conf router:/etc/dnsmasq.d/

$ scp etc/shadowsocks-1libev/ip_custom.txt router:/etc/shadowsocks-libev/
$ ss-restart

$ feeds-cn

{RETREIREN T ss-restart 2 HEI&ERHMLRFH ERE shadowsocks, T feeds-cn N B 5h & B 2 FH1EHOpenWrtik {4 i feeds NEINEIE

XFMEETE OpenWrt BERITHRSMNA R L ERRAEHREBRLEBES K001, RAIEIMOZHMAS ZH K, FiE3KE
https://github.com/softwaredownload/openwrt-fanqgiang XA 4R A B BT LLi— 4 IR AT AR EMRFTEAM T T

HXRR:

e https://github.com/softwaredownload/openwrt-fangiang/tree/master/bin

o https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/etc/dnsmasq.d

e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/etc/shadowsocks-libev
e https://openwrt.org/docs/guide-user/additional-software/opkg

e https://fangiang.software-download.name/

MRALFR A, #akifEBR AL : https:/fangiang.software-download.name 2018-12-07
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https://github.com/softwaredownload/openwrt-fanqiang/blob/master/ebook/03.11.md
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OpenWrt + shadowsocks-libev SZ3 & 25 B 3 #8155

BELITRTEMEIE, KRXOpenWrtflLinux Ubuntugs —EMIZVE T , I1RIEFEEUbunty, gt EUbunty, SLhrfERA—1A

BTEMXEDERAMES, BEMAEE LT, EARES, HI1EOpenWrtig 28 &4 shadowsocks-libevE 5 B R

i fi] 5§ B FH 25 M OpenWrtEfi ki 75 -
e https://github.com/softwaredownload/openwrt-fangiang
TELE 1% - OpenWrrt % B 25804 . Bl E MBS IE:

e https://fangiang.software-download.name
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/SUMMARY.md

WA A, #5405 EBRH AL : https://fangiang.software-download.name 2018-10-22
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4. 2 shadowsocks-libevEl 5% 14

shadowsocks-libev 2 — 4> shadowsocks ¥ B4 528, 2 shadowsocks-android, shadowsocks-ios L& shadowsocks-openwrt 4 L i
TiB, EEFUTYHR:

A WO DN =

- BN, B AHIFFTERERA 100 KB

. @I K. &F libev SLHMR S /0, URETLIBMEIF S DNS, RN EEHAT LS

- BERRAR LR GA CPU IR, RS J[IHAEFESRA—#RE SMB £4

. BEE. ERATHAELESATS, ENRNBETHEE x86, ARM 1 MIPS, thiEFAF K& 5 POSIX BIRERS S TFR, @4E Linux, OS X

#I Cygwin %

. MU RERB R, SEL3EA shadowsocks i, BIEBIRELI A JSON RAGERE X4, A1 5EE TR shadowsocks 2/ 8 8% AR %5 b

BECEA

shadowsocks-libev @ERR S5-I Z F imF RS, — = MR

A WON =

. ss-server: [R5 2514, EBETETTERRS 3. 121 shadowsocks BR%

. ss-local: & i, $R#tAH# socks5 WK ER

. ss-redir: & /i, 1IREABHNRE, FEL iptables NAT RELSFEA
. ss-tunnel: & /i, AN O F K

LEESAeE

https://github.com/shadowsocks/shadowsocks-libev

https://fangiang.software-download.name/

MR, iR AL : hitps:/fangiang.software-download.name 2018-12-07
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ENRY 4% - Shadowsocks-libeViR %5 if % &

E 7| shadowsocks-libevElil, BEEH—E BN MRS 28R EFHB1Tshadowsocks R % i, MR IE %A IR S5 25, AT LML RE Z K Digital
Ocean ) —&SSDEMIIR % 88VPS, £SSDIEHL, REMRIR

& Ubuntuz i shadowsocks-libeviR %5 if

for Debian 9("Stretch"), unstable, Ubuntu 16.10 and later derivatives:

sudo apt-get update
sudo apt-get install shadowsocks-libev

for other versions:

#Add GPG public key:
wget -0- http://shadowsocks.org/debian/1D27208A.gpg | sudo apt-key add -

# Ubuntu 14.04 or above
sudo add-apt-repository "deb http://shadowsocks.org/ubuntu trusty main"

# Debian Wheezy, Ubuntu 12.04 or any distribution with libssl > 1.0.1
sudo add-apt-repository "deb http://shadowsocks.org/debian wheezy main"

sudo apt-get update
sudo apt-get install shadowsocks-libev

Ubuntu 16.10_E#ii\shadows-libevE 45817 :

sudo systemctl status shadowsocks-libev

L HAIRR:

o R¥ss-local ss-redir ss-server ss-tunnel...El| /usr/bin

o EZX# /etc/init.d/shadowsocks-libev

o BECE S /etc/shadowsocks-libev/config.json (1B ik 2/etc/shadowsocks/config.json)
o —LEER\SHIECE /etc/default/shadowsocks-libev (IBARZ/etc/default/shadowsocks)

a1 4i%E shadowsocks-libevEz & X 4

sudo vi /etc/shadowsocks-libev/config.json

AR LINT

"server":["[::0]","0.0.0.0"],
"server_port":1098,
"password":"killgfw",
"method":"chacha20-ietf-poly1305",
"ipv6_first":true,
"dns_ipv6":true,

"fast_open":true,

"timeout":600

(A EARREANT -
e "server":["[::0]","0.0.0.0"]
HE T A HLIPVEFTIPvA i
e "server_port":1098
shadowsocks-libev iR 554 ss-server Y0 i3 O

e "password":"killgfw"
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shadowsocks-libevE /' i N @IEME, HEUTLANER:

o shadowsockshR 55 4H 1% ) i 25 i w6 2 — B
o BHKETRDTF6M
e "method":"chacha20-ietf-poly1305"

&%, 10 Shodowsocks 7 &IN5 5 % M X Ji
e "fast_open":true
—FILERBR XML, BARREFT BB RAXMET, MR EHERENL, (B false

£ I Ubuntu OpenWrt FF/E TCP Fast Open (TFO)ji &/0&E

B Bh S ufw KB
ufw BUbuntuik B AT E, &F ufw EEEAER:

sudo systemctl status ufw

£ Digital Ocean 88 VPS Jg, BRNEHEREA ufw, ATLUXHERA:

sudo ufw enable

EBRTUWUE, BaERMTHSIFKserver_port, SEEET E#I1098 4 B AR A S rim O :

sudo ufw allow 1098

#HEF ufw K&

sudo ufw status

& ss-server WATEYIFO

netstat -lnp

{RATLL%,: ss-server BB HMM LS EE -u BT netstat iSEEFX 4

% shadowsocks-libev i ufw profile
AL AT L —Fh A KT 1098 #5045 shadowsocks-libev AR %53 ss-server

$ cd /etc/ufw/applications.d/
$ sudo vi shadowsocks

# add lines

[shadowsocks-1ibev]
title=shadowsocks-libev
description=shadowsocks-libev server
ports=1098/udp|1098/tcp

SRR FAT AT LU #:45 shadowsocks-libevizs MR A5 HEN -

$ sudo ufw allow shadowsocks-libev
Rule added
Rule added (v6)

$ sudo ufw status verbose | grep 1098
1098/udp (shadowsocks-1libev) ALLOW IN Anywhere
1098/tcp (shadowsocks-1libev) ALLOW IN Anywhere

1098/udp (shadowsocks-libev (v6)) ALLOW IN Anywhere (v6)
1098/tcp (shadowsocks-libev (v6)) ALLOW IN Anywhere (v6)

EE RN T R0
PD%ﬁﬁEE‘.éé;iﬁT sudo ufw allow 1098 ﬂﬂm*ﬁﬂﬂﬂﬂ%iﬁ%m\lﬂ
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sudo ufw delete allow 1098

B netstat i 5 &&F— T shadowsocks-libev {0 #i7 0 -

$ sudo netstat -1lnp | grep ss-server

tcp 2] © 0.0.0.0:1098 0.0.0.0:% LISTEN 2414/ss-server
tcpb 2] 0 :::1098 388% LISTEN 2414/ss-server
udp 2] © 0.0.0.0:1098 0.0.0.0:* 2414/ss-server
udpé 2] 0 :::1098 88 2414/ss-server

B tZ#lshadowsocks-libevii A ik
FEUbuntu 16.10 T ¥ shadows-libevia, BRIABZAFENEZN T

sudo service shadowsocks-libev restart
sudo service shadowsocks-libev start

sudo service shadowsocks-libev stop

T Bss-serverz

o
(d
i
m
g.l
H
fm
B
ot
<

m
gl‘l
W
&

ps ax | grep ss-server

NEEHER, BRELRELINT:

/usr/bin/ss-server -c /etc/shadowsocks-libev/config.json -u

EEHDA-u, iR shadowsocksE " i/ A T udp relay, MRS IRE SN T -uSH, BN BAREK T
HERR:

e https://github.com/softwaredownload/openwrt-fangiang/tree/master/ubuntu/etc/shadowsocks-libev
e https://github.com/shadowsocks/shadowsocks-libev
e https://fangiang.software-download.name/

MRALFR A, #akiEEBRH AL hitps:/fangiang.software-download.name 2018-12-07
ER4% 44 Shadowsocks-libevAR 45 i 4 &

. UbuntuZ % shadowsocks-libevhR 55 i

o I 4w’Eshadowsocks-libeVER & XX 4

. & Bh A EE ufw BB

o @ #; shadowsocks-libev £ ufw profile

o (R #Ishadowsocks-libevii 7 ik

. rEss-servereBELBHFAWE -UBHHISH
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OpenWrti& B 2535 1T shadowsocks-libev ss-local % /i

shadowsocks-libev for OpenWrt Z#1 OpenWrt fRA—2, BN AJREL AR, REBRE T FEERS

shadowsocks-libevit £ OpenSSL kit 2 PolarSSL ki

RIBRIHY SSL FERI 5l OpenSSL # PolarSSL FFhRAOpenSSL ki libopenss|, ZiFMZE A X L, AFIK PolarSSL &t libpolarssl,
KRN, AKX

IR REFKTHiEOpenSSLIR, &2 NikPolarSSLAR

3 TEshadowsocks-libevE /' i E|OpenWrti& H 25 (2 5 2 i Bl SL bR F
)

~/Downloads$ scp shadowsocks-libev-polarssl_*_ar7lxx.ipk root@192.168.1.1:/tmp/
~/Downloads$ ssh root@192.168.1.1

root@openWrt:~# cd /tmp

root@openWrt:~# opkg install shadowsocks-libev-polarssl_1.*.*_ar71xx.ipk

& {E&hshadowsocks-libevE /' iHED &
root@openWrt:~# vi /etc/shadowsocks-1libev/config.json

BRRLINT

"server":"1.0.9.8",
"server_port":1098,
"local_port":7654,
"password":"killgfw",

"method": "chacha2@-ietf-poly1305"

TR, server IPRAUERIREYSLFRIP, E b el LURFFENIA

shadowsocks{t 3 _E [l
o [Ezlishadowsocks &/ iffi:

root@openhrt:~# ss-local -c /etc/shadowsocks-libev/config.json

o Ubuntudll % 334K EM &, LIFireFoxBE & AutoProxy i, #h0Proxy Server, Proxy Hosti&192.168.1.1,Port27654, 4AikSock5.4nT
[
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®
Proxy Rule ProxyServer Edit View Options Help

Edit Proxy Server
Give it a Name: Proxy Host: Port: http socks4 socks5 Delete

shadowsocks | | 192.168.1.1 0O 0 e 0

Add proxy | |Delete proxy | Reset to default Cancel ; OK

Ubuntu % & AutoProxy B2k i\ L3 2 shadowsocks, 5k BT LT FF 4 i (M5 a0 Y ouTube.com
Windows Hifixif$ i shadowsocks-libev 2 F i ss-local B30 7 A WL T EHE#E
https://fangiang.software-download.name/ebook/04.8.html

LIETHAE B 5 BN L #ET— 1 shadowsocks &/ i, B A HINMER LEXHEREN WHRAE LML, BRLERXEXR MRREA+EL
M8, AR ELEES MG R EREREY N, AERGCRARARERENED, HREER ST AR ?

ITE B B 38 B R % T shadowsocks, FTE B LFIT L LML %# A5 Hl R Eshadowsocks T, IEEHE
HXTR:
e https://fangiang.software-download.name/

WAL A, #5405 EBR AL : https://fangiang.software-download.name 2018-12-07

-

OpenWrt#% 283517 shadowsocks-libev ss-local & /) i

. shadowsocks-libevit % OpenSSL kit Z PolarSSL ik

o (3 Zishadowsocks-libeva /' iiE|OpenWrtEk 2R (25 & S FR i F /F)
o & &K shadowsocks-libevE /" iFEL &

. shadowsocks{t 2 _E Ml
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$ _F5E B 5 ERHIOpenWrtE 5% I B S5 fR F:
B 4 2 MIPHIE

BENMIGERI AT A NME— R AP, BAE ST AR F, IPHITAS FZAERHHRIES T, (FRZAL e 2 -1, ANEF
SHESR)

WA BRI ? 58 2N T AEAZICIZR, LinYouTube.com, M HEAEINER G EE T, iFERAIPHIERER A T L1k
BRI REAELE

i A A IPRY AR LE = E
FAFE N VT RS HbE R B A A www.youtube.com FEZ, KR K ERLER A B ILAEIFR:

o VIR M ELUE A E B ik (U4 BR 552]) < Hi, youtube.comByIPHhit 244, 2
o AR R AR 74.125.239.98
o WIYEER: . BRI EMRS bt RERNET

EAMIER, W85 — R i #ig 4 AR 55 28 7 &018 F 12 A9 P il -

o VRS M RE T A8 4 AR 45 2% Hi, youtube.comByIPHhi 244, ?
o HARRSER XD HAREEE, HERW KM EL

o LRSS B ARAERE, RthRFHEMLEL, %5 HiEE
o REARSER XL FHIEENHK, FEh2 74.125.239.98

o WINTES: N, IMBMRL At 74.125.239.98 E£HAR

B BRI, & YouTube(E T 1E ?)

EHE, YouTubelytt 2 %t ? YouTube 5 ILF 7, L2, SNBEL ML ELANFT AR, MENTRERE R, Faid—1, B2
MYouTubei# T, £EEAREEEEE Vi1 YouTube T

RAIE, RE T LR E AR EIFE ?

1. W28 M AT A 4 AR 55 25 - 18, youtube.comByIPHtE 244 ?

2. hEMEE AR 3 XEME, 44.44.44.44, (LEWN, BAMRMERTFEEEMHLIL, MEEKIIRETIRE, 815 @) RIt, XBR
BF, U7 I IXFREE WSS s, EREX, HELERIE 15

3. PN UM, BXMEREARTEMANS. . . K THA, EEH L thEEKI BRI ELXLE. .

ERET, BNESZIEH, XFELNEFELETR AR LR..

@ RZIEAZ TCP UPD BE X

UDPRHLER:

UDP 2User Datagram ProtocolB{&#5, #3242 2 #iEHi i, 20SI(Open System Interconnection, FRAREGEEL) SEER h—FT
R R, T—Eﬁtﬁﬁ$%ﬂ@ﬁ$$ﬂ§1§.@%%ﬂﬁ%, IETF RFC 7682 UDPRIIE R HSE, UDPEIP?&)‘CE‘JWJ@X%%W UDPMl & F32
FA P SRR b
=8 UDP;ﬁTkﬁtﬁﬁﬂﬁfﬂ‘ 4% *DT’H‘EXT%&#E@&TT}JFFE’JHE, ﬁ?ﬁn—: Ui, éi‘&)‘t?i%tfz z:-:%a’& ﬁﬂﬁ BRETEE|KM, UDPAX
FEFMEFEE I EHZ LIRS N A, SEMS IS URETENHRSHE RS BIEX ML N A HEZEEAUDPHMHL, UDP
MM ESELBERTREE, BAERVMAFESK— LR ATERE, BRAMERES RUDPHATR LA —HIEE AT
WAL A Z P 5 RTEREN B TCP (FEAE I B3O B — B, UDP M EIEALTFIP (BB 1080 Hh il B TR . IRIBOSI(FMR S H %) SEER,
UDPHNTCP#RE F 1L/ 10l . UDPYMY M E E/EFA AT BB R E L BEAME R, — M RENHBIROR R — > 2l BB AL
i, B— M RIEAMFBNF I ARAEMLER RRF N ARSEERHELIHMEE

RRMENR, UDPRENES:

BER UDP ik iE 2R, REEARANEARET T ETEIAN, 34 N4 7E shodowsocks it EF UDP I ? RARKBIER TR, KiEl
EEEE B AE R, FTLAERR S, 2T UDP il BIM45 @1 REFRMER I REM 4% . IRALIF R EFEIR 55 RN - th 2 FZ s K EHIE, MBIEE
HEZRRES, FitLE /A UDP

UDPHISIERIRER 22, IXMRHI T UDP MBI BELHHhA AR TCP il ERtAHIS, QQ #EFRMA UDP HiGEEM. —ARSEVLED
MEfEEA A TCP, IBINE UDP MEAl LT TR MR, ik, 2 —ERERE TCP UDP AEMLA
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UDP & & LK A& 2 DNS #ifl, BABTHF— ML, &8 % RH DNS Hifj3){E, 1T DNS HifipHg, BIER=BRIEE UDP hill,
DNS #SEREET TCP i, B2 TCP RE—M&ILA R, RS A3 DNS HiljiZ#tEF IRt TCP AifipHEN

Shadowsocks B—MLFHI Socks RET E, FERKM—EEN R BE(X X TCP {{#E, /57 Shadowsocks-libev £5:H T UDP ¥ &K RIT)

GFW #yigi 4755
shadowsocks BNR{E A TCP #hill % kigi & Al R EIAR S5 i, &/ mfARSS mrRIE R GFW BEEE

& AREFE WEE#E
BR, TH b EEERR:
Wit H Fmi, ERIAENG, MRETSERNENSBHBEESNE AP, Ui ERNERRLE, BAEDRE, &2 ES
HILFBRARE:
1. BESNEEMLE 5, R (RE R, gfwlist), S ERISAEIIENEE WP, HMHMERNE
WMRIPHAEZESN b, FRANFE VS, S RENEH V)W T XAk, PSRRI RE R i
2. AFERERINE. FTRAME, EFBERBNERIENPERZEN L L, IPHUTATREZEER, XHEMTBED, RHWHER FRHE
#IIP, £&RANEE VI
3. BT AMARTR, EHEAEEILBRMS R ?
EMEREARITEERSEHAMNE, MENFEEREARSIAN, E40 0 EWMEE5I AT AESN L LRSS, SBETMEERE, X MZE
L 2 EEEFHEFEMIGERN, — M ERER, FNWL?

A RERMAE BAENEEMERIR H, WFHAY, RE EHRMSEHEERIs, ittt eI Estdns, Vi iF 3k EEIPER R E 0
=

HEZRALE-MARE KEAMKBEMNS F(ChinaDNS), BE, HELrERIIRED, ZFFR N IBMSN L2 FERBEE AN—XE
ESIFER THEML

FoMAE ARAREEANAR, RETRULLEFIIAE
OpenWrtEH 1 B% B 22 N ER & £ FER S (F R A & VR B 1) -

. WSS B, B YouTube.comiIP, EAER

BEHF WE B TEARENRNE, WE, . FEAE, BEIHEBEST

. W BEEE IR, & iFHbaidu.comiIP

BRERER M, N, T EFRAR

. MRS T A IPH#h1EG0.188.5.6 AR

. BB ET, AT, . . PEIP, ZMABERMAS, FTE2PEIP, FEEANRZEEERANS

oA W N

X FIR:
e https://fangiang.software-download.name/
WA, HakiEEBA AL hitps:/fangiang.software-download.name 2018-12-07
5 _FRa@E A S EAIOpenWrtEl i % B 2R AR L
o Bt 2EAFIPHL
. it 4 A i IPAI AR LE =
o (B BRI, F&EYouTube(EFIE?)
. BRI ERAE TCP UPD @15 WX
o B AMBEFIE, MEEMIE
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Bt OpenWrt shadowsocks % 25 2 &E B o) §i 55
OpenWrti& 125 Fldnsmasq’% K El N E Eig 4 75 i

OpenWrtBki\ Bifrdnsmasq, HIITRBEE— THIFT . ssh&E X OpenWrtiEH 2R /a:

e Eirdnsmasq.dB%:

root@openWrt:~# mkdir /etc/dnsmasq.d
root@penWrt:~# echo "conf-dir=/etc/dnsmasq.d" >> /etc/dnsmasq.conf

o OpenWrtZ#&GNU wget i X Fihttps Tk, THEMNEZML4 Y, AERNEA RS FLAHPHL

root@openWrt:~# cd /etc/dnsmasq.d

root@0openWrt:/etc/dnsmasq.d# opkg install wget

root@openWrt:/etc/dnsmasq.d# wget -4 --no-check-certificate -0 /etc/dnsmasq.d/accelerated-domains.china.conf https://github.com/felixonmars/
dnsmasq-china-list/raw/master/accelerated-domains.china.conf

root@openWrt:/etc/dnsmasq.d# wget -4 --no-check-certificate -0 /etc/dnsmasq.d/bogus-nxdomain.china.conf https://github.com/felixonmars/dnsma

sq-china-list/raw/master/bogus-nxdomain.china.conf

;¥ :accelerated-domains.china.conf 344 H 5 B 24451 :

server=/10010.com/114.114.114.114
server=/115.com/114.114.114.114

ERZ, Uiin10010.comx M4 BRI A FT, dnsmasqeit kK EIE MR A AR %588114.114.114.1143 {Tdns T 1M

&) gfwlist.conf: E {1, # & Flshdowsocks-libev ss-tunnelig E #4 i O
dns % if]

root@openWrt:/etc/dnsmasq.d# echo "server=/#/127.0.0.1#3210" > gfwlist.conf

T # 2EEM, RRZTERAESE . dnsmasqlLERiE £ 145 | 2 AL £ TEE, E k< SkCEtaccelerated-domains.china.conf L R4l
%, MRRLE, BLEIXEMN K EIAR G O32101 T4 & if

EE TR E B shdowsocks-libevEI A Hh E /' ifiss-tunnel#% & A i 0 321080 25 1 B 78 B AR 55 28

B2 & shdowsocks A i1 25/ s s-redir/S 3112 Lk B3

root@0openhrt:/etc/dnsmasq.d# vi /etc/init.d/shadowsocks

letclinit.d/shadowsocks:

#!/bin/sh /etc/rc.common

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Last Update: 2018-09-27

START=95

SERVICE_USE_PID=1
SERVICE_WRITE_PID=1
SERVICE_DAEMONIZE=1

start() {
echo 'server=/#/127.0.0.1#3210' > /etc/dnsmasq.d/gfwlist.conf

/etc/init.d/dnsmasq restart

service_start /usr/bin/ss-redir -b 0.0.0.8 -c /etc/shadowsocks-libev/config.json -f /var/run/shadowsocks.pid -u
service_start /usr/bin/ss-tunnel -b 0.0.0.8 -c /etc/shadowsocks-libev/config.json -1 3210 -L 8.8.4.4:53 -u
/usr/bin/ss-firewall-asia

#/usr/bin/ss-firewall-global

#/usr/bin/ss-firewall-china
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}
stop() {
echo 'server=/#/114.114.114.114"' > /etc/dnsmasq.d/gfwlist.conf
/etc/init.d/dnsmasq restart
service_stop /usr/bin/ss-redir
service_stop /usr/bin/ss-tunnel
service_stop /usr/bin/obfs-local
killall ss-redir
killall ss-tunnel

killall obfs-local
/etc/init.d/firewall restart

shadowsocks A% /" i Ed & X 4 start stop B )i B5:
® echo 'server=/#/114.114.114.114"' > /etc/dnsmasq.d/gfwlist.conf
% 1k shadowsocks &34 AR 55 1, 47 L FRist £ RO AR AT 4% K BIE MBI dns AR 55 28 iIX B 2 114

[FRAMZE sed BIFRBMAE, HILRKLI gfwlist.conf HESNEZE, FEHERIK, WRETE, , YleA echo FEXHFHFMFR SR
KAk RE, BE gfwlist.conf NARH AR, thEETEE S shadowsocks FEHE A

® echo 'server=/#/114.114.114.114" > /etc/dnsmasq.d/gfulist.conf
FrEEREEAR S5, AN LA 1E T shadowsocks B AR 55, 1 £/ 5Z L BLigi 4 B AR AT @ id ss-tunnel 32108k O #4 %

® service_start /usr/bin/ss-tunnel -b ©.6.6.0 -c /etc/shadowsocks-libev/config.json -1 3210 -L 8.8.4.4:53 -u
T A#32108% 0, 4% K EI B 2 HIAR 5 2R #0535 O M8.8.4. 4 A #)DNS

e /usr/bin/ss-firewall-...
dnsmasqR 2 Tt & Wi B A, TiREIPHiLE, REHEEEiIshdowsocksIZ 1 RNE, EfEss-firewall-... BT E
=4 Jusr/bin/ss-firewall-... BRAEH—4
WSS BB /usr/bin/ss-firewall-global EHELS, B E TIRASSMITE IR, X —EEARTM ) H

o LT /etc/init.d/shadowsocks stop M I %7 4B ss-redir Siss-tunnel#FF2

XEGFBUEH shadowsocks.conf B BEEBIRMABRTREER. ML killall ';E%“%#ﬁi&&ﬁﬁigo(2016—01—19)
GE:BMEMT killall, HIEZFREFEHTE, ZMERAMIARERBEHRIT . b2V, SR THNEE AN LN EREHRT ERER)

ss-redir il L -u S

Etefiszx BRI :

o youtube B Bi{# Aquic, udptril 28 ik, BATEEHMssE Siptables R e Kk tcpii 8, REThRMyoutubeiapp= HULERFR, MM I i%
& B Bi13% 7 3 (chrome s J1 3% [lquic)

o fRZikxkRIM LS RERE Fudp i, B AT K FE—ERRBRME

o TEWEKtcpiRERIEM IR KupdfE, ssEAR N MEVPN T . M AER

o B4 $kZlyoutubeR B & S im3FO BRI R/ iR, AEINT

n &R /etc/init.d/shadowsocks X ¥, {Bss-redir iN-uB#E 5
n {EH/usr/bin/ss-firewall-* X4, 7E R A% B 18 0 — iptables N, 154431% O Bupd ZE 7 A Fllshadowsocks 1 It B i 01 BN AT

& EtiEiptablesfh X554 K IPFIIG O

root@penWrt:~# cd /usr/bin
root@openWrt:~# touch ss-firewall-asia
root@openWrt:~# chmod +x ss-firewall-asia
root@openWrt:~# vi ss-firewall-asia

lusr/bin/shdowsocks-firewall-asia:

#!/bin/sh
# Author: https://github.com/softwaredownload/openwrt-fangiang
# phoeagon tefiszx idonknown

# Last Update: 2018-10

#create new chains
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iptables -t nat -N SHADOWSOCKS
iptables -t nat -N SHADOWSOCKS_WHITELIST

# Ignore your shadowsocks server-s's addresses
# It's very IMPORTANT, just be careful
# you'd better add them in an individual file
for white_ip in “cat /etc/shadowsocks-libev/ip_server.txt";
do

iptables -t nat -A SHADOWSOCKS -d "${white_ip}" -j RETURN
done

# Ignore Custom IP list
for white_ip in “cat /etc/shadowsocks-libev/ip_custom.txt";
do

iptables -t nat -A SHADOWSOCKS -d "${white_ip}" -j RETURN
done

# for Chrome youtube
iptables -t nat -A SHADOWSOCKS -p udp --dport 443 -j REDIRECT --to-ports 7654

# Ignore LANs to bypass the proxy

# See Wikipedia and RFC5735 for full list of reserved networks
iptables -t nat -A SHADOWSOCKS -d ©.0.0.0/8 -j RETURN

iptables -t nat -A SHADOWSOCKS -d 10.0.0.0/8 -j RETURN
iptables -t nat -A SHADOWSOCKS -d 127.0.0.0/8 -j RETURN
iptables -t nat -A SHADOWSOCKS -d 169.254.0.8/16 -j RETURN
iptables -t nat -A SHADOWSOCKS 172.16.0.0/12 -j RETURN
iptables -t nat -A SHADOWSOCKS -d 192.168.0.8/16 -j RETURN
iptables -t nat -A SHADOWSOCKS -d 224.0.0.0/4 -j RETURN
iptables -t nat -A SHADOWSOCKS 240.0.0.0/4 -j RETURN

>
Q

> > > > > >
Q.Q.é.Q.Q.Q.

>
a

# Check whitelist
iptables -t nat -A SHADOWSOCKS -j SHADOWSOCKS_WHITELIST
iptables -t nat -A SHADOWSOCKS -m mark --mark 1 -j RETURN

o

# Anything else TCP request should be redirected to shadowsocks's local port
iptables -t nat -A SHADOWSOCKS -p tcp -j REDIRECT --to-ports 7654

# Apply the rules

iptables -t nat -A PREROUTING -p tcp -j SHADOWSOCKS

# Or ignore Asia IP address
for white_ip in “cat /etc/shadowsocks-libev/ip_asia.txt’;
do
iptables -t nat -A SHADOWSOCKS_WHITELIST -d "${white_ip}" -j MARK --set-mark 1
done
# Ignore China IP address
# See ashi@@9/bestroutetb for a highly optimized CHN route list.
#for white_ip in “cat /etc/shadowsocks-libev/ip_china.txt";
#do
# iptables -t nat -A SHADOWSOCKS_WHITELIST -d "${white_ip}" -j MARK --set-mark 1
#done

OpenWrti% Fi 3§ iptabless A5 BB & X:
e /etc/shadowsocks-libev/ip_server.txt
BNER A K H 135 K Fllshadowsocks iR 5 i 1P, FLiR [El, FAE(E{AIHREkALIE

2018-10 #2, Bh kSN ch EZARLAT IP 511K 2{R7F E /etc/shadowsocks-libev/ BR T, XA BN MEHHiE T BAMEF, HH2FESA
VPSH}, €57 ip_server.ixt 1T T

FARIX LA ip_*.txt BREIER /etc/shadowsocks-libev RFEBE X T, FNESHH, AT AR T mEihit T 2 JLA 30 :
https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/etc/shadowsocks-libev
e /etc/shadowsocks-libev/ip_custom.txt

BE K2 IP, ZTXHRAVE, LLIRAEHMWIFIEEMEE P E— N ERNENFERDNSHlL, FHiX 4 EnFlip_custom.txt,
DNSEHTEERIFHIR

ERAE MR ss-firewall-asia , BIEMN IP INA BB 5, XFERFAEMNE B2 T, B2FLE tw .hk MISATEEITRFF, IBEATHY ip MF|
ip_custom.txt LRI LA TFF T

o MNRAHKLHIEREIBEM, i ALRE
KRB A ip_lan.txt, EXFANE, MRRTICERBAREREZXY, BoFTEBXRERE, RREFRE G
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e /etc/shadowsocks-libev/ip_asia.txt
BNER A SR MWpIPH#i i, 37 BN5R[E]

o RITHMIPRAIHR, &84 % Blshdowsocks-libevAihE / ifiss-redirliUT 8% O, Hss-redirfi 37 AR S IHETINE @R, (FTME VT
youtube IR R VNI E, BRD RIS N, AIEL LM, NEEHIERERETE)

o iptables -t nat -N SHADOWSOCKS_WHITELIST #8417

BAESTEREER, ARBITAL Y, EAL P HLEKNRARAEINRER LR, MREMA Tip_china.txt, (REBIEEIRERE
FIRER T 17 %15, (Thanks Phoeagon)

—ME B VER ip_china.txt
T CEBMRA B BT T X AN S XA R K, RUERE T =R E8DIR-505, g ik E BN 1% & H 1% R E W0 A Ptk 5 37 B3R ="
ENHRBLENRBE PERIP, ATHEX IR E DK, WNDR4A300 B2t 2t
M 2018-09 FF1f, ZRINECE IS A Ignore Asia IP address, XHEREHEMIEN/NELE T
IR IRAERERESMERERET, TTLAFBIE A Ignore China IP address, 3Ignore Asia IP addressE% ¥ F¢is
e iptables -t nat -A SHADOWSOCKS -p udp --dport 443 -j REDIRECT --to-ports 7654
fEtefiszx BN, upd il 4438507 8% & Blshadowsocks B O, chrome W % 28T FF youtube BIREEE R
OpenWrtig 3R KB EEUIH:
o {RAZUE EERI1.0.9.8% BARAR % RF E S A IP s ik

® iptables -t nat -A SHADOWSOCKS -p tcp -j REDIRECT --to-ports 7654 JXEQ”] 7654 M\Z'I'*EIOpenWrtﬂ%Eaéﬁ /etc/shadowsocks-1ibev/config.json B
B 1ocal port —FE, thh 21k, 2R /etc/shadowsocks-libev/config.jsonE 1ocal_port :100e BRIX B 7654 thERAL 1000

&3 i4lshadowsocks A i 2 F i i 75 5%

root@openWrt:~# /etc/init.d/shadowsocks start
root@openWrt:~# /etc/init.d/shadowsocks enable
root@openWrt:~# /etc/init.d/shadowsocks stop
root@openWrt:~# /etc/init.d/shadowsocks disable

iR :

e enable: #%&shadowsocks#EOpenWrti& H 25 E )it B3B3
o start: iE{Tshadowsocks

e stop: {Z1kshdowsocks

o disable: Bt;EshadowsocksE#LE %)

S EzhF il ishadowsocks-libevA i & ' if
RBRMBWEI IRE, ATLBshilliK—T:

root@openWrt:~# /etc/init.d/dnsmasq restart
root@openWrt:~# /etc/init.d/shadowsocks enable
root@openWrt:~# /etc/init.d/shadowsocks stop
root@openWrt:~# /etc/init.d/shadowsocks start

RETEUbunturi i, FHE & % £FTFryoutube.com, twitter.com

TR E IR

git clone https://github.com/softwaredownload/openwrt-fangiang

git clone Wi B I AH#E, ATLUEEA openwrtB F#&E X
WMBAAWEBEER, Ni%a] LU IR B FT T4 M bk
X FIR:
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e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/etc/shadowsocks-libev
e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/usr/bin
o https://fangiang.software-download.name/

WRALER A, G EBM AL https:/fangiang.software-download.name 2018-12-07
E2& OpenWrt shadowsocks & 25 %8 5t B 2) B k%

. OpenWrt# Fa 25 Fldnsmasqi% & BN E B4 i)

o © gfwlist.conf: Efthtsh 4, % Flshdowsocks-libev ss-tunnel$& T i O dns 141
. fit i shdowsocks A H#L & - Hiss-redir/E 2 #1115 LL B %X

o B ERiEiptablesp i K IPFIIH O

o & #tishadowsocks A H#IZR /1 B /5 %

o & Ezh3likshadowsocks-libevAih 2/ iif

. TR E X B HTAR
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OpenWrtBZ B #H X BEFFERI &
fs OpenWrtiS BB EFENEEMIEEZ 1

BRIBASRE:

root@penWrt:~# cd /usr/bin
root@openWrt:~# touch chinalist
root@openWrt:~# chmod +x chinalist
root@openWrt:~# vi chinalist

lusr/bin/chinalist:

#!/bin/sh

wget -4 --no-check-certificate -0 /etc/dnsmasq.d/accelerated-domains.china.conf https://github.com/felixonmars/dnsmasq-china-list/raw/master/accele
rated-domains.china.conf

wget -4 --no-check-certificate -0 /etc/dnsmasq.d/bogus-nxdomain.china.conf https://github.com/felixonmars/dnsmasq-china-1list/raw/master/bogus-nxdom
ain.china.conf

wget -4 --no-check-certificate -0 /etc/dnsmasq.d/apple.china.conf https://github.com/felixonmars/dnsmasq-china-list/raw/master/apple.china.conf
wget -4 --no-check-certificate -0 /etc/dnsmasq.d/google.china.conf https://github.com/felixonmars/dnsmasq-china-list/raw/master/google.china.conf

accelerated-domains.china.conf NAMRMZ T, AIEER MR ABFISITERE , XN XEE LR ZMFRZA:
— accelerated-domains.china.master.conf — accelerated-domains.china.slave.conf

master.conf B &E AN EREHNILF AW, 5B RIX A X slave.cof BEERNNERKZ MG, MR = EIRATUTR
R X

INERMERRSMEETS, B EL EEHraccelerated-domains.china.conf LU & B 25E FE#E IS, WA BE T BB, INEIRAEE
SRR T, IRAT LT EH

JEHETRIE R, ATLLA A accelerated-domains.china.conf , FRIER DNS fI LIRS BT E RS Wik, BRASERERE EREHITT

& OpenWrtig 2 H IR~ &
Jetc/dnsmasq.d FED ad-cn.conf X, NERLINT:

server=/.mobads.baidu.com/127.0.0.0
server=/.mobads-logs.baidu.com/127.06.0.0
server=/.media.admob.com/127.0.0.0

Z.B = .mobads.baidu.comiyigi & ####% % Fl 127.0.0.0, XM #It R E KB4 ST ATIRE, TRMAS T BRk/ S8

&

f1en

B

root@penWrt:~# cd /usr/bin
root@0openWrt:~# touch blockad-cn
root@openWrt:~# chmod +x blockad-cn
root@openWrt:~# vi blockad-cn

lusr/bin/blockad-cn:

#!/bin/sh

# Author: https://github.com/softwaredownload/openwrt-fanqiang
# last update: 2018-10

TMP_HOSTS=/tmp/block.hosts.unsorted
HOSTS=/etc/dnsmasq.d/ad-cn.conf

# remove any old TMP_HOSTS that might have stuck around
rm ${TMP_HOSTS} 2> /dev/null

for URL in \
"https://github.com/softwaredownload/cnhosts/raw/data/_build/tmp/full/hosts" \
"https://github.com/e32ubhds/Hosts/raw/master/Hosts"
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do
# filter out comment lines, empty lines, localhost...
# remove trailing comments, space( ,tab), empty line
# replace line to dnsmasq format
# remove carriage returns
# append the results to TMP_HOSTS
wget -4 --no-check-certificate -q0- "${URL}" | grep -v -e "~#" -e "~\s*$" -e "localhost" -e "broadcasthost" -e "ip6" -e "~;" -e "A@" -e "~:" -e
"rla-zA-Z]" \
| sed -E -e "s/#.*$//" -e "s/[[:space:]1]1*//g" -e "/7$/d" \
-e "s/7127.0.0.1/server=\/./" -e "s/0.0.0.0/server=\/./" -e "/~[0-9].*%$/d" -e "s/$/\/127.0.0.0/" \
| tr -d "\r" >> ${TMP_HOSTS}

done

# remove duplicate hosts and save the real hosts file
sort ${TMP_HOSTS} | uniq > ${HOSTS}

rm ${TMP_HOSTS} 2> /dev/null

OpenWrtB 2 £ BT & F#Rk SR Ui 87 :

e 2018-10E, blockad4> R blockad-cn #0I blockad-en 73| A F 2 BE#E RSN &

o STLEEMAEMIEREMIIKRILEK, MREEAFMERELLEIE, dnsmasqEER g A MFS AKX

o NFdnsmasqi ML, ATEERKEMS, FEITAFMIL, X HEEERXBARSITHS:
/etc/init.d/dnsmasq restart

o FTLL, KRR ERMALITAAEERZRNT
AL LN ERS, MEFRIIKRBK, AL G F RIHREFTIF AW IR A8 5 Bdnsmasqk EMR S, fRIFRESTT— MW I X i
=4, BITFEFHIR T

FUNESHFERT, BRI ERUE RN RRF, BB SATUAL NSRBI, 228 NRBASEERRRE TRAFEFK
EREENER

BEOME THRERERRDO S, REEUMELERZ. BEMNER TERUWEhost i FRAN il Fik

W BRIE MR FRAR, W LLEIX EChromel % 8844 : uBlock Origin, ADfree.Player.Online, #fuBlock Originf4E FA#1Adblock Plus3:{il, {8
RUEBEMFE

THEME S - B #Frdnsmasqiit & 3X4-#1 B 5 £ )E shadowsocks

root@openWrt:~# crontab -e

MALTRHE:

*/3@ * * * * jsfound=$(ps | grep "ss-redir" | grep -v "grep"); if [ -z "$isfound" ]; then echo "$(date): restart ss-redir...">>/tmp/log/ss-monitor.
log && /etc/init.d/shadowsocks restart; fi

* 12 * * * Jusr/bin/chinalist

* 12 * * * /usr/bin/blockad-cn

OpenWrtil I {E45 1 BA :

o FF /NI A shadowsocks-libev & /1%, MR RHEMBEZIER
o BXHF124581Tchinalist
o BXRPF12miE{Tblockad-cn

2014-09-24kiR#dir505, wr2543T4m ik EH 2B A T I RIESH, RSB BEMTHENE, MR FHH TR Naccelerated-
domains.china.conffEfE4ti iR, FEdnsmasqXEE5), B ThEE B ALK

MEMREAT EEARMES, E—REATEEME T, XM REZR - imIPHIE VIR RZRRIME, SXiRH%E, Fps@ S A Fdnsmasqidf i
SERHT, MERARL, MERBEHHER https://github.com/softwaredownload/openwrt-
fanqiang/tree/master/openwrt/default/etc/dnsmasq.d

TERIS - B B 28 B /etc/dnsmasq.d/ T B3

— R EIWB 3 EH /etc/dnsmasq.d/FISTHE | LA ERES SO BE A R R INAEE , AT AF 3BTRS EH, BHEILENER dnsmasq MliK—
TEWMREEE

Bt % - T RIHE 55 TE I % 4] % B3 82 OpenWrrt :
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https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/default/etc/dnsmasq.d

ARMAMRBAEER B —NMNBRETICENARMERSE, BRPERERASELETIES, ZEREEMN MREERKEASR. T
EHBIFH, S008I —R, MREF20R1072EEF7 R B 30X HOpenWrtik Bz XA/DEFHIIFR, HERSRFHERR TS
B, — A ABEMIFEESRERS BAH LW, WEFT, RERFRRISEMRABERLE SNFHERRBRDLTEBILHRERZ LW
T

FHNERDREUEMERT, BHRENXNEFNEIEZR2 RN E ER MBI F, MAZES NGB UL T

*/20 * * * * TIME=$(date +"%H%M"); if [ $TIME -ge 2010 ] || [ $TIME -le 700 ]; then poweroff; fi

X FIR:

e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/usr/bin

o https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/etc/dnsmasq.d
e https://github.com/felixonmars/dnsmasg-china-list

e https://fangiang.software-download.name/

MR, i EBRE AL hitps:/fangiang.software-download.name 2018-12-07
OpenWrtB 3 B#T X EMERI &

o f& OpenWrtitmB B EHENEEMELES 1t
o & OpenWrtiHS BEIREKR &
. THRIME % I B #dnsmasqfi i X 44 #1 B 5 & Eshadowsocks
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https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/default/usr/bin
https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/default/etc/dnsmasq.d
https://github.com/felixonmars/dnsmasq-china-list
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

OpenWrti& i 23 vt 4 S ER IR KWL RS

4T EREAERRI £ OpenWrt, SR A% WE T ST ImHNE /" i, BLEH S, Eulr?

o BHIMEERERR L, ARIMERIE KU EITHEER, XRELEE

e This site can’t be reached
gfw.com unexpectedly closed the connection.
ERR_CONNECTION_CLOSED
e This site can’t be reached
The connection was reset
ERR_CONNECTION_CLOSED
e This site can’t be reached
www.tumblr.com took too long to respond
ERR_TIMED_OUT
ARVIREE EEiXLEER, FTFF https://google.com & https://youtube.com & & 11, {8 2EMMILEMEITH, & FHRITFRAF
k80 https://tumblr.com B https://flickr.com BN FABRMEITF
REELEE BRETGERE MBUMNERETN, XEL BRI EE %A F 8
AE N RSB R W ? TSR —KBERE, ERFT
B AT ERIN Y2, Chrome, FireFox, Edge, IE, FITRIEZFIT
MEE GFW BAE T, FRULEF T BES T ReprErD
REHSZ N, FEUE KE REET !

o EHERIFHME AR
o MLERERERTH

o FEHARSIHIPHAE . 3HO
o EHEF NG IFEIRHTAR

TCETIR, &FAYER, — WK, FATHEEFRT, BFE, WEERTE, RNH5FE..
BIgmRRERRE | SR RA S REKIRE, BKEIEE, SR
KEER, FEHSENA. B IP#it, £S5, FiEREEE shodowsocks M E B EREARRIX A 4] E

PEMMIEELE £ 2, S5IREMAIRAYL, ZLENBAHTREZR TR IP ik, i£5 CDN ZhEmE, AN AR H I+ £ <11
5
FEaneRs IR — A~ R AL, FSEATE S BT REI R i, & SEARIERED IP ok 5 AT AR7E New York

WMIsE VS04, ARG ATREREMRETHEAE, LmRGIESHMRHRE, TRATREHMIRMRE NTE, FREIHEMCONERRNELS
fR.CBIBESIRCREETH, TEERER[ERT, hIEMILRMR T, SBMISITFEEFEEE, SETTF

ENERARFERSER IP 1 ES IPAERZNTITAMIIUER, 2, BNAEEER, EEFBWIRKRITRFF
NTHAEEZFEN USRI AR, 2018F9AE, /usr/bin/ss-firewall-asia A=

e /usr/bin/ss-firewall-global
e /usr/bin/ss-firewall-china
e /usr/bin/ss-firewall-asia

SR BN, £ B, ZBREIP, ZBEIIMP

€ A FMik L 10 www.dropbox.com TARFF, &4 7p
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https://fanqiang.software-download.name
https://google.com
https://youtube.com
https://tumblr.com
https://flickr.com

www.dropbox.com B 45 28 2K i\ & FHIPv6 it DropboBox Windows Hifii %/ i th BRE IR BIAR 45 i IPvetthiit, BRRSE 4R35 IPv6 Bk, thfh
1850 AT REBR B 50 W

fRRF ZEMAKEENENERE AL Internet Protocol Version 6 (TCP/IPv6)

4 Wi-Fi 2 Properties X
Networking  Sharing

Connect using:
BF TP-LINK Wireless USB Adapter

. Intemet Protocol Version 4 (TCP/IPv4) A
& Microsoft Network Adapter Multiplexor Protocol

. Microsoft LLDP Protocol Driver
Intemet Protocol Version 6 (TCP/IPvE)

This connection uses the following items:

O X

A DORROX
]
g
g'
8
=3
2
=
[x)
2
2
0
-
o
a
)

Description
TCP/IP version 6. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

https://fangiang.software-download.name/

OK Cancel

@B £ RHTEEFIE, Btping RSB ip EEREELH

ping 1.0.9.8

(B 1 ZshadowsocksR %5 iR E 5 I BB AW L -us$

-u enable udprelay mode TPROXY is required in redir mode

AHIRERAN, MR E A Mshadowsocs-libeviRFIHmZFKINEZIH £ -u SHE, BAMMAKR AR AEMRAKAR S i, MNPythonkR, FAFRE
fRIEAR 55 3 B 20N BROARR Y -u B8

AIZHARR S mEE B, REHSH:

$ ps -aux | grep ss-server
#.../usr/bin/ss-server -c /etc/shadowsocks-libev/config.json -a root -u -f /var/run/shadowsocks-libev/shadowsocks-1libev.pid

AR EERINEZWT -u B

BxOpenWrtift 2z A & A X AR ZR B

root@eastking:~# ps | grep ss-
#.../usr/bin/ss-redir -b ©.0.0.0 -c /etc/shadowsocks-libev/config.json -f /var/run/shadowsocks.pid
#.../usr/bin/ss-tunnel -b ©.0.0.0 -c /etc/shadowsocks-libev/config.json -1 3210 -L 8.8.4.4:53 -u
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https://github.com/shadowsocks/shadowsocks-libev

root@eastking:~# ps | grep dnsmasq
#.../usr/sbin/dnsmasq -C /var/etc/dnsmasq.conf -k -x /var/run/dnsmasq/dnsmasq.pid

L HEM A R, ss-redir ss-tunnel dnsmasq#iE 4 IEEE5)

HHf S ss-redir ss-tunnel dnsmasqE A IZEE, BEAREMR T, XHREE:

& ER

/etc/init.d/shadowsocks restart

shadowsocks,

BXIRHER, BITWT:

restart ERS stop F1 start FHIAT, SLFRMIRRIL, DEIHE stop FTHERXF shadowsockstE X R, AL RAE:

REmSREE
MR AISE, AN e

shadowsocks-libev INZE &1 8 5 XANK T H5AOEER A E
IP Hhhk 5% E& AR %5 ik A i OO

Y H R E S OpenWrtiS B 25

MRBREE AR, —REREEEN R RE, W

Zok R H R Adig A h #iviE 4
ANEFE T - RO ER
3 AHKIZEGAM tunnel # K IFO#E 3210

AR, IR EE RN,

B E &S T bind-dig, AEIHIK

ERBEERKEINT:

root@eastking:~# dig @localhost -p 3210 google.com

; <<>> DiG 9.9.7-P3 <<>> @localhost -p 3210 google.com

; (2 servers found)

;5 global options: +cmd

55 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38460

;5 flags: qr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: @, ADDITIONAL: 1

55 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512

55 QUESTION SECTION:

;google.com. IN A

55 ANSWER SECTION:

google.com. 299 IN A 74.125.226.33
google.com. 299 IN A 74.125.226.36
google.com. 299 IN A 74.125.226.32
google.com. 299 IN A 74.125.226.38
google.com. 299 IN A 74.125.226.41
google.com. 299 IN A 74.125.226.39
google.com. 299 IN A 74.125.226.35
google.com. 299 IN A 74.125.226.46
google.com. 299 IN A 74.125.226.37
google.com. 299 IN A 74.125.226.40
google.com. 299 IN A 74.125.226.34

55 Query time: 290 msec
5; SERVER: 127.0.0.1#3210(127.0.0.1)
55 WHEN: Mon Dec 28 11:55:30 CST 2015
;3 MSG SIZE rcvd: 215

R4 B 5 — T ERRG AR B

EHBEEREE, BN ER

BT RAAREMIHA, B, TRETRER BT, BRFE BHRMBEAX, RS H

i

RHFIER, T MMNESEX

ERTEERL ? th B TRERENEER R, FARERREPIINE—TRNLE, BREFHR

F-RELWREFFRIFBEESE 2T, TZ2
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HILR, FED letc/dnsmasq.d/gfwlist.conf X T ZEXH, IRERRIEET
X BHR:
o https://fangiang.software-download.name/

WA A, %54 EBRAL : https:/fangiang.software-download.name 2019-07-30
OpenWrti& B &8 i 4 REB RIS T Fa5E

o o HHMILEEENRS, BHMEEER KM EITFIERE X2ELEE
o & RAEMEL AN www.dropbox.com ITRFF, E4p

o B BTN, Bkping RS BM ip EEEREEL

o (B fitishadowsocksPRZ5IHE AN AREH £ -uSH

% 5:OpenWrtE B 38 r i BN A X I R B2

o @ EJE shadowsocks, B FRHE, ETHS:

R IR TR HIRE B OpenWrt iR A%

BIEERFARE, AN REIE LIS, ANERLE

B B IRERSS AdigE ik E A

R4S & 8 — TERREEC B
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https://fanqiang.software-download.name/
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Shodowsocks #4157~ [ % &I X 7

& ShodowsocksFlE RRIMFZE A%, W—HEERRET:

o FHETILTE, AMIREL, HMFREL, AnEEL, AN TEEL, FRER MBS XAEHERUUN, MM T, HEREHRMEA X
o rcA-md5SINATEE RAR, BRMFBHRERYK, EHHETFH
o TH—HMMEARX, REFAMAZT, AAREKERAMRE, MMZEIFi
o HEMHEFE[EM AEAD MEA R
o xchacha20-ietf-poly1305
o chacha20-ietf-poly1305
o aes-256-gcm
o aes-192-gcm
o aes-128-gcm

THMBEAEFEEMNBE R, TEFER:

bf-cfb
chacha20
salsa20
rc4-md5

THMEAEZCAFEET, FTRESWEIFNE:

aes-128-ctr
aes-192-ctr
aes-256-ctr
aes-128-cfb
aes-192-cfb
aes-256-cfb
camellia-128-cfb
camellia-192-cfb
camellia-256-cfb
chacha20-ietf

¥ {+4. 2 AEAD & 5%

FESTERNTEERR, AU ENHERNRDANT R, HEZRNLL

AEAD #i:2 Authenticated Encryption with Associated Data, {8 A XBEIB T HARIEME, B—MEIN E&REME. TEEMAIEERM
Fhk

201809 Tii%ix WNDR4300 itk EH B4 X BaTmZ#EM AEAD M3 2 —: xchacha20-ietf-poly1305

A4 H % 2 xchacha20-ietf-poly1305 hn%E

& HE#E{H FH xchacha20-ietf-poly1305 %

xchacha20-ietf-poly1305 MNE &&# libsodium B A H#E

which one should | use? XChaCha20-Poly1305-IETF is the safest choice.
i AN A 2
XChaCha20-Poly1305-IETF @ xR £ K% £

/& #: FF FEXChaCha20-Poly1305-IETF hN% &k

o fR%5um, Ubuntu 17.10 SREHhRARE shadowsocks-libevig, BaIX#
Bl S B ARUbuntu B ET B R FTAR, B FAIVGITIE 2R 2 18.04.1

B & T shadowsocks-libev Bk A :

ss-server --help
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https://shadowsocks.org/en/spec/AEAD-Ciphers.html
https://shadowsocks.org/en/spec/Stream-Ciphers.html
https://download.libsodium.org/doc/secret-key_cryptography/aead#tldr-which-one-should-i-use

shadowsocks-libev 3.1.3

-m <encrypt_method>
aes-128-gcm,
aes-128-cfb,
aes-128-ctr,

Encrypt method: rc4-md5,
aes-192-gecm, aes-256-gcm,

aes-192-cfb, aes-256-cfb,

aes-192-ctr, aes-256-ctr,
camellia-128-cfb, camellia-192-cfb,
camellia-256-cfb, bf-cfb,

chacha2@-ietf-poly1305,

xchacha2@-ietf-poly1305,

salsa20, chacha20 and chacha2e-ietf.

The default cipher is rc4-md5.

o HREERE S X xchacha20-ietf-poly1305

% M 33 & X Hxchacha20-ietf-poly13050%;, HEW B =154

- shadowsocks-libev 3.0+ (2017 & 2 A 1 H)
- libsodium 1.8.12+

S2fr k., 4iFshadowsocks-libev for OpenWrti & &I 4 AR it 2,

Z5£2018094 P [E #F A9 wndrd300 BREASS T E

root@eastking:/etc# ss-redir -h

shadowsocks-1libev 3.2.8

-m <encrypt_method> Encrypt method: rc4-mds,
aes-128-gcm, aes-192-gcm,
aes-128-cfb, aes-192-cfb, aes-256-cfb,
aes-128-ctr, aes-192-ctr, aes-256-ctr,
camellia-128-cfb, camellia-192-cfb,
camellia-256-cfb, bf-cfb,
chacha2@-ietf-poly13@5,
xchacha2@-ietf-poly13e5,

salsa20, chacha20 and chacha2e-ietf.
The default cipher is rc4-mds.

aes-256-gcm,

REshadowsocks-libev BIRR A B 4RI LT

83| wndra3eo PEREFFIRIE, ATLUERchacha20-ietf-poly1305, M i%tk xchacha20-ietf-poly1305 ¥ —L iR

Windows PC & /i

shadowsocks-windows B 4.0.9 fR4& (2018 & 3 A 14 B)# 3 xchacha20-ietf-poly1305 N &%

Android & i

shadowsocks-android B 4.1.4 fRA (2017 & 4 B 12 B) #23%#F xchacha20-ietf-poly1305 IN% &%

LEESARE

MRALERAE, #akibEBR AL : https:/fangiang.software-download.name

https://shadowsocks.org/en/spec/AEAD-Ciphers.html
https://shadowsocks.org/en/spec/Stream-Ciphers.html

https://github.com/shadowsocks/shadowsocks-org/issues/3

https://download.libsodium.org/doc/secret-key_cryptography/aead#tldr-which-one-should-i-use
https://zzz.buzz/zh/gfw/2018/03/18/shadowsocks-xchacha20-ietf-poly1305-compatibility-notes/

https://zhuanlan.zhihu.com/p/28566058

Shodowsocks# 4 E I % & & #I X 7

& ShodowsocksERib FRIME 7555, W—HMEERR&IT:
¥ 4 2 AEAD ME A%

O ##E# A xchacha20-ietf-poly1305 10%%
EFEFFEXChaCha20-Poly1305-IETF MN&HE %
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https://github.com/shadowsocks/shadowsocks-windows
https://github.com/shadowsocks/shadowsocks-android
https://shadowsocks.org/en/spec/AEAD-Ciphers.html
https://shadowsocks.org/en/spec/Stream-Ciphers.html
https://github.com/shadowsocks/shadowsocks-org/issues/3
https://download.libsodium.org/doc/secret-key_cryptography/aead#tldr-which-one-should-i-use
https://zzz.buzz/zh/gfw/2018/03/18/shadowsocks-xchacha20-ietf-poly1305-compatibility-notes/
https://zhuanlan.zhihu.com/p/28566058
https://fanqiang.software-download.name
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Zi#2 DO VPS shadowsocks-libev &1} i% & £ 72

4 Digital Ocean Bl & :

o WREBERAMVPSIREE RS ERE

o £SSDEEHL, RERIR, ERE10MH

o i VPS BEH¥ IP thil

o TRFAMRIE, $5/A %, 1FJv shadowsocks BT

o HFHEFEConsole Accessa] LIEIEE TR Alinuxdi 5, AILAFKESSH

o UTRLUNITE, A TAILUNE, FRZKk—n4k

o BEAGWARKAREFTERALE RIBEERXYMES

o EHIPAH{E, £ snapshot, M snapshot ## Droplet, FAEEBEIFHHIPT

AIF VPS IPH R, BlhkBRKI, HJIE#IP, Digital Ocean B IP SRR LA HMIBIE, REEINE N HEH —T Server IP FATLLT
Al s i BiEMDO
a6/ ER5Y A RS R 11 AR %5 28 Droplet

EMDOFHEXRMMARE, BXEEHREER, RiALAM create MTHRIRHFFIER proplets :
e Choose an image BXi\#t 2&ETHREY Ubuntu x64, #E4F! shadowsocke HIThEEEE 4 #TARAY Ubuntu FRES #%:

https://github.com/softwaredownload/openwrt-fangiang

Create Droplets

Choose an image

Distributions Container distributions O
-
o3
Ubuntu
18.04 x64 v
346 3 35 BT AR 1Y) Ubuntu) (BRA))
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https://m.do.co/c/89497bd485e0
https://m.do.co/c/89497bd485e0

e Choose a size REHREERHHMKT :

Choose a size

Standard Droplets

Balanced virtual machines with a healthy amount of memory
tuned to host and scale applications like blogs, web applications,

testing / staging environments, in-memory caching and database:

MEMORY vCPUs SSD DISK TRANSFER PRICE

$5/mo
1GB 1vCPU 25GB  1TB .
2 GB 1vCPU 50GB 2 TB $10/mo

e Choose a datacenter region

HARGDIERE, 8T ATIE, —ARiE#$E San Francisco 3 New York, #E MER A BRping ipilli, San Francisco Lt New York 1#£)60ms

Choose a datacenter region

||
- - —
New York San Francisco Amsterdam
1 3 2 3
I=[ —

Toronto Bangalore

1 1
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e Select additional options, %)i%IPv6:

Select additional optig

Enables public IPvE& networking.

Private Networking Backups ~ | IPvB User Data

e Choose a hostname, R 2Bfit, tbingakubuntu-shadowsocks

o Create GIEEWARS 25

f: it A Digital Ocean VPS%& I R

20/, VPSEIESERFEENMEAT oroplets (VPS)FIRIE, RifiVPSHFHAVPSEERRME:
Droplets
NE_\ ﬁ_[t IE )\VPS% H 5'?. E https://github.com/softwaredownload/openwrt-fangiang
Img MName ;,/ IP Address Created =
/
g I — oo e

4017 E EDO VPS RootZ i

FNREL B ElrootZE T, WRKEI—T &
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ﬁTTTElzlE'*J Access ﬁ)ﬁﬂitﬂlﬁﬁ Reset Root Password ﬁﬁ@ﬁg

ipv4: 45.55.85.128

Graphs

Access

Power \
Volumes new

Resize
Networking
Backups
Snapshots
Kernel
History
Destroy
Tags

~—* 512 MB Memory / 20 GB Disk / NYC3 - Ubuntu shadowsock

ipv6: Enable now Private IP: Enable now

https://github.com/softwaredownload/openwrt-fanqiang

Console access

This will open up a console VNC connectio
keyboard directly to your virtual server.

Launch Console

Reset root password

This will shut down your Droplet an -

Do you wish to proceed?

Reset Root Password

EEFNTHE, FHNENSREIIRMIE TEEMIAAXIRLDERFEREBIIMI Console #H| 5 EE VPS

© # ADO VPSH & 1T

{41 5L Console Access

DOB MR NRARITIAE, BT LIAT LIE#E7E & 54 Console Access iEfTLINUXE S EHEVPS, 4 TF— M EL R AIssh

;ﬁﬁﬁﬁiﬁiﬁﬂ’i Console E“%“EEI&A, yﬂ?@:
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bring APl Support ‘Ii!)
bcks-u1704 \ a

bw  Floating IP: Enable now Console: OO

$TIF Console IR —FERITERTEILM Access RIEMF Launch console FATIA:

--t::EEE3j"7'--I-I-‘-.II-!I-‘---.--‘--II _——— - -_— — ‘,-I-.II'--I----
® 512 MB Memory / 20 GB Disk / NYC3 - Ubuntu shadowsod

ipvd: 45.55.85128 ipv6: Enable now Private IP: Enable now

Graphs

Console access

Access

This will open up a console VNG connecti

Power

keyboard directly to your virty@l server.

Volumes new:

Resize
Launch Console

Networking

[ 1
MRFT —RILGHITRECRFHE, HEFSRIFTTABERTH
RETFHGFITEOLRGHAER

i H 1T W E FTHIRootZ 1Y
FFEDO Console Accessfa, ffi Aroot¥ A%, RigEHUBEZRD

Ubuntu 18.04 ubuntu-shadowsocks ttyl

ubuntu-shadowsocks login: root

Passwd: fii Aroot %

You are required to change your password immediately (root enforced)
Changing password for root.

(Current) UNIX password: #iAroot®id

Enter new UNIX password: il AZitIroot®is

Retype UNIX password: FRifAFAIroot# i

ENEHRTEREEH—TRS:

root@ubuntu-shadowsocks:~# apt-get update
root@ubuntu-shadowsocks:~# apt-get dist-upgrade
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Wﬁﬁ‘%lﬂ{ﬁ%’l‘%i%ﬁ—?grub, E&@iﬁxﬁ?o (?‘Zlﬁ*%ﬂ"]i?—:ﬁé&ﬁ” install the package maintainer's version )

A M5 — B REE DO VPSHIP (R E EMHERRE )

o B _EEHFE I Droplet ubuntu-shadowsocks, # & #Fshadowsocks-libevik %5 i, HdserverE e.0.0.0 Fillik@id

o Poweroff VPS, thgi 2VPS*kH, XX/ 4£ VPSR AR, FNIP, 22 % 3RS %A G A

o fi|ESnapshot, @4 Hyshadowsocks, FLEFIRATEERE FAME R, LLIn{REEZ7ESan Franciscotl|3Z Y, AT UL £ EINew YorkX
o JllERVPS:Destroy Droplet ubuntu-shadowsocks, ZAEFMAF~EFEM AT . FEMKG, BREBXHEE, —PATERELTHRHMITT
o TREMEFA, #Create Dropletf)Z5—#, Choose an image, i%#:Snapshots, shadowsocks, Hth#l L E#HE—+H. LTE:

9 Droplets Images Netw(

Create Droplets

Choose an image

Snapshots

@ Ubuntu shadowsocks-u1704

o Msnapshotfi|#Droplet5Se A%, 7 E %R T VPSHIIPHLE, shadowsocksE /™ S HE R iX MNPtk RR1T T, ARG IR AR SRS E

Bt = BB X7 IR H 28 B tROpenWrt shadowsocks-libevi& B 25 A9

server IP

o HMHBUBHHETR, XftsshBXMAABILT
o f|EconfigER &3, Ubuntu T2 ~/.ssh/config , MM TRE:

Host router
HostName 192.168.1.1
User root
Port 22
IdentityFile /path/to/your/rsa
Windows TR % git for Windows, 1%#%4# FAOpenSSH, % c:\Program Files\Git\etc\ssh\ssh_config
%rﬁ‘lﬁj Ubuntu 'F—’r#ﬁluﬁﬁ ssh router ﬁj&ﬁ%ﬁi%ﬁ, ﬁ&*ﬁﬁ%iﬁfﬁk%ﬁ%ﬁiﬁ%ﬂa%ﬁ?

e resetip.sh:

#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2016-01-20
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https://git-scm.com/download/win

ssh router <<'ENDSSH'

sed -ri "s/([0-9]{1,3}\.){3}[0-9]{1,3} -j/1.0.9.8 -j/" /usr/bin/ss-firewall-asia
sed -ri "s/([0-9]{1,3}\.){3}[0-9]{1,3}/1.0.9.8/" /etc/shadowsocks-libev/config.json

/etc/init.d/shadowsocks restart

ENDSSH

Bresetip.sh®#) 1.0.9.8 BAishadowsockshR 5 imkIserver IP, #AE3S1T resetip.shFAA[LL T

Windows TR git for Windows f&, R%REEIRITI resetip.sh FTFEB %, B, ¥ Git Bash Here, A5 ./resetip.sh Fha] LI AT
bash BIAT

BEIK—TAAX, £E, FMNFEHEEMIP, so easy, 5PUFRITT

S M= IiKA, DO Console #Z&|& MBI %1% shadowsocks-
libev server

2016-01-19 B, shadowsocks.org M TTEITH, X245 apt-get install AT K Eshadowsocks-libevili ERE, it AR LLE S MRS
PR, R, T B R o] LU B R T RIAR A

Console Access RER T EMMM TH, BT EE TFTHGTIN R, DERAALIRRY, HAF—THSHEEEHA y REME
LiEESE

root@ubuntu-shadowsocks:~# apt-get install build-essential autoconf libtool libssl-dev gawk debhelper dh-systemd init-system-helpers pkg-config git
root@ubuntu-shadowsocks:~# git clone https://github.com/shadowsocks/shadowsocks-libev.git

root@ubuntu-shadowsocks:~# cd shadowsocks-1libev

root@ubuntu-shadowsocks:~# dpkg-buildpackage -us -uc -i

root@ubuntu-shadowsocks:~# cd ..

root@ubuntu-shadowsocks:~# sudo dpkg -i shadowsocks-libev*.deb

root@ubuntu-shadowsocks:~# 1s /usr/bin/ss-*

root@ubuntu-shadowsocks:~# ss-local ss-manager ss-redir ss-server ss-tunnel

lem

W& shadowsocks-libev server, W, #1141 {4 Shadowsocks-libevii % i 14 &

ZEt, RIMBELFETDO VPS, FEHEM IR EMETETTR T shadowsocks-libev, TEZ{E K E F & JEshadowsocks-libev

root@ubuntu-shadowsocks:~# vi /etc/shadowsocks-libev/config.json
root@ubuntu-shadowsocks:~# service shadowsocks-libev restart

PEAHB B SRR TE B0 - Shadowsocks-libev iR 55 i 4 &
BEENE i, NREFHIR Rl LUTERRE T . FrE Ll EidF82016-01-195%0l& 1T

— R ER T AN %M G R % T4 B shadowsocks-libeva :

sudo apt update
sudo apt install shadowsocks-libev

MEERELURE, LEIR B Ubuntu i, shadowsocks th XS EIEH (AR B HR). a1 RIRZ2 MRS 1R ER shadowsocks, HiEFAE N
BREEECTXFAMRLRFEHF—R? EFHA

X B MRS 4% shadowsocks-libev R ZiER DO Console ##I & IR KZ AL, B—ARS% 2 IP K, SiFEHEMREZXF L SSH, HATATLA
DO Console & VPS, Console Bt 27 £ hRA9 SSH

VPSIMEEEREMMIFRE, BRRSIEEN, BAKER, &MEIE, /NI VPS Rt ETEER DO XFRLAFSEH VPS R LLH
LEESAEE

e https://github.com/shadowsocks/shadowsocks-libev
e https://fangiang.software-download.name/

MRALER A, #akifEBR AL : https:/fangiang.software-download.name 2018-12-07
FH#E A DO VPS shadowsocks-libev Bl & #F2

o D Digital Ocean HIflL & :

o {11 GIERENSL FRAYEE 111 AR %5 28 Droplet
o & i A Digital Ocean VPSEERE
. AT EEDO VPS Root# 1%
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https://fanqiang.software-download.name/
https://fanqiang.software-download.name

© # ADO VPS& & 174245 Console Access

MRITREFHIRoOtE Y

A WF—  EFHRRE DO VPSHIP (& EF EAZRAE )

Bt = BRE R B 5B B 38 B St OpenWrt shadowsocks-libevik B 35 #server P
O M= I#RA, FADO Console ###4& MiE %% % shadowsocks-libev server
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Android & 2 F#l%& % shadowsocks ZHFE . Fl= L M#HiE

REHFEALUAT /K, £, Z2. VIVO, OPPOZE % 5 FH R % shadowsocks Eiiik

@& T4 shadowsocks-Android % = iy B i 44

MEFNELELTEAMBMIEREAE, IamILUXHEE:

o FTFFMINIES, HBEAAHIA https://www.google.com
[ ﬁ% android shadowsocks

5:36 PM atll Ll ";"‘: C® 41%

& shadowsocks android - Google Searct O

https://fanqiang.software-download.name

Google

shadowsocks android X n

ALL VIDEOS NEWS IMAGES MAPS

Releases - shadowsocks/shadowsocks-
android - GitHub
GitHub » shadowsocks > releases

A shadowsocks client for Android. Contribute to
shadowsocks/shadowsocks- android
development by creating an ...

Shadowsocks
Google Play: 4.6 (55,850)
o MEK, F—ITHRGERJTHAERZET
MBFHRFE LML, Mo AILIERMIFRDE ik github T4, Ml FEfEE:

https://github.com/shadowsocks/shadowsocks-android/releases

o it A T Android shadowsocks T # 7 E, 41T FiXAF:
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https://www.google.com
https://github.com/shadowsocks/shadowsocks-android/releases

5:36 PM all Ll = C® 41%

) Releases - shadowsocks/shadowso @

O shadowsocks / shadowsocks-...

Code Issues 9 Pullrequests 2  Projects 0

Releases Tags

v4.6.1

O v4.6.1 0 8aabe73

Pre-release

@ madeye releasyZ this on Jul 4 - 153 commits to
master since € release

> Assets 6

Add Android P support.

o mili Assets BIF R X455k, A :
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5:36 PM all il = (W 41%

Code |Issues 9 Pullrequests 2 Projects 0

V4.6.1

O v4.6.1 o

ﬂmadeyer 5 . );lit:l; Assets

master since this« ~se

v Assets 6
7 shadowsocks--universal-4.6.1.apk 9.09 MB
7 shadowsocks-arm64-v8a-4.6.1.apk 5.26 MB

P shadowsocks-armeabi-v7a-4.6.1.apk  5.16 MB

7 shadowsocks-x86-4.6.1.apk 5.3 MB
¢ : _
2. HEFFapk T #K

,.‘J-EEE shadowsocks-armé4. . . E‘i%’ shadowsocks--universal... -}’Fﬁé."F?Jio $$ﬂ§%%£ﬁ4ﬂ4‘-ﬂ’~]ﬁ;ﬁﬂuﬁﬁ$m%HﬂE‘J%#f%%ﬂ%

Android 2 FHl1% & shadowsocks FH% Eo & T4

o 23} shadowsocksfa, s L AMMSOIEREHTMTZ EMEBEXXH, TE
[T -l“ -III ':5\ Cj .

o Android shadowsocks i S #ILE
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L) ‘lll -IlII -

Profile config [ ]

Profile Name Eaﬁg %»"L(

fangiang.software-download.name

Server Settings
Server il

J
Toos RFTIIP

Remote Port v — 3

Password 2R
2N

:’E{ b
Encrypt Method I 75 5\
CHACHAZ20-IETF-POLY1305

&

https://fangiang.software-download.name

Feature Settings

Route E% HEI

Bypass LAN & mainland China

o Profile Name BZiE & 75, R2BIiL, XBET fangiang.sofware-download.name
o Server fR%2RIPHtE, 1.0.0.5 HAIMECH

o Remote Port iZ#2i#fiH, 1008 B LFrIFO

o Password ZH4

o Encrypt Method INZE/5 %, ##F cHAcHA2e-IETF-POLY1365
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o Route #&H, —fi#i% Bypass LAN and mainland China %¢id 51 & t & K i s ik
o RMELAMNBREFIERE, MEUEERFELRATXE, MTE

5:28 PM s sl aill  CB 4

X  Profile config

Profile Name

&, Android & & F#| shadowsocks % & i% Jii

o RITEELAM=HEAIT, ALK ERE, MTHE:

Profiles

fangiang.software- s
download.name g

o i£f% Settngs WE LW, I TFA:

shadowsocks

Profiles

E Custom rules

B B 18 T
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e Service mode fR%54&=K, & VPN, tnTE:
sew -I|I .IIII ﬁ?‘ @ ‘4—2%’3

Settings

protected

TCP Fast Open

o Toggling requires ROOT .
permission

)) Night mode

Follow system

Advanced

Service mode Hﬁ % ;Fjg.; —t
g

SOCKSS proxy port

3210 Socks5 AR ¥ H
— Local DNS port
™8 5450 ZHh DNS #E O

o N8 shadowsocks R %51 IF/E T TCP fast open, B LLBZIFFIE TCP Fast Open, IR EAFET, BN EESHIRA

o BRmLELAZIEIT, AF R Profiles REX 4 HEIREXHFE MTH:
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7:13 PM alll il = C® 39%

https://fanqiang.software-download.name

shadowsochks

Profiles

He & A
Custom rules E I‘TE’ )Z %JI_LE }”JJ
o Settings i/ = e Iﬁ

Android shadowsocks & £ FHE#£ 7 % £ MMk

[ }ﬁﬁ?ﬁaﬁiﬁ’-%ﬁ]‘ fangiang.software-download.name H@EF‘EEEK”', «@EF’EZEJ&E?%@.E"J%%

IRATRER ), HR— M EEXH, AL EEEPEEXHTREER ? X2E ST AMARENE SRS ZEFNKS I REXHS TR
ELRFGBHEFRTEFHRE NRZREEFURTRFLD, REU

NREMBFR-—NTFENREXH, REENMAUT

o ATABNTHABEN, hHETERF RERTEEFERN, RtHE, BIRRTHEE, KK shadowsocks EATEE RS i

7



L 0
[IT] dlll dlII ? (j AZL:{'_I

Profiles 0
fangiang.software- <y
download.name
1.0.9.8:1098 2.70 MB1 113 MB1

SR Vi e T =
72 ) 6% 2% = AR A ER £

https://fangiang.software-download.name

EE@ & bTi%m‘ﬁiilin@I%
i }‘ﬁbﬁﬁ

T

TR, 444 & k75K~ shadowsocks EAEILET
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https://fanqiang.software-download.name

ZstRA~CEIT)E

T Sy

o WIZEFHEEARAR
MRFHELLERT KA KXMWIFI £, ARELM
I EER, S
https://m.youtube.com

MTE, BFEHNRERE LME youtube, EEHEFH
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https://m.youtube.com

7'45 PM all 4G .ll|| @ 36%

& YouTube Q

Save the Jeep v
HDBroadcaster .com 44,654,671 views

iy 35k @I 21K = & .

https://fangiang.software-download.name
Up next Autoplay @i

Save the Girls

HDBroadcaster .com
319K views

INERITATFF youtube, AEFAE T KB R B IEH
REIREE—T, B2 EM45RN, B shadowsocks-Android 7 T £ B 2 KR L BILE, BN FEH LSS MEMET T
X TR

e https://github.com/shadowsocks/shadowsocks-android/releases
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/ebook/06.01.md
e https://fangiang.software-download.name/

WAL, %545 EBA AL : https://fangiang.software-download.name 2018-12-07
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https://fanqiang.software-download.name/
https://fanqiang.software-download.name

Android &2 FH &% shadowsocks #£#8EH. Fl% LM%

& T % shadowsocks-Android % £ i B 4 44
Android £ £ FHL & shadowsocks BRISERE X
&, Android % £ F# shadowsocks & i Tl

Android shadowsocks & 5 F #2185 £ /L
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OpenWrt + Git Bash for Windows &) #: RN : £ BEINE S
ahEnb
A (G|
ARIE Jopenwrt-fangiang/bin FEZA3X#, ARIMTREEER, 202
o FREEA ZBE I MIP: ss-firewall-asia
o 2EHEEER, ATEREME ss-firewall-global
o ERLLI Z2BEhEIP: ss-firewall-china
LB ?

o HLNAW, MRFZLBELE, FTRETFIF
o MEFNZBHBEIP, RPERIPIIREK, XALBBALRENKRK, FILLEIAFIN 21 TMP

INEMMEARZEEMRA XA, HEIEEN & HRRERE

o B F YRR =
ZFIJFEE /openwrt/default/etc/init.d/shadowsocks )‘(#Eﬁﬁﬂ?ﬁﬁ%

/usr/bin/ss-firewall-asia
#/usr/bin/ss-firewall-global
#/usr/bin/ss-firewall-china

P A ARG RITERRER, BRXmTRD, BAIFETHIFE (UHFR), EFENTER (BEFRLH)
NRER—RMEER, R THREERK R R

EERAMZRE, T ESEN 2R ERIMP, AR, ZENRATREITRF, INFENHRIEHIEEESX, MREREGFTEX
BRERRFEUH, MARNNT

FRAEMGELHAE FRAE Windows T ?

B OpenWrt IXH 2§ & ssh RFILE L RIE

W EHERS, ATLUA openurt Rl BREIET HIFMRE, X BT

@ i Git for Windows

REFWE Git for WindowsSg, EAIREAE T —K4L Linux T# bash 315, #MEITRRG IR I, R TRRHEF
o T#tthilt: https://git-scm.com/download/win
e Select Components
LA BRI, BN UL (BRI B & ik )
o Windows Explorer integration
# Windows FHRERBESR, RETHE, EXHLAT, FAAILL cit Bash here FTFF HHTE X THI bash, +57351E
o Associate .sh files to be run with Bash
.sh 304 Bash $44T, FlLinux T—#Ff, Mili .sh XHFTLLEITT
e Choosing the default editor used by Git
EFEBRING AR, BOARVIm, BUET o)
e Adjusting your PATH environment
HE PATH HEAZE, BRIARIEHREE—T use Git from Git Bash onley , MR R ZM Git BashfEFAGIt, A% ik FXIFRATLLT
JEH Use Git from the Windows Command Prompt FFALRAILAILREEFEFIE gitexe MBRIMA RS Path LS, FREMKELALMEGS
THAGtT
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https://github.com/softwaredownload/openwrt-fanqiang
https://github.com/softwaredownload/openwrt-fanqiang/tree/master/bin
https://git-scm.com/download/win

e Choosing the SSH executable
ZRIAR use openssh , 1REF, EATEFEM Linux T ssh BIEIIH—3
RAARERE 2BRERN MREFEERWBS, TUEHBRE—RX

3 B2 & ssh config, LU B & X KBS

64T R G0, REGAIgt, BINREBFR:
C:\Program Files\Git

ssh % 45iconfig X2 :

C:\Program Files\Git\etc\ssh\ssh_config

FTEVUIBBENHEEEXNXEHE, LAaEXGtEHEES. THIEEE VNEREARER
& Windows %, #iiA git bash B4, Bl AKZ $SHOME B%

LUTFR4ER Linux T—FHY

# FIHSATE S, hEh2 C:\Users\your_name FHRINZE
$ 1s

$ mkdir .ssh
$ cd .ssh
$ 1s

$ touch config
$ vi config

MATEAS:

Host router
HostName 192.168.1.1
User root
Port 22
IdentityFile /path/to/rsa

WNREEIEM, ST T Ean S A LB 2) &% BB R (router) T

# BIERBHE

$ ssh router
MERH BT EEXHMRFESM, B aTLLOIER X, X $SHOME/ .sshiconfig R 2 Mk, b E TR, MIRREEHE S
FEA S BRSP4

e % Windws + X
e Command Prompt(Admin) {4l & (B i)

PATI TS

C:\WINDOWS\system32> cd %homepath%

C:\Users\name> cd .ssh

C:\Users\name\.ssh> del config

C:\Users\name\.ssh> mklink config C:\cloud_app\ssh\config

B EH 28 — R U e PO FR B RS AR =

BREFREMNERBERRSE AVELEMT —+
BIEE—1 test.sh, NEIMNT:

#!/bin/sh

ssh router <<'ENDSSH'

# Arbitrary commands here execute on router
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ENDSSH

BIEHAERE Git for Windows B %, BE2&i%H sh X4 B Bash 4T, X M7 test.sh, e BB FBRHBRHHITRHGS
ke, FAT0IEE ss-global.sh, M ifi, FLEEBR ZhYNH: BB AR £ BN E

ss-global.sh:

#!/bin/sh
ssh router <<'ENDSSH'

sed -i -e "s@ \(\s*\)\(/.\+ss-firewall\)@\1#\2@g' -e 's@"\(\s*\)#\(/.\+ss-firewall-global$\)@\1\2@' /etc/init.d/shadowsocks

/etc/init.d/shadowsocks restart

ENDSSH

2018-10 #2, AJiE openwrt-fangiang/bin THT18 JL A 34 FA Sk U144 B R 2R RO B AR =

o ss-asia BT ZBE I MIP
o ss-global Y]#:E|£ HEARER
o ss-china Bk 2R hEIP

HENME sh FAFRESE, AT L— BT

dI] git bash {RE L) EFhEREE X

MBEENANXHF2RELSE, REESABEERTREITHS, XMERTHREEMEERN I AR

INEERS, BAITLUEX IO B A F git bash B $PATH S BB o, KE7E bash PRAXHRBHTLBEINTHET
$% Windos ##, #iA git bash [EZ fH bash

{RIZARIBAIIE https://github.com/softwaredownload/openwrt-fangiang clone 2|7 C #4R B %, 7£ Git Bash BTN Fan 4

$ vi ~/.bashrc

# add line to it
PATH = "$PATH:/c/openwrt-fangiang/bin"

ML ZTE bash M HACE PATH FENLAFTE B %, WiEIFfE XM Git Bash B LUEERER
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https://github.com/softwaredownload/openwrt-fanqiang

| £33 Filters

Best match

Git Bash
Desktop app

&
N

Recent \ %

N
) X
build.sh - in s

b

x 9
doaaildd b L\

o 2. T2 tH BLLE T 8
T LA E 4

fangiang.software-download.name

1. ¥ZwWingd, FA S

£, Windows 10 FiRZEIfH Git Bash for Windows
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MINGW64:/c/Users/ https://fangiang.software-download.name —

Fag A a2, ol 4=

ss-asia ZBgIIp
ss-china ZegE1p
ss-global 2> J5 B 1k
ss-restart B J§ shadowsocks
{=1kss, Hi&
J& Zl)shadowsocks

LK, 7 Git Bash S FIRRFAEMARS, EENIT, —ARHY Linux BIA, AT LUXFHEEWindows FHUAT

@ Ui E s A

o FESW, EMITRFIITHRIZ

o #RWindowst, fir A X1, EIZ, it Git Bash
o HiiA ss-global [EIZEFFEAL BHERLS

o MYEHMLEER, HH Git Bash

o ﬁﬁl ss-asia @3—: %ﬁl’%@m’éﬂzwlP

LEESAOEE

e https://github.com/softwaredownload/openwrt-fangiang/tree/master/bin

e https://git-scm.com/download/win

e https://stackoverflow.com/questions/10681101/git-bash-doesnt-see-my-path
o https://fangiang.software-download.name/

WRALER A, %4sEBRR AL : https:/fangiang.software-download.name 2018-12-07
OpenWrt + Git Bash for Windows 85 U1 ER 5518 : & HE0H s 5 050

o & EFFUIHENRER

OpenWrt BREIER X B ssh el & RE
o (® T Git for Windows

o (3 BLE ssh config, ¥l B 1 &I HES

o @ REB—IHUREFHERILER

o 0] git bash HRIE L) PAFRER ML 3

o @ UnEILEX N AR
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https://github.com/softwaredownload/openwrt-fanqiang/tree/master/bin
https://git-scm.com/download/win
https://stackoverflow.com/questions/10681101/git-bash-doesnt-see-my-path
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

OpenWrti% F 25 4 12 B8 1t [E] - 2038

SEERTE RIS, BN EATR 2N, Al thRBhappy, EIX—EF g, ENEEH ESOpenWrtElY, Rl LEHME G, FAEMEESShEN
FEFNEFN

i fi] 5. 49 B FH 25 M OpenWrtEfi ki 75 -
e https://github.com/softwaredownload/openwrt-fangiang
TELL b 5:OpenWrrtig R ZR &4 . 12 £ MR 8078:

e https://fangiang.software-download.name
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/SUMMARY.md

WRALRR A, &4 EBR AL : https:/fangiang.software-download.name 2018-10-22
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https://fanqiang.software-download.name
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/SUMMARY.md
https://fanqiang.software-download.name

» . = =B
“mi¥shadowsocks-libev for OpenWrt ipkZ % &
T ROpenWrthr A& T 4 ¥ #Ishadowsocks-libev ipk— % 2 A #E8 FARY . LEANIIL7E 2% B3 38 FA A9 2 18.06.1AR I OpenWrt, N {#E FAOpenWrt Chaos
Calmer 15.05 T4 % #shadowsocks-libev, AIREZR & FRATFEEE )
INRARIG B 2 i, ATLUEI T mEihi TE:
https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/

T FAEE ArootH /" EigE

fx FOpenWrt SDK %ii% ipk(2018-09-227 %)

SDKE2—ANAIERELL, Tildi ¥EAIOpenWrt toolchain(TE ), AT MFE B X AR EHE, TEMLFFHRREENRS
{FEFHSDKMIRERZ :

o JYRFERRAG I EE LM, BN R ERMMEERE N
o RIFFELERHEMBITRA
o HRABE VENEFRTRAMEETRRIFNER

H2016E R LUBTEIXE S, HA1RAMER SDK, B EH%¥F—B toolchain EFEHEKIN 6], B FA g% SDK BT LLAK 4 4% ipk B
N [

KEXSDK:
A AT H B 47 HISDK, tha] LUE A “make menuconfig”di 45 B 474 1

N %1% ipk P& OpenWrt M A0 E 489 OpenWrt RATR R, B2 AIRESARBEN G, N THERSE, BINER—E TR
imagebuilder 1 SDK

SXRE2018%9H22H, OpenWrt 5&AT ar71xx/nand HFHiT2E R 18.06.1 F£iX T E T 8 GE S FWNDR4300EK B 23) :
http://downloads.openwrt.org/releases/18.06.1/targets/ar7 1xx/nand/
SEE, AR E Ubuntu 64bit L R3E%#1% shadowsocks-openwrt-libev B3 58, RRIAIK B T B R AIAERR
FREH:
& OpenWrt Buildroot T AR &R H 4 UFESDK LA - &
AR ERLEINE FEREccache®
Ubuntu %i1¥shadowsocks-libev for OpenWrt % 1%:

o %% ccache

sudo apt install ccache

o T# OpenWrt-SDK

cd ~/Downloads
wget http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/nand/openwrt-sdk-18.06.1-ar71xx-nand_gcc-7.3.0_musl.Linux-x86_64.tar.xz

tar -xf openwrt-sdk-18.06.1-ar71xx-nand_gcc-7.3.0_musl.Linux-x86_64.tar.xz
mv openwrt-sdk-18.06.1-ar71xx-nand_gcc-7.3.0_musl.Linux-x86_64 openwrt-sdk-nand

cd openwrt-sdk-nand

o N feeds
git clone https://github.com/shadowsocks/openwrt-feeds.git package/feeds
o 3KER shadowsocks-libev Makefile

git clone https://github.com/shadowsocks/openwrt-shadowsocks.git package/shadowsocks-libev

o EALIEFIE, BN ATREH MR

include/toplevel.mk:136: recipe for target 'menuconfig' failed
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http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/nand/
https://openwrt.org/docs/guide-developer/build-system/install-buildsystem
http://boriscoding.blogspot.com/2018/03/tinkering-openwrt-4-make-config.html

o EIFEYIXMIE Network -> shadowsocks-libev

make menuconfig

P Network ---> [EIZEFEAN, FAr#85h%| shadowsocks-libev-server #& n BUEILERE, exit 1BH
BHI =] -

Do you wish to save your new configuration?

Yes L@ 7%

o FFingiiF
make package/shadowsocks-libev/compile V=99

Lifash-auaE

$:~/Downloads/openwrt-sdk-nand/bin$ tree .

'7 packages
| L— mips_24kc
'7 base
| }— libmbedtls_2.12.8-2_mips_24kc.ipk
| L— shadowsocks-libev_3.2.8-1_mips_24kc.ipk

}7 libcares_1.14.0-1_mips_24kc.ipk
}7 libev_4.24-1_mips_24kc.ipk
}7 libpcre_8.42-1_mips_24kc.ipk
L— libsodium_1.0.16-1_mips_24kc.ipk
L targets
L— ar71xx
L— nand

|
|
|
| — packages
|
|
|
|

L packages
I— libatomic_7.3.0-1_mips_24kc.ipk
}— 1ibc_1.1.19-1_mips_24kc.ipk
I— libgcc_7.3.0-1_mips_24kc.ipk
I— libpthread_1.1.19-1_mips_24kc.ipk
}— 1ibrt_1.1.19-1_mips_24kc.ipk
L— libstdcpp_7.3.0-1_mips_24kc.ipk

packages\mips_24kc\F shadowsocks-libev2 ¥ X4, B&libpcre LA9tBIIO AN STk 2 6 FURH, 4 PeERLS B4R, $B4EX ipk £ H13
imagebuilder/packages B FFAILLT

X FIR:
e https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/
e https://github.com/shadowsocks/openwrt-shadowsocks

e https://openwrt.org/docs/guide-developer/obtain.firmware.sdk
e https://openwrt.org/docs/guide-developer/build-system/install-buildsystem

THE 27 Ubuntu 64bit % ¥shadowsocks-libev for OpenWrt ipkZ 2 &1 15 3% :

P REAKE, T ERIIRIE R SR A o] 5L VEHE S 1 2

sudo apt-get install build-essential subversion libncurses5-dev zliblg-dev gawk gcc-multilib flex git-core gettext

T #OpenWrtj&R XY

cd ~/Downloads
git clone git://git.openwrt.org/openwrt.git

& T #ishadowsocks-libeviEHL
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cd ~/Downloads/openwrt

pushd package

git clone https://github.com/shadowsocks/shadowsocks-libev.git
popd

HE:

cd ~/Downloads/openwrt/package
git clone https://github.com/shadowsocks/shadowsocks-libev.git

%i 7 DIRS@SE42015- 12k FAIRILARA R Date:  Tue Dec 22 21:42:49 2015

H #Feeds

{fEpackageEmake menuconfigiF /] i, MAREEREH ik, FHIREESMBHBE S % Etarget, BN E Ntarget T FFM TEMEEH X
TEtargetiz T2K

cd ~/Downloads/openwrt

./scripts/feeds update -a

./scripts/feeds install -a

# run make menuconfig and set target;

# Choose your own Target System -> SubTarget -> Target Profile
make menuconfig

make defconfig

&S cHTERIWITEME

make prereq &% make tools/install && make toolchain/install

ERNEEK, AAUAEMXB—EERNT 28 FEESRETL—THA)

&) make menuconfigfz & i Tl

# BITHR
make menuconfig
B=AiED:

o y: G EEH
o m: HHIFHREC, ETTAE K
o n: HEBR

ﬁﬁl‘uﬁﬁ‘% make menuconfig lﬁkﬁalﬁﬁﬁ;ﬁ

e Target System:
o Atheros AR7xxx/AR9XXX (Default value, FRIRIEE 25, ATRELFEAE)

SEA: WNDR4300, DIRSO5A1, TLWR2543

e Subtarget:
o Generic device with NAND flash

S&A: WNDR4300

o Generic

5&A: DIR505A1
o Target Profile: (AN TR 2miIFE, XA UTIE)

o Network, i ¥shadowsocks-libev #1 shadowsocks-libev-polarssl, I#m % & Jy 4 M T ipk ik 4
e Save && Exit
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.config - OpenWrt Configuration

OpenWrt Configuration
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?>
for Help, </> for Search. Legend: [*] built-in [ ] excluded

| | Target System (Atheros ARTXxx/AR9xxx) =--->

subtarget (Generic) --->

Target Profile (Default Profile (all drivers)) ---»
Target Images --->

Global build settings --->

[ 1 Advanced configuration options (for developers) ---»
[ ] Build the Openkrt Image Builder
[ ] Build the OpenWrt SDK
[ ] Build the OpenWrt based Toolchain
[ ] Image configuration --->

Package features ---»

Base system --->

Administration --->

Boot Loaders ---=

Development --->

Emulators --->

Firmware --->

Kernel modules --->

https://github.com/softwaredownload/openwrt-fanqgiang ]

1|
Mail ---»
Multimedia ---»
Network ---»

N

<Exit> <Help> < Save> < Load >

make menuconfig

.config - OpenWrt Configuration

Network 7
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?>
for Help, </> for Search. Legend: [*] built-in [ ] excluded

BEP2NEL s s cn s s e s ve iR e se ey SOLLAL part TR]
e 1 o g S S G O s

>
>
> shadowsocks-libev............. Lightweight Secured Socks5 Pr
-]
>

shadowsocks-libev-polarssl... Lig ht Secured Socks5 Pro
1 T= 1 o Source Hardware Addres

< > SLUMM. e v et e erererernsenesasanasas A realtime network inte
% shadowsocks-libev-polarss|

ALMA A A

B 4ii¥shadowsocks-libev for OpenWrt

make V=99 package/shadowsocks-1libev/openwrt/compile

7 & Y0 P i #Ishadowsocks-libeviishadowsocks-libev-polarss|3 44

cd ~/Downloads/openwrt/bin/ar71xx/packages/base/
tree

}— 1ibc_1.1.11-1_ar71xx.ipk

F—— libgcc_5.2.0-1_ar71xx.ipk

F—— libopenssl_1.0.2e-1_ar71xx.ipk
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}— 1ibpolarssl_1.3.15-1_ar71xx.ipk

}— 1libpthread_1.1.11-1_ar71xx.ipk

I— shadowsocks-1ibev_2.4.3_ar71xx.ipk

I— shadowsocks-1libev-polarssl_2.4.3_ar71xx.ipk
L— 71ib_1.2.8-1_ar71xx.ipk

# INERFAES ¥ EH, #shadowsocks-1ibev & #|F|Inage BuilderB#T:

# for DIRS505A1:

cp shadowsocks* ~/Downloads/openwrt-imagebuilder-ar71xx-generic.Linux-x86_64/packages/base
# for WNDR4300

cp shadowsocks* ~/Downloads/openwrt-imagebuilder/packages/base

#ESUi‘r-scpE%lIEIIOpenWrtﬂ%HEl%E/tmp, %ﬁfu opkg install shadowsocks-libev_2.4.3_ar71ixx.ipk
HXFER:

o https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/
e https://openwrt.org/zh-cn/doc/howto/buildroot.exigence

o https://openwrt.org/zh-cn/doc/howto/build

e https://github.com/shadowsocks/shadowsocks-libev

MR, HEiEEBE A https:/fangiang.software-download.name 2018-10-22
it shadowsocks-libev for OpenWrt ipkZ& & &

o f& FIOpenWrt SDK %% ipk(2018-09-22F #)

o B RERPE, TRMIZIERSRARIEEE/ERN HE

. T #OpenWrtiR 15

o & Ti#ishadowsocks-libeviRiY

. E#fiFeeds

o & EMIFEMIMIEME

o © make menuconfighg & %15

o & Ywitshadowsocks-libev for OpenWrt

. & % i Hi Bshadowsocks-libev#lshadowsocks-libev-polarss| 3 4
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https://software-download.name/2014/shadowsocks-libev-polarssl-ar71xx-ipk-latest/
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T #F1XEOpenWrt & F 25 B Bk B & 304

B2 F TUEABNATAIIMEEX 424 L RNERE, R ER git clone AWIE, BRHE P ELLT

B THRPINEEXH

cd ~/Downloads
git clone https://github.com/softwaredownload/openwrt-fangiang

ZRAERE X 44 B 5 : openwrt-fangiang/openwrt/default

EXAFE BB ERMEE B %, LIBRBERE S B %4, i openwrt-fangiang/openwrt/wndr4300

B £ HIEE ST, Liwndrd3002% 25 /9451 :

o AHhEIFRE X B, 11 ~/Downloads/openwrt-wndr4300
o S HIBIARRE X #Z| ~/Downloads/openwrt-wndr4300
mkdir ~/Downloads/openwrt-wndr4300

# LinuxT 8 FIBVARRE X
cp -R ~/Downloads/openwrt-fanqiang/openwrt/default/* ~/Downloads/openwrt-wndr43e0/

# ZHWNDRA3OOERMERAIMSERE X I, F& XU MBS
cp -R ~/Downloads/openwrt-fangiang/openwrt/wndr43e@/* ~/Downloads/openwrt-wndr4300/

O BHREEXH, MiFEMEERILUAT. BN LEHFEXBHFEE
R, EEERNT XM

~/Downloads/openwrt-wndr4300/etc/shadowsocks-1ibev/config. json
~/Downloads/openwrt-wndr4300/usr/bin/ss-firewall-asia
~/Downloads/openwrt-wndr4300/etc/uci-defaults/defaults

o shadowsocks.json 1 serveris ek AR B AR 55 25 S brIP
o defaults Hwan-username 1 wan-password@ e

o ss-firewall 1 1.0.9.8:%25 R BAREIAR 55 35 L PrIP

o HFETE XEHH, ¥iEBFILES=~/Downloads/openwrt-wndr4300

& B NERE AR

E Hil B AT R R IR EH — & BR % 3855 1Tshadowsocksfi % tiss-server

e etc/dnsmasq.conf ¥ Ednsmasqft & XX 4 B 5%
o etc/shadow &R HERZENY, Ei}i*v)\z'ua-:fanqiang
o etc/uci-defaults/defaults BRil LB K XS

0 X F letcluci-defaults B 5%

uci-defaults B 3% T B - 72 B8 H1 87 55 — RIS I B/etc/init.d/boot i AT, N R7E XK E M0 Lexit O, MAHATFAE MIBRILSTH, T IAAT RO UM
B, FRWNE T REZNN REHITEIR
BENEXD B R TUE—Ndefaults X, XN XHFRE EMSH, MXF

To set some system defaults the first time the device boots, create a script in the folder

All scripts in that folder are automatically executed by /etc/init.d/boot and if they exited with code O deleted afterwards (scripts that did not exit
with code 0 are not deleted and will be re-executed during the next boot until they also successfully exit)

93



Bl O RAEH A (FTAFZ)

shadowsocks iR % i i Ffrim 0 : 1098

o XHIE: R4S #R/etc/shadowsocks-libev/config.json
o HNEDR, BHSEE /etc/shadowsocks-libev/config.jsont 483 ek
# B 28shadowsocks ss-redir %O : 7654

o MXH{IE: B2 etc/shadowsocks-libev/config.json
o HNEEDR, BEEIFF/usr/bin/ss-firewall-asiath 83 5k
% 88shadowsocks ss-tunnel {i I 0: 3210

o XHHE: B E 5/ etc/init.d/shadowsocks
o HNEEDR, BEASS /etc/dnsmasq.d/gfwlist.confth 483 Bk

WU ESROBWURR, BFTITRER, H8XEMA S

I O R IR AR -

ss-firewall 1 5T IBIE P EFRE 5 K B AR #hiR 07654

ss-redirli T i% 7654, %% O R EEME E B SRS 388

dnsmasqiB IEE N EE A Adns T 1 #4 Kk A 32108% 0

ss-tunnel i BT A i 03210, 38 1% 8% O fdns 2114 % B B 2 AR 55 28 18.8.4.4 7 i)

B 15 B RATHAT AL AR

chmod +x usr/bin

chmod +x usr/bin/*

chmod +x etc/uci-defaults

chmod +x etc/uci-defaults/defaults

LEESARE

https://openwrt.org/docs/guide-developer/uci-defaults
https://fangiang.software-download.name/

WRALER A, &8s EBR AL : https:/fangiang.software-download.name 2018-12-07

T HFIVEOpenWrtEk 2R 544 B & 34

3 THENEE X4

B SHIERE XM, Lwndra3008% B35 /il

O BREEXH, FiFEHEZEATUAT . SR EEGEE R RHFEER, TEBZUINTXHE:
& BT NEE SRR

@ %F letc/uci-defaults B 57

f B ATHATIUR
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{# Fllmage Builder% ¥ B 31 &1 5% OpenWrtE {4

Image BuilderX iltimage Generator, FIFAEEAIRILIAEHEHIES B C XL B HR/MEH

S % ¥ OpenWrt B TE X &5 E - 89FEFE T

o FEM“root’ A/ 4iiF

o HEAEGIERS B RHPINATHIFIE R T, 0:~/Downloads/openwrt

o TEYNPERRAIBRAZ AR REGS N Z24%

o MREZ ArootA " T FHMEE TIRM, ATAGSHEERE®EA sudo chown -R user:user ~/Downloads/openwrt

& THES BHCITLBKAES%HImage Builder, NetGear WNDR4300 45l

e A http://downloads.openwrt.org/
o jfF¥ Stable Releasess Development Snapshots

o HEHI#) Stable Releases: http://downloads.openwrt.org/releases/18.06.1/targets/
o Development Snapshots: http://downloads.openwrt.org/snapshots/targets/
o %E$E CPUZKE!, N ar71xx: http://downloads.openwrt.org/releases/18.06.1/targets/ar7 1xx/

o #%#% Flash 263!, fNnand=Xgeneric, AR 2 WNDR4300 # i 25F, Mlli% nand:
http://downloads.openwrt.org/releases/18.06.1/targets/ar7 1xx/nand/

TR

cd ~/Downloads

wget http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/nand/openwrt-imagebuilder-18.06.1-ar71xx-nand.Linux-x86_64.tar.xz
tar -xf openwrt-imagebuilder-18.06.1-ar71xx-nand.Linux-x86_64.tar.xz

# NRIERE ERANERR

mv openwrt-imagebuilder-18.06.1-ar71xx-nand.Linux-x86_64 openwrt-imagebuilder-nand

T#HE &\ E & X 4 Hopenwrt-fangiang i B
e gitT#kopenwrt-fangiang i B

cd ~/Downloads
git clone https://github.com/softwaredownload/openwrt-fangiang

o BB THzipX#t
https://github.com/softwaredownload/openwrt-fangiang/archive/master.zip

A1 B X4+ 2 ~/Downloads/openwrt-fangiang

&, & fllopenwrt-fangiang & @ # #1155 BE & X4 Ellconfig-wndrd300 B ¢ T
B —MEEXH, UBRBHFEELR, 1 ~/Downloads/config-wndr4300

cd ~/Downloads
mkdir config-wndr4300

cd openwrt-fangiang

cp -R openwrt/default/* ~/Downloads/config-wndr43ee/
cp -R openwrt/wndr4300/* ~/Downloads/config-wndr43e0/

L ERERME, 5t & HI X ARESE XX openwrt/default/* El| config-wndr4300 8 5% T

R £ HIWNDR4300+% FRIER B X4 (AN B 7775 )E openwrt/WNDR4300/* | config-wndr4300E % F, IR HRLXHRES
MBMEFTTHRATE, th2 %7 Eopenwrt-fangiang/openwrt B¢ FAEIEBERE S AL %, BiEL AMERE X REIL XL T EEX
XL EHBRNEN
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& TL-WNDR4300#: F 25 &1 55 B & XX 44

FERBRATXH:

config-wndr4300/etc/shadowsocks-1libev/config.json
config-wndr4300/usr/bin/ss-firewall-asia
config-wndr4300/etc/uci-defaults/defaults

NTHBUBFHE, ST bashX # B IHEREE X #

—YIEER BB, MMEET LA ZbE—E#24E: FikimageBuilder, FT#OpenWrti&Hi%, T #shadowsocks-libeviEid, [&% openwrt-fangiang
TR, ok, STREREEE, S EEREL, B E—EEK, HEHIR. ERT OMNMMEGRESBRERLET

TEHE—TBEINEREEXHIEF, MAFTLELERZELRLT . M2015F12REE, ATREAT B3l BRMBIMEE S Ziz £, HER
FLIRME
#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fanqgiang
# Date: 2015-12-24

REPOSITORY=~/Downloads/openwrt-fangiang
CONFIG=~/Downloads/config-wndr43e0

createdir() {
rm -rf $CONFIG
mkdir $CONFIG

}
copy() {
cp -R $REPOSITORY/openwrt/default/* $CONFIG/
cp -R $REPOSITORY/openwrt/wndr4300/* $CONFIG/
}
setmod() {
chmod +x $CONFIG/usr/bin/*
chmod +x $CONFIG/etc/uci-defaults
chmod +x $CONFIG/etc/uci-defaults/*
}
modify() {
# server ip address
sed -i 's/1.0.9.8/server_ip/' $CONFIG/etc/shadowsocks-libev/config.json
# server_port
sed -i 's/1098/server_port/' $CONFIG/etc/shadowsocks-libev/config.json
# local_port
sed -i 's/7654/7654/' $CONFIG/etc/shadowsocks-1libev/config.json
# password
sed -i 's/killgfw/killgfw/' $CONFIG/etc/shadowsocks-libev/config.json
# method
sed -i 's/chacha20@-ietf-poly1305/chacha20-ietf-poly1305/' $CONFIG/etc/shadowsocks-1libev/config.json
# local_port
sed -i 's/7654/7654/' $CONFIG/usr/bin/ss-firewall-asia
# ppoe username
sed -i 's/wan-username/wan-username/' $CONFIG/etc/uci-defaults/defaults
# ppoe password
sed -i 's/wan-password/wan-password/' $CONFIG/etc/uci-defaults/defaults
# wifi password
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/etc/uci-defaults/defaults
# root password
sed -i 's/\\nfangiang/\\nfanqiang/' $CONFIG/etc/uci-defaults/defaults
}
if [ "$1" = "createdir" ]; then
createdir
elif [ "$1" = “"copy" ]; then
copy
elif [ "$1" = “"setmod" ]; then
setmod

elif [ "$1" = "modify" ]; then
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modify
else

echo "usage: createdir copy setmod modify"
fi

BB E X 4R

./config-wndr4300.sh createdir
./config-wndr43e0.sh copy
./config-wndr43e0.sh setmod
./config-wndr43e0.sh modify

15 OpenWrt T £: 1% 1 23 I PROFILE

cd openwrt-imagebuilder
make info

HEECEHMNES, LLINFEAR nNeTcear wioraseevi ,ERIPROFILE{H ZWNDR4300V1, 81T K :

WNDR430OV1:
NETGEAR WNDR4300v1

Packages: kmod-usb-core kmod-usb2 kmod-usb-ledtrig-usbport

@ BN %8 & I OpenWrtE 4 #9 @

Huha:
X FWNDR4300TC £k B BH 25 & Ui, AT LLIXFERER :

echo $(wget -q0 - http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/nand/config.seed | sed -ne 's/ACONFIG_PACKAGE_\([a-z@-9-]1*\)=y/\1/ip
")

BT OpenWrtFF R I 5B, FRRAMREM QAR REH

2018-09Ry £ fifi L :

libiwinfo-lua liblua liblucihttp liblucihttp-lua libubus-lua lua luci luci-app-firewall luci-base luci-lib-ip luci-lib-jsonc luci-lib-nixio luci-mod-

admin-full luci-proto-ipv6 luci-proto-ppp luci-theme-bootstrap rpcd rpcd-mod-rrdns uhttpd

VN

make info

ETERFIH -
Current Target: "ar71xx (Generic devices with NAND flash)" Default Packages:

base-files libc libgcc busybox dropbear mtd uci opkg netifd fstools uclient-fetch logd kmod-gpio-button-hotplug swconfig kmod-ath9k
wpad-mini uboot-envtools dnsmasq iptables ip6tables ppp ppp-mod-pppoe firewall odhcpd-ipv6only odhcp6c

ANSEARLAS:

Default:
Default Profile
Packages:
kmod-usb-core kmod-usb-ohci kmod-usb2 kmod-usb-ledtrig-usbport
HERBRYSLES, 5L EPROFILEX T E, %I F WNDR4300V1:

kmod-usb-core kmod-usb2 kmod-usb-ledtrig-usbport

B X A (shadowsocks-libev [ E & Z1&Kii) :
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ipset ipset-dns wget bind-dig iptables-mod-tproxy kmod-ipt-tproxy ip-full stubby dnsmasg-full simple-obfs libmbedtls libcares libev
libsodium shadowsocks-libev

e libmbedtls libcares libev libsodium shadowsocks-libev
shadowsocks-libev R {Kifi, FHEH 24 i%

o simple-obfs 2 shadowsocks-libev JE&#EH, EEBTHF

e stubby RTA-F DNS over TLS

o iptables-mod-tproxy kmod-ipt-tproxy ip-full B35k k% UDP k&

o dnsmasg-full EEE A shadowsocks & /i ss-tunnel {#

Dnsmasq 12t DNS 2277#1 DHCP BR % Uh8E, 15 184 AR HT AR 55 235(DNS), dnsmasq I LIt 2277 DNS i#35R 4R 3 %7 il it R M Hik B34
EE, YE DHCP AR %528, dnsmasq 7T LLA B ik iR M Mipith it F08% B

gL dnsmasqybase iR A, ZhRARTBEN 45 7E gl & b AT AR IS R AE (RN BA TR E XS — L4 FE 18 & ntwitter F TR 1C) . BUNE MR
K#gdnsmasq-full

o bind-dig BT LA 4 fEAT
IR {RAopenWrthii A 2 ATTITUDE ADJUSTMENT, ®#EfN _Liptables-mod-nat-extra@, MR EREMhiptablesfin O K ST X
EhEBEE—EFEEEL. FRHEREH T Sublime Text, LIZERR SR, BAIENEZER AL \n, AF Edit -> Permute Lines -> Unique
STE, 7S IFETEE B 2 4% shadowsocks-libev B EthZEFE|E .ipk XK ElImageBuilder# B 5% Fpackages

¢3 OpenWrt Image Builderfi =1 & 51758

o PROFILE fEE# & B S, th4b2 WNDR4300V1

o PACKAGES fEEZ4FitE IS

o FILES {EEE4 i EH/ B E XX, Mm% XEEXH, BE XA, IR ~/Downloads/config-wndr4300 B % T 7 EHKRK
package Efffx/aHE, X E -package

& FFih % =0OpenWrt B ) B1 1% E 44

cd ~/Downloads/openwrt-imagebuilder-nand

make image PROFILE=WNDR4300V1 PACKAGES="libiwinfo-lua liblua liblucihttp liblucihttp-lua libubus-lua lua luci luci-app-firewall luci-base luci-1lib-
ip luci-lib-jsonc luci-lib-nixio luci-mod-admin-full luci-proto-ipvé luci-proto-ppp luci-theme-bootstrap rpcd rpcd-mod-rrdns uhttpd base-files libc
libgcc busybox dropbear mtd uci opkg netifd fstools uclient-fetch logd kmod-gpio-button-hotplug swconfig kmod-ath9k wpad-mini uboot-envtools iptab
les ip6tables ppp ppp-mod-pppoe firewall odhcpd-ipv6only odhcp6c kmod-usb-core kmod-usb-ohci kmod-usb2 kmod-usb-ledtrig-usbport ipset ipset-dns wge

t bind-dig iptables-mod-tproxy kmod-ipt-tproxy ip-full stubby dnsmasq-full simple-obfs libmbedtls libcares libev libsodium shadowsocks-libev -dnsma
sq" FILES=~/Downloads/openwrt-wndr4300

;E?Ez, ?351[]E2§1§Fﬁ7 dnsmasq-full ,ﬁﬁ*%gﬁﬁ dnsmasq , H -dnsmasq *#I}f%, Em\ﬂﬁlﬁ‘éﬁﬁéﬁ%’f&ﬁ
9 12 3F RO RO E 44 7E ImageBuilderfbin/targets/ar7 1xx/ B s T
KRB 1FH MERI R B, ERRAREEMAERLES REMmsS

B RIERSS E 4 5 B 1 51 & 5 OpenWrt

RIFEHGFERHEBRGE, BHELTEMYE, AEHATREN fangiang B RIRER
o ssh&JopenwrtEIEIRHZS:

ssh root@192.168.1.1

o JIViEEITIF192.168.1.1& %
LUSBtOpenWrtH il 7, A LAE#TRI LiX N ERREE M X AT LIER LT ER T
X TR

e https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/
e https://openwrt.org/docs/guide-user/additional-software/imagebuilder
e https://openwrt.org/zh-cn/doc/howto/obtain.firmware.generate
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https://software-download.name/2015/netgear-wndr4300-openwrt-fanqiang-gujian/
https://openwrt.org/docs/guide-user/additional-software/imagebuilder
https://openwrt.org/zh-cn/doc/howto/obtain.firmware.generate

e https://openwrt.org/docs/guide-developer/build-system/use-buildsystem

WRAER A, HEIEEBM AL https:/fangiang.software-download.name 2018-12-07
{# Fimage Builder4i i B 2h & 5% OpenWrt[E 4

o & 4iiEOpenWrt B & S ERLS B4 #EEE T

o @& THES BT ELKEMIMmage Builder, NetGear WNDR4300 Jy5l
o THAERIAEE B X Mopenwrt-fangiang i B

o & % ilopenwrt-fangiang B AIEH GBS & X4 Elconfig-wndrd 300 B 5 T
o ® {EHTL-WNDRA300 S BN AR i

o @ MiEOpenWrtE 4k i 32 HIPROFILE(Y

o @B I ZE &I OpenWrtE AT

o ¢3 OpenWrt Image BuilderfI = @& 1755

o & FFA%IEOpenWrt & 2 ER S E 4

o D RIENIE S B 1 A &5 OpenWrt
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anqaT {s AR 1) A Tl 3 O penWrtEH 14 &l 44 for TP-LINK WR2543N (2
& shadowsocks-libev)

MRIRET LR RBZAEEA— 4, B2 TP-LINK wr2543N v, {RRB B S FEH, B v LT HREHES FFRIE S, RIFELHIF, MME
T, BARTLAB ShERLS

E TR OpenWrtE#i, HMARABALIEMNAESS ELEBEFshadowsocks-libeviR 51, HEEB MR ARBRNTEER, BIGRA,
RINAEREE, AR B &IE

Z Bl 2 27 OpenWrt trunk R0 E : luci-ssl wget shadowsocks-libeviI R FiR, L A ERAIINERE, JARNEMEARE

B 1sh: e
A FERIAEE
o HFE A ZIMIOpenWrtE B4 B & 3L 4] (https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt

o #F2rh A% #shadowsocks iR 55 IHER B S

& T #:0OpenWrtE# for TP-LINK wr2543N

B FTEAIMLE T : https:/software-download.name/2014/openwrt-ar7 1xx-generic-t-wr2543-v1-squashfs-sysupgrade-bin-with-shadowsocks/

'F%JZJE{%?%EUbuntu: ~/Downloads/openwrt-ar71xx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin

& £ HOpenWrtE 4 3 B 25

scp ~/Downloads/openwrt-ar71lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin root@192.168.1.1:/tmp/

g EXO0penWrtiHzR, FEFXHR/NMNEEBIER

ssh root@192.168.1.1
root@openWrt: cd /tmp/
1s

F 2 OpenWrtE 4 (TR EFEKEE)

root@0openWrt:/tmp# sysupgrade -n openwrt-ar7lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin

BEBERE, DNEEIITELM% eastking-wr2543

& sshZERIFBHREE:

ssh root@192.168.1.1

HAZE fangiang B

BN SRREIR:

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!

It is also possible that a host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
cf:c5:12:34:56:0b:4d:1c:56:48:6a:87:04:cf:b8:83.

Please contact your system administrator.
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Add correct host key in /home/openwrt-fanqiang/.ssh/known_hosts to get rid of this message.
Offending RSA key in /home/openwrt-fangiang/.ssh/known_hosts:3
remove with: ssh-keygen -f "/home/openwrt-fanqgiang/.ssh/known_hosts" -R 192.168.1.1
RSA host key for 192.168.1.1 has changed and you have requested strict checking.
Host key verification failed.

FERIMERR & HIFBITIRRPIEES S

ssh-keygen -f "/home/openwrt-fangiang/.ssh/known_hosts" -R 192.168.1.1

LT RELIER:

e /etc/shadowsocks-libev/config.json

o serveriZicR BAR AR 55 25 5 brIP
e /etc/config/network

o wan-username #1 wan-passwordi &
e /usr/bin/ss-firewall-asia

o 1.0.9.8 2R AR AR A AR 55 38 SEFRIP
WMEARIER T HEZKINME, 1 BITISSUEN X, TR UUSHEMIERNE, LIRS —RBThE

@B HATU T RS HEBHRER

root@openWrt:~# /etc/init.d/shadowsocks stop
root@openWrt:~# /etc/init.d/shadowsocks start
#root@openWrt:~# /etc/init.d/network restart

Wik—TFREALEMEIGTERT
AHIEE L& githubTFR, WG AR e, #H&bug: https:/github.com/softwaredownload/openwrt-fangiang
X TR

e https://fangiang.software-download.name/

WRALER A, %8s EBR AL : https:/fangiang.software-download.name 2018-12-07
Bn{a] {3 FA 1 A T4 3 B Open Wtk El 44 for TP-LINK WR2543N (& & shadowsocks-libev)

o A WHEIERE

o &9 T# OpenWrtE# for TP-LINK wr2543N

o @& £#HI0OpenWrtEHFIFRH2E

o 3 EXOpenWrtig R FHFEEXHK/NEEIEM

o ® FOpenWrE (R R B R KAE)

. BRHBRERRE, HNEEEITLMZ eastking-wr2543
o & sshBFHFBRLE:

. PATU T S EIEHRER
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Ubuntu % =311 /A shadowsocks Simple-obfs (obfs-server) ;& &
G tE

&, FAshadowsocksEitl, N+ ERIREE N

@A LM, 2EE VB http:/kige.com B https:/kige.com ZFERIMLE, BNAVH THLATE, BXFEES—EF -8 EXWEASE

FAT shadowsocks MV M LA G, BIREEZATV W TEAREAD IP thil, FARMERHI@E#IXA 1P b2, IR TH 4 0im, W
LB, IR TEEN

AN, MBXSHREVIENE IP FERWKO, ATRERWICEE, AR M I (A1 R BE/RSERE N ERM D), X2ETEIE, HER
TRERR"?

FREAGZRBE—NREREM A, 18 shadowsocks MEFMRERE—T, BREREETEESMMURENEMLFH24, MEMEBIES
BE—T, BREREFIRINRARESTENLN, AMNTHARNAE LHNGEF—T, —MELXHER X2—1TTBRERMHBA! !

Simple-obfs 742 shadowsocks BI—NEE R EMIEY

& Ubuntu %4 shadowsocks-libev &% simple-obfs ;E& R EHH
R Ubuntu 18.04.1 LTS (GNU/Linux 4.15.0-34-generic x86_64)

sudo apt-get install simple-obfs

Preparing to unpack .../simple-obfs_0.0.5-2_amd64.deb ...
Unpacking simple-obfs (0.0.5-2) ...
Setting up simple-obfs (0.0.5-2) ...

FTEI—TF e FATILT:

obfs-server --help

-s <server_host> Host name or IP address of your remote server.
-p <server_port> Port number of your remote server.
-1 <local_port> Port number of your local server.
-r <addr>:<port> Forward traffic to this remote server address.
--obfs <http|tls> Enable obfuscating: HTTP or TLS (Experimental).
[-a <user>] Run as another user.
[-f <pid_file>] The file path to store pid.
[-t <timeout>] Socket timeout in seconds.
[-c <config_file>] The path to config file.
[-n <number>] Max number of open files.
[-b <local_address>] Local address to bind.
[-6] Resovle hostname to IPv6 address first.
[-d <addr>] Name servers for internal DNS resolver.
[--fast-open] Enable TCP fast open.
with Linux kernel > 3.7.0.
[--mptcp] Enable Multipath TCP on MPTCP Kernel.
[-v] Verbose mode.
[-h, --help] Print this message.

B Ubuntu server Showdosocks-libev /= siimple-obfs ;E& 4t

kige@ubuntu:~$ cd /etc/shadowsocks-libev
kige@ubuntu:/etc/shadowsocks-1ibev$ 1s
config.json config-obfs.json

#%&—T config.obfs.json RIBRIABLE :

cat config.obfs.json
{
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"server":"127.0.0.1"

"server_port":8388,

"local_port":1080,

"password": "veotFuFl",

"timeout":600,

"method": "chacha2@-ietf-poly1305",

"mode" :"tcp_and_udp",

"fast_open":true,

"plugin":"obfs-server",
"plugin_opts":"obfs=tls;failover=127.0.0.1:8443;fast-open"

FATEH simple-obfs {£ - shadowsocks-libevr B3, shadowsocks-libev BIEKIAEZE X2 config.json, FTLLER config.obfs.json A
A& 3 config.json:

# nobfs means not obfsed
sudo cp config.json config.nobfs.json
sudo cp config.obfs.json config.json
sudo vi config.json
# BB T
{
“server": ["[::0]", "0.0.0.0"],
"server_port": 1098,
"password": "killgfw",
"timeout": 600,
"method": "chacha2@-ietf-poly1305",
"mode": "tcp_and_udp",
"fast_open": true,
"ipv6_first": true,
"plugin": "obfs-server",
"plugin_opts": "obfs=http;fast-open=true"

Hrh server_port, password, method BJLLEE X —TF
["[::0]", "e.0.0.0"] =B il simple-obfs fR45: ik VAT A, 1L5EIPV6E

BIERGIFR TCP fast_open [EF HEFE config.json | shadowsocks.json &

"fast_open": true

TFOFBRLTIAG, shadowsockshR 5531 i IE R A M RESER— R, il 2EL R EMRY —L&

B & nginx R3] obfs-server

RIZARR S IHELRE T nginx, 348 T ERiIAML kige.com, /etc/nginx/sites-availabe/kige.com 24RAIMILETE 34

5 — TR R RS R B S -

cd /etc/nginx/sites-available
sudo cp kige.com kige.com.nobfs

nobfs means not obfsed

Fli5 & EERE R A WS kige.com #@IN—FHE 4, X B2 32.kige.com

ping 32.kige.com

WMRIEE, ping Figi4 wTLAEEIAR 535 1P FO0m R [A]

7:!_: /etc/nginx/sites-available/kige.com X{#qﬂhﬂ)&—/l\%ﬁﬂ'ﬂ server EE{ti%ﬁEE”]%iﬁt% ° y‘jT %}Eﬁ1§ ﬁﬂ]’l‘#ﬂl&ﬁhﬂﬂﬂ%ﬁ server qu:a -3
FAREEBENEAE / location {} B

BARER RAKE MBS, BOWE—AMI, —RZ2ET ngink BABSEEIHRNATENL, XR2MIRS i ngink 21T EHLBEIER
3), EMIERT UMY ERAE, nginx FEH T ERMEEMHREA

REREER, nginx SRR ML ILEIE, MBMREH— M EFEILEE ARARTRRIIRT ? EIXE, nginx ZM simple-obfs FIAR%
i obfs-server {436 54E

TEFIESi4E /etc/nginx/sites-available/kige.com, FAN—1 server E&
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sudo vi kige.com
# reverse proxy settings in / location field

server {

listen 80;

server_name 32.kige.com;

charset utf-8;

gzip on;

keepalive_timeout 120s;

location / {
if ($http_upgrade = "") {

return 301 https://www.kige.com$request_uri;

}
proxy_pass http://[::0]:1098;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";

AR, nginx BB R EHLLBBURRN, if ( PHIFNER
reverse proxy kAR EFE] nginx B—MEH, — i nginx lRAREZ B, FiE N TEIHE
HXER:

o https://www.robberphex.com/2018/08/806

e https://docs.nginx.com/nginx/admin-guide/web-server/reverse-proxy/

o https://www.digitalocean.com/community/tutorials/understanding-nginx-http-proxying-load-balancing-buffering-and-caching
e http://nginx.org/en/docs/http/websocket.html

e https://github.com/shadowsocks/simple-obfs/

e https://github.com/aa65535/openwrt-simple-obfs

e https://usodesu.ga/2018-04-26/OpenWrt-Transparent-Proxy-with-ss-redir/

e https://zenandidi.com/archives/1789

WRAFR A, IS EBM AL https:/fangiang.software-download.name 2018-10-23
Ubuntu Z#i%#018 B shadowsocks Simple-obfs (obfs-server) & & &k G4

o & FAshadowsocksEil, it it BEFREREG

o © Ubuntu % shadowsocks-libev % simple-obfs E& i & #
o ¥ Ubuntu server Showdosocks-libev /2 F siimple-obfs B &
o % W& nginx RAEEE obfs-server
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R % shadowsocks simple-obfs i &R E{HEIT/ERE

- Y ah jz Ll -l A
& nginx BCNERLE R % SR AORT B
EIEMBECE IF simple-obfs RIATIR 2 FE X IREH T {5 RIE
EFZERREREHREMIERE, fHER4 nginx X TR EIM/ERE EHRIILR

7£:%2 B A imple-obfs#il, shadowsocks AR5 i ss-server S5 7ERTE F1% /7 i : ss-local ss-redir ss-tunnel E3EX 88, T2 ss-server AT
HERE HAKAdk

B simple-obfs REREREME, BIEAR TR %5 =805 :

o FIEARSSIRATE nginx
o FIEARSSIRIE S obfs-server 1 ss-server

BT, nginx BT BRI IRH EEAMES, BB TIXR, MRAMATRERRE T K

RS RSS IR BTSN MIZ nginx , RFFAEIAN, nginx 2124 hitp httpsfR -8, EMZ TCP Hhil, S EBRATREFEE nginx, A REEEIFHEM ss-
server 1 obfs-server, IERENIXFE, MEBIR LR, RS THENT M

(B B BIERRTE
FRRI 1RSSR A BB LR

o nginx FERTAFIENEE ) im0 5iE
o TEARSHHMER, nginx F simple-obfs iR 45 i obfs-server A 44E
o HIREEMRS% I obfs-server FIMNEH AR ik ss-server HHIFE

& T LIt 4 %O

?t’]'l] L&ET "server_port": 1098 JZ/I\ 1098 ﬁﬁn Z?—: l«’ﬁ%&%uﬁa}‘]uﬁ

nginx XF 424 http ARS5, EALITRYR TCP/80 im0

nginx K ISR, MREERANREHKIE RIBKIBLIEY "server_port™: 1008 , nginx F A X DHETE TCP/1098 Uk iR
X4~ 1098 A 2 obfs-server ZETH), thil 23X H obfs-server AR

obfs-server — ™ ASERA T M EBEIE TS, L EM ss-server B1E, ss-server KTE—MBEYLE TCP i O F1 obfs-server X 41#E

=

THEERMR AR R A Ui 1 2548 http:/kige.com X AL FEE, b EREMRVI AR hitp X2 hitps, REHMFZFEER, RATERFEIMT
HeZhttpF R E

. o < sl
simple-obfs R ;EE TCP #{EY
i) : T i shadowsocks # simple-obfs i &;RE R R2/EE TCP iR, FEEBEUDPHIRE
Mt
B FRANEBLERE, FHUMREE— ST 2EFG:)

obfs-server 4 BREIEHER B nginx TCP/80 Ui O UL BN EIE, REMEKRF nginx FRE, obfs-server FA 2B E Uk UDP #iE, L EXFHL
F TR

I R ZE /" HEE UDP BT DNS 2], XiZ{a 247

INEF S IHFERE UDP i) DNS, AT LUE A dns-forwarder fFE 5  ATCPH #], SN R EMUDPEELERE, 7T LUE A A R AA LI B inkeptun,
S EBEEFI A simple-obfs & #openvpn ¥1E
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-

¥ & IHEEFAESF DNS #if) i K@i UDP % ZI AR %5 i,
g

shadowsocks-libev iR 454#/2 A simple-obfs #&#t-f, BRIARRSSIH TAE7E TCP Wil

INERFE ss-server &Ik UDPE#E, BTLUIFE config.json HANA

"mode": "tcp_and_udp"

EA L E AR BE AT EE X config.json AR E3) ss-server
LYRIEE T "mode": "tcp_and_udp" f&, ss-server thx Wi, 438 UDP %4
X TR
e https://fangiang.software-download.name/
WRALER A, %54 EBR AL : https:/fangiang.software-download.name 2018-12-07
| shadowsocks simple-obfs Ji&EE M4 T/ERE
o & nginx B VERLLAR 55 1RO RT A
o B HULIRRRAE
o & HEENITHLEHD
o @ obfs=http 2 LER
. simple-obfs REE TCP #iEY
o A NRE/IHEE UDP thiXik T DNS i), XiZinf 247
o ¥ FIHEETAESF DNS A% KA UDP R ZIRR S5 4, BARSSiHET 2 if)
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OpenWrt % H 254 ¢ 1% F Simple-obfs for shadowsocks-libev ;& &
Y 1 AT

X B AT LU 34 1% 3789 Simple-obfs for OpenWrt shadowsocks-libev:

https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/

gk, ERMIE:

o 1R1ERY: Ubuntu 64 bit
e OpenWrthrA: 18.06.1
o HHES: NetGear WNDR4300

E T #0penWrt DK

A AT E A ERISDK, tha] LAE A “make menuconfig”di 45 B 474 1

AR Y5 1% ipk FTEAE OpenWrt ARAFIEE H2RHI OpenWrt iRATE, BLAIRESERBMEE, N THRRS, BIER—IIIE T
imagebuilder 1 SDK

4$X220185F9A24H, ES TWNDR4300 28 89 SDK T#kihiit &y: http://downloads.openwrt.org/releases/18.06.1/targets/ar7 1xx/nand/
FEREM:
& OpenWrt Buildroot T B A R AT TR H A 4 LITESDK L2 -8

TR EFRELEINLE, FEREKccache®

Ubuntu T %% simple-obfs ipk 41L&
e %4 ccache

sudo apt-get install ccache

o T# OpenWrt-SDK

cd ~/Downloads
wget http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/nand/openwrt-sdk-18.06.1-ar71xx-nand_gcc-7.3.0_musl.Linux-x86_64.tar.xz

tar -xf openwrt-sdk-18.06.1-ar71xx-nand_gcc-7.3.0_musl.Linux-x86_64.tar.xz
mv openwrt-sdk-18.06.1-ar71xx-nand_gcc-7.3.0_musl.Linux-x86_64 openwrt-sdk

cd openwrt-sdk-nand

o R0 feeds

git clone https://github.com/shadowsocks/openwrt-feeds.git package/feeds

o #RER simple-obfs Makefile
git clone https://github.com/aa65535/openwrt-simple-obfs.git package/simple-obfs
o IRAILIZFIE, BN FTREA iR

include/toplevel.mk:136: recipe for target 'menuconfig' failed

o %% EYHi1%HIE Network -> shadowsocks-libev

make menuconfig

ﬁ‘i% Network ---> @iﬁ{)\, JZ‘H% simple-obfs
o FFiagnF

make package/simple-obfs/compile V=99
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& openwrt-sdk-nand/packages/mips_24kc/base T # simple-obfs_0.0.5-3_mips_24kc.ipk £ %l imagebuilder/packages B 5 T gk o] LA 1%
FE E

© OpenWrt [ZH 2§ %% simple-obfs

scp simple-obfs.ipk root@192.168.1:/tmp/
ssh root@192.168.1.1

cd /tmp/

opkg install simple-obfs

#iE— T simple-obfZ /' ifi obfs-local S4:

obfs-local -h

simple-obfs 0.0.5
maintained by Max Lv

usage:
obfs-local
-s <server_host> Host name or IP address of your remote server.
-p <server_port> Port number of your remote server.
-1 <local_port> Port number of your local server.
--obfs <http|tls> Enable obfuscating: HTTP or TLS (Experimental)
--obfs-host <host_name> Hostname for obfuscating (Experimental).
--obfs-uri <uri_path> HTTP path uri for obfuscating (Experimental).
[-a <user>] Run as another user.
[-f <pid_file>] The file path to store pid.
[-t <timeout>] Socket timeout in seconds.
[-c <config_file>] The path to config file.
[-n <number>] Max number of open files.
[-b <local_address>] Local address to bind.
[--fast-open] Enable TCP fast open.
with Linux kernel > 3.7.0.
[--mptcp] Enable Multipath TCP on MPTCP Kernel.
[-v] Verbose mode.
[-h, --help] Print this message.

4] OpenWrti& i 25EZ{E simple-obfs obfs-local ss-redir

# 3% OpenWrt BREES
root@192.168.1.1

cd /etc/
cp shadowsocks.json shadowsocks.nobfs.json
vi shadowsocks.json

# BRI TR fi:

"server": "32.kige.com",
"server_port": 80,

"password": "killgfw",
"local_port": 7654,

"method": "chacha2@-ietf-poly1305",
"timeout": 600,

"fast_open": true,

"plugin": "obfs-local",
"plugin_opts": "obfs=http;obfs-host=32.kige.com;fast-open"

& EZlsimple-obfs % i obfs-local &4k ik
e "server": "32.kige.com"
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o5 tmisit, XBETEHSA, WaLlE IP it
e "server_port": 80

LB, R A ERREERIEREY simpe-obfs i, FHATERINEY server_port 2 1098, FBATEI10988H O 2RI LLE E XA, P 80 O 2E
EH

&/ obfs-local ZHBHUE K& £ FIBR % i nginx http AR IFAY 80 10, MNEIRERL 87 #%0, nginx 2EW AR TI%IE, 4B/ HMRS
AT IR SIR, AR ENRG

BAY, X B obfs-local ZEFNAR 55 Uik 3 He & I FE 44 RITE, shadowsocks-libev & i ss-redir [ 7E /G M@
e "local_port": 7654
X2 ss-redir ZEARM I ITAIHD, ATLLBE X, RE /usr/bin/ss-firewall-asia % & $IEH O — B ATLLT

iptables B HEMZEFLEA ISR L IR H2S 7654 70, ss-redir W 2|5 FIF 0 obfs-local —#2INZFEE SR, B H obfs-local KX E|
32.kige.com:80

e "method": "chacha20-ietf-poly1305"
FrEMREAR M B, I BORFHE A B
BB xchachaze-ietf-poly1zes B ARE, EEAIRETEMMER L, FidAIEEL chacha20-ietf-poly1305 JEEE ST ERR
e "fast_open": true
BIERZFFE TCP fast_open JGF HETE config.json | shadowsocks.json HiXE
"fast_open": true
TFOFBRIIUE, BERRHRESER—K
LEESAeE

e https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/
e https://fangiang.software-download.name/

KRALRR A, %545 EBR AL : https:/fangiang.software-download.name 2018-12-07
OpenWrt & F1 254 1% Fl Simple-obfs for shadowsocks-libev ;& #& 1 {4 B4

o & /EFET#HOpenWrt DK

o @ Ubuntu TF4mi¥ simple-obfs ipk #4158

o © OpenWrt B 28%4E simple-obfs

o {1 OpenWrt#& 1 23EC{E simple-obfs obfs-local ss-redir
. & Zlsimple-obfs % /i obfs-local 4Rk

109


https://software-download.name/2014/shadowsocks-libev-polarssl-ar71xx-ipk-latest/
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

Windows PCE5% & #F 5 % : shadowsocks-libev + simple-obfs +
TFO

shadowsocks Windows %/ iif; A Hij L&

Shadowsocks & #FJLiHWindowsZ - iifi:

e Shadowsocks Windows
e Shadowsocks QTS5
o Outline Google FF &, BN Google KU NBaFh, FHEFHER

shadowsocks-libev £y %R & FAf A #Y shadowsocks 281, B AHTRHEE Windows il P al 4T3 T4k, mAMA 14138 Windows F /&

shadowsocks B A X KR 7EWindows T i docker, —4~ docker #1 X R500%MB, 1R Z(ULH T EAF T mK# shadowsocks-libev, i
BEREIX L KHIZRARN

& 4F cokebar B4 % T Windows T A shadowsocks-libev #I simple-obfs, FE#(1EEE 4 Windows PC L FiX # & 5k

dI] Windows 10 F/= TCP Fast Open

TEMTEEET TFO, TFORBMERAI T T, E VBT RIRERSAHIAPI
WHER:

TCP Fast Open (TFO){;& FiFWindows 10, 16075 = kA (% H#atth, build> = 14393)
B4 HEE 28 Windows 100IIRAS 2

& Windows + R, A winver EF:

am Windows10

)

gt EA =RAP=t qiTts reserved.

The Windows 10 Pro operating system and its user interface are
protected by trademark and other pending or existing intellectual
property rights in the United States and other countries/regions.

LK R4 1803, build 17134.285
IR IEFE MR 1709 (NERA16299) RE SR A, MEFEEFHFE
o & Windows + X

e ¥ Command Prompt(Admin) - $TFFEHI& (BER)

netsh int tcp set global fastopenfallback=disabled

o ERRHUR, WiE TFO REELFE:

netsh interface tcp show global
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EEP fast open: enabled Uﬁaﬁ TCP fast open EQJX_EFH

T % shadowsocks-libev simple-obfs Windows binary ] #1173 {4

https://software-download.name/2018/shadowsocks-libev-windows-binary-download/

ETHMR64GIRA, FE@E N ss-local.exe obfs-local.exe

N

A shadowsocks-libev + simple-obfs + TFO AR %5 i i% &

-

& BH28 {21t shadowsocks-libev &k AR %%
NERELIRBAKIRNE T HRBSEE, 4 ENK Windows PC &/ HE5LET, BB LM 252 A shadowsocks-libev

root@192.168.1.1
kige@Openwrt:~# /etc/init.d/shadowsocks stop

© BRMKEERE
BRI WIF| £, TRSGE T BB, B 1HE5E TWIFHERAM.S (P, SHEDNSEOVEBBOAR P, EERA SHEIP, B
%))3KERDNS

o % Windows i, #iA control panel BT FF 4| E ik
o ¥ View ntetwork status and tasks

Adjust your computer's settings View &
System and Security & User Accounts
Review your computer’s status :1! !;. Chanae account type
hang nt ty|
Save backup copies of your files with File History
Backup and Restore (Windows 7) 1 o
i:l. Appearance and Personalizati

N Network and Internet
\%v network status and W) '; Clock and Region

Hardware and Sound . Change date, time, or number formats

i"-l
ﬂi View devices and printers Ease of Access
Add a device @

Let Windows suggest settings
Adjust commaonly used mobility settings o s )
| Y ) & Optimize visual display
https://github.com/soft i
. . waredo »
S~ Programs wnload/openwrt fangiang
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https://software-download.name/2018/shadowsocks-libev-windows-binary-download/

o R LRI WIFI &R

Access type: Internet
Connections: «fl Wi-Fi (WNDR4300-2.4G)

o mili Properties (B1f)

uffll Wi-Fi Status

General

Connection
IPv4 Connectivity: Internet
IPva Connectivity: No network access
Media State: Enabled
55ID: WHNDR4300-2.4G
Duration: 03:21:55
Speed: 150.0 Mbps

Signal Quality: :!!
Wireless Properties

Activity
Sent — L! Received
il
Bytes: 268,156,463 138,303,366
!;'Properties GDisabIe Diagnose

o A Internet Protocol Version 4(TCP/IPv4)
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@ Wi-Fi Properties 4
Networking ~ Sharing
Connect using:
g Qualcomm Atheros ARS485 Wireless Network Adapter

This connection uses the following items:

&3 Client for Microsoft Networks ~
U8 File and Printer Sharing for Microsoft Networks
38 VMware Bridge Protocol

_wA-E=T155 Packet Scheduler

'l Intemet Protocol Version 4

E

(TCP/IPv4)

rc Ad
| 4 Microsoft LLDP Protocol Driver v
< >
Install... Uninstall | Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

DK Carice

o i%#% Obtain an IP address automatically(E 33 ExIP#hii), Obtain DNS server address automatically( B 23X ERDNSAR 55 25tth k), OK(Ff
\)
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Internet Protocol Version 4 (TCP/IPv4) Properties b

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
{_) Use the Tollowing IP address:

(@) Obtain DNS server address automatically

Validate settings upon exit Advanced

shadowsocks-libev + simple-obfs for Windows % ) i X &

B EERER, BiIAELEAME, EFRT hitps:/youtube.com

BHEOIE—MNEE X shadowsocks.json

“server": "1.0.9.8",

"server_port": 80,

“password": "killgfw",

"local_port": 7654,

"method": "chacha2@-ietf-poly1305",

"timeout": 600,

"fast_open": true,

"plugin": "obfs-local",

"plugin_opts": "obfs=http;obfs-host=32.kige.com;fast-open"

XANER B X E 52 F OpenWrt 2% E1 254 1% {8 B Simple-obfs for shadowsocks-libev ;@& 4 F14 B2—FEH, BRAIRIX AN XK ss-local.exe
obfs-local @— B3k, XFEEan 4 1TH AT LR 2 —L

Hh "local port”: 7654 IEEUR ss-local MiITAMLA 7654 im O, EAhH 4 & FIX AN i A 85 K ERE ss-local 11k

% Windows PC_L FH shadowsocks-libev + simple-obfs + TFO &% i1
& Windows + X, AR+ Command Prompt RaILUITFFZHIE, BRILBRKZE c:\Users\your_name> BILLFcd@ St ABIRIER B %, EEXH
E%Hf” C:\Users\your_name> T

Womdpws 10 {ESAEMN & &R, R{E Shift BEE RXBA T, ATLIEY LB RITHFEHES

BiRE Git for Windows, RER % OpenSSH, RETEEM B AT, ATLUTIF LETE FAEHE, XN EHE RIRMESTHT Linux 2248, 5
SVAETLUFD Linux T —#FE#975 X 124E ssh

SETEN—T ss-local IS SITIET, MNBRHATA T LML, ss-local REFEERH
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C:\shadowsocks-1ibev\64> ss-local -h
shadowsocks-1libev 3.2.0

maintained by Max Lv and Linus Yang

usage:

ss-local

-s <server_host> Host name or IP address of your remote server.
-p <server_port> Port number of your remote server.

-1 <local_port> Port number of your local server.

-k <password> Password of your remote server.

-m <encrypt_method> Encrypt method: rc4-mds,

aes-128-gcm, aes-192-gcm, aes-256-gcm,
aes-128-cfb, aes-192-cfb, aes-256-cfb,
aes-128-ctr, aes-192-ctr, aes-256-ctr,
camellia-128-cfb, camellia-192-cfb,
camellia-256-cfb, bf-cfb,
chacha20-ietf-poly13e5,
xchacha20-ietf-poly13e5,

salsa20, chacha20 and chacha2e-ietf.

The default cipher is chacha2@-ietf-poly1305.

[-a <user>] Run as another user.

[-f <pid_file>] The file path to store pid.

[-t <timeout>] Socket timeout in seconds.

[-c <config_file>] The path to config file.

[-i <interface>] Network interface to bind.

[-b <local_address>] Local address to bind.

[-u] Enable UDP relay.

[-U] Enable UDP relay and disable TCP relay.
[--reuse-port] Enable port reuse.

[--fast-open] Enable TCP fast open.

with Linux kernel > 3.7.0.

[--acl <acl_file>] Path to ACL (Access Control List).
[--mtu <MTU>] MTU of your network interface.
[--no-delay] Enable TCP_NODELAY.

[--key <key_in_base64>] Key of your remote server.

[--plugin <name>] Enable SIP@@3 plugin. (Experimental)

[--plugin-opts <options>] Set SIP@@3 plugin options. (Experimental)

[-v] Verbose mode.
[-h, --help] Print this message.
RREBTITHA:

ss-local -c shadowsocks.json -v

EE HNBAT -v WAERSTEHENILS, RERRN 28R, WiXsErE A AR X A L0
A B RAUTEMNESR:

C:\shadowsocks-1libev\64> ss-local -c shadowsocks.json -v

2018-10-01 11:28:48 INFO: plugin "obfs-local" enabled

2018-10-01 11:28:48 INFO: using tcp fast open

2018-10-01 11:28:48 INFO: initializing ciphers... chacha2e-ietf-poly1305
2018-10-01 11:28:48 INFO: listening at 127.0.0.1:7654

2018-10-01 11:28:48 [simple-obfs] INFO: using tcp fast open

2018-10-01 11:28:48 [simple-obfs] INFO: obfuscating enabled

2018-10-01 11:28:48 [simple-obfs] INFO: obfuscation http method: GET
2018-10-01 11:28:48 [simple-obfs] INFO: obfuscating hostname: 32.kige.com
2018-10-01 11:28:48 [simple-obfs] INFO: listening at 127.0.0.1:57373

15k ss-local R T obfs-local #i#, M T tcp fast open, FFIIRE AL 7654 0, obfs-local R T tcp fast open, N A TIRE, FUIRER
HLEEHLER O F0 ss-local &{E

KIS AT 2T, RERRED 2 RARTEE, BN R+ T ENE ss-local HiTFEARM 76548k 0, EASIETRAEEIIE, K4 AIREENHEE

S W& Chrome 3|5 S8 ERLY

BT REASE RN TR IR KT K4 7654 /0

BRIIREL%ZET Chrome Ik
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o % Windows ##, #ii A chrome, 7£ 3/ Google Chrome Kf5 L mai
o % open File Location FTFFXHFFTERIE

o XIRFTFH Chrome 1REFEHXFTEX MK, FHEIAEH, Ctrl + C £l

o REILME, Ctrl +V ¥, BRI AREA KX EMHE J Proxy

o 7E Proxy Ktz £, i% Properties &%

o 7E Target (Br) EEM—MEXER, BMLTEMAS:

--proxy-server=socks5://127.0.0.1:7654

S

ﬁ proxy Properties

Security Details Previous Versions
General Shortcut Compatibility
‘. proxy
[Jd 2

Target type: Application

Targetlocation:  Application

Target ‘ﬂchrome.exe" -server=sockss:/127.0.0.1:7654
i
> 4

Startin: E/:‘ﬁ//fam Files (x86)\Google\Chrome\Application”

Shopcut kev /;/ .-é

W Bl B SEAATKE

-

Comment: |Accessthe|nternet

g’thUb_rcO':??}anation Change Icon... Advanced...

So ﬁW
an
€dop Wnig ads
!O e,'] W
rt.

WEFLUE, BHEZLITIFA Chrome, B diiX4 Proxy(Chrome), #Rf& #I% hitps://youtube.com

MR BERER, MiZEHEERT . XEANKEERNLBIN, TROEN., B 1P, #iF, EUITFALEANSBERERANITRIF

iXIt DNS 2EFERHTIE ? H A1 Z7E OpenWrt BREIEE B W iB ss-tunnel 15 % A2 #7114 R K% Bl shadowsocks AR %58, AR5 imiRAR AT 45 Rz B F
B/, MIMBHR T iS4 T58

& imFA ss-local BIRME, B ss-local BEBE & MBITIERKEEIRSIHT, FRERN T, ERHBH/EHALIA ss-local ERE ss-redir +
ss-tunnel + dnsmasq =&, FidiXE#iEE P A AT K BT RS I, MM ERMiEsE—LIER

Windows PC 3| i sR i i iE A E L4

o & ss-local FEHLEZS)

o HEM=1 Chrome K5, —ME% N Proxy BEEE, B— &4 N Chrome R ERLS
o NYSM, *MH$TFFH Chrome, BE1T Proxy

o WIERM, XTI HI Proxy, B5E4T Chrome

o [TERBEILIA host STHFIN V25 HE 4
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shadowsocks-libev + simple-obfs ¢ A %Rk, HKEENLE 3 & BRI 2R i

AXFR A EEWindows PCHI S EIE Rk =R X, SATERN KELA . mMEZWARHE METFUSMT, BAEFITTEREAR,
ELPi) ]

MBHNAKSWRTERMNLYE, FESNEERE DL, IS, ROEMESERARE
X FIR:

e https://github.com/shadowsocks/simple-obfs/releases/

e Shadowsocks-libev, simple-obfs for Windows T# (Z#FTFO)

e Shadowsocks-libev, simple-obfs for Windows T# (F3XZ#FTFO)
e https://fangiang.software-download.name/

WRALER A, HEIEEBM AL https:/fangiang.software-download.name 2018-12-07
Windows PCEj1% £ 17 /7 i% : shadowsocks-libev + simple-obfs + TFO

. shadowsocks Windows% /' #ifi 4 W L&

o I Windows 10 FF/E TCP Fast Open

o @ T} shadowsocks-libev simple-obfs Windows binary Al 147 X ¥

e A shadowsocks-libev + simple-obfs + TFO AR 45 ¥ &

o &9 BE%E {51k shadowsocks-libev BB AR %

o © BEUMLERELE

. shadowsocks-libev + simple-obfs for Windows %/ ifi ¥ &

e % Windows PC_E i shadowsocks-libev + simple-obfs + TFO &4 i
o & W& Chrome il Vi zRERL

. Windows PC il i ssElk iR EE iR m 45
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https://github.com/shadowsocks/simple-obfs/releases/
https://software-download.name/2018/shadowsocks-libev-windows-binary-download/
https://github.com/DDoSolitary/shadowsocks-libev-win
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

i #4Netgear WNDR4300/ OpenWrtE} 1% 12

M #Netgear WNDR430021R % M & # & M AT RIOpenWRTHI T 4: BR R 28

WNDR43008Vv1FIV2HIX 7, BRIE{THIVIARA

eastking  status ~

Status

System
Hostname eastking
Model NETGEAR WNDR4300
Firmware Version OpenWrt Designated Driver r47929 / LuCl (git-15.351.05963-967bb1f)
Kemel Version 4.1.13
Local Time Tue Dec 22 10:39:19 2015
Uptime 13h 12m 4s
Load Average 0.08, 0.04, 0.05

Memory
Total Available 91060 kB /125200 kB (V2%
Free 87472 kB /125200 hE (69%)
Buffered 3588 kB /125200 kB (2%)

i {4 Netgear WNDR4300 % 2 B8 FH 28 B9 11t B

o RlOpenWrt A&, WK fg, & & EFRE A LUEERIOpenWrt
o WNDR4300 87 A 3tuboot, RIFLLL KR E

o BHERES. EMAIN, R EA40E8HEEREE T

o ELIEE, 150FEANENEARTIESEA

o H—/ USB O, ATLMEH L&

& W {-Netgear WNDR4300E 1TEE #4152

FIEIIA, 300+450MbpsHITELkiLtE, 2.4GFISGILLIE S AILIRIN fE A, 1000MbpsH£kin O, MESKL (FIR5G+=4R2.4G), R FAtheros
AR9344 43828, Ji#E550MHz, 128M DDR2N7E, 128M ROM, USBRIEEML TR R, HAWIiFF R IR AT LUA IR A TLLIES

Version vl

CPU Atheros AR9344 rev2 560MHz MIPS 74Kc V4.12
Ram 128MiB

Flash 128MiB NAND

Network 1 WAN + 4x LAN (GBit)

Wireless AR9580 [an 3x3:3] + AR9344 [bgn 2x2:2]
UsB Yes
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0 40 {a] Ity L £ Netgear WNDR43007% £ 1% F 28

BETEE AR ME—HRE2995T, TBINKL12805T

o= SEER
https://openwrt.org/toh/netgear/wndr4300

o Netgear WNDR4300 OpenWrtE FAWiki
e Windows TNetgear WNDR4300/|OpenWrtE #PDF#3E by 1ii%
o T4 %5 A E #for WNDR4300

£ A1 LA % F 22 Rl OpenWrtdfi 1 /5 -
e https://github.com/softwaredownload/openwrt-fangiang
TELL Y 5 OpenWrrtig R ZR &4 . B2 £ SR 8078:

e https://fangiang.software-download.name
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/SUMMARY.md

WRALRR A, %4 EBR AL : https:/fangiang.software-download.name 2018-10-22
M #:Netgear WNDR4300RIOpenWrtE)k 252

o @ M#Netgear WNDR4300T £ 8 A 2R A1 A

o & M{Netgear WNDR4300E{FIEHER

. B{AT I S 4 Netgear WNDR4300FE 2 B4 H 3%
o & BEER
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https://openwrt.org/toh/netgear/wndr4300
https://openwrt.org/toh/netgear/wndr4300
https://software-download.name/2015/netgear-wndr4300-shua-openwrt/
https://github.com/gygy/gygy.github.io
https://github.com/softwaredownload/openwrt-fanqiang
https://fanqiang.software-download.name
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/SUMMARY.md
https://fanqiang.software-download.name

T ##1 & OpenWrt Image Builder for W {#£Netgear WNDR43003%
=B

SR F2 0 {3 FImage Builderii% B 2105 OpenWrtE 4

¢ W{Netgear WNDR43005% 25 2 £ {# FH128M N 17 4 72

FubiFifirmwarei@N96M, 5223 F128M flash, LL52Hl WNDR4300#% H1 2§ overlay7 X KX FI0MBRILIAE
TElinux T RAVI S AT LR A B SR MIESISEFH

o #%23552k, E#iR121856k
o 25600k, E4AL123904k

TEMRAVIEER:

cd ~/Downloads/openwrt-imagebuilder/target/linux/ar71xx/image
cp legacy.mk legacy.mk.bak

vi legacy.mk

#change ubi size to 121856k
# search

/23552k

# delete word

dw

# insert

i

121856k

#change firmware size to 123904k
/25600k

dw

i

123904k

#Save and exit
7z

EMR RS ERA sed Bk
sed -i s/'23552k(ubi),25600k@0x6c0000(firmware)'/'121856k(ubi),123904k@0x6c0000(firmware)'/ ./legacy.mk

fEdFE R IXHA:

wndr4300_mtdlayout=mtdparts=ar934x-nfc:256k(u-boot)ro,256k(u-boot-env)ro,256k(caldata),512k(pot),
2048k (language) ,512k(config),3072k(traffic_meter),2048k(kernel),121856k(ubi), 123904KE0x6c0000(fir

mware),256k(caldata_backup), - (reserved)
RIBLLS, BFlashfBE, BRIRT B, BREFATEETH, HEE:

Xof L BT LA H Sk Openwrtfi 2 7 F1E—EHIFlash2 X, Rt EEFR TELTFTPARXRE AEHE AN R—HEREH 4 [1H8H,
{B 2408 Z BRI AL I8 e A ZE [ B iR Openwrt Bl ## 1, [RIARIFlashs KBS HERIT

Tigm 1 E A 2SR T L —EHr
HXRR:

e https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/ebook/04.3.md

e https://kiritox.me/archives/flash-wndr3700v4-to-stock-firmware.html

WAL A, %545 EBA AL : https://fangiang.software-download.name 2018-12-05
T #HF01%EOpenWrt Image Builder for I{#:Netgear WNDR4300#% 25

o & W{Netgear WNDR4300 25524 (6 Al 128 M1 78
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https://kiritox.me/archives/flash-wndr3700v4-to-stock-firmware.html
https://software-download.name/2015/netgear-wndr4300-openwrt-fanqiang-gujian/
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/ebook/04.3.md
https://kiritox.me/archives/flash-wndr3700v4-to-stock-firmware.html
https://fanqiang.software-download.name
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% *kshadowsocks-libev ipk fori{4Netgear WNDR4300#% FH 25

T RIOpenWrthr A& T 4i #:#shadowsocks-libev ipk— i Z T HE&E FA Y, LLANILZE AR trunkiRA#IOpenWrt, 205 {# FOpenWrt Chaos Calmer
15.05 T 4% #shadowsocks-libev, Al e R EFRATEEES)

BT D g ER RS B, H e shadowsocks-libev2 il A%, Msourceforge £ T#i#, Rl EE# /S, shadowsockst 2i&E B3R5, &
fT/usribin/ss-redir, IR&EEBFHEIX DY, HUXHREN, RETERS. AT, RIFER BT Eshadowsocks-libev

REMBIUGE, LT TNEHEFAroot /- ki&E
{3 FASDK % Bipk BT 5 i 583815 S % « 4 shadowsocks-libev for OpenWrt ipkZ 261 (201849 A B#7)
BN R ARAE AT H W E, BT T4 ¥ #Ishadowsocks-libev for OpenWrt ipkZ 261 :

https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/

B 4iFshadowsocks-libev ipkRE al (REEH F20164)
TEARELINUX TIRE

cd ~/Downloads
git clone git://git.openwrt.org/openwrt.git

pushd package
git clone https://github.com/shadowsocks/shadowsocks-1libev.git
popd

cd ~/Downloads/openwrt
./scripts/feeds update -a
./scripts/feeds install -a

make defconfig
make prereq
make menuconfig

# Target System: Atheros AR7xxx/AR9XXX

# Subtarget: Generic device with NAND flash

# Target Profile: (ETATRB&HIFE, XL AUTIE)

# Network, i%#%shadowsocks-libev-openssl #1 shadowsocks-libev-polarssl, {&Zmi%iE N4wiFMiLipkRES
# Save &% Exit

# X—FHET LA
make tools/install & make toolchain/install

# FFIRGNE
make V=99 package/shadowsocks-1libev/openwrt/compile
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https://openwrt.org/docs/guide-developer/build-system/use-buildsystem
https://software-download.name/2014/shadowsocks-libev-polarssl-ar71xx-ipk-latest/

.config - OpenWrt Configuration

OpenWrt Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

I Target System (Atheros ARTXxX/AR9XXX -—->
subtarget (Generic devices with MAND flash) ---=>
Target Profile (NETGEAR WNDR3780v4/WNDR4308) --->
Target Images --->
Global build settings ---=>

[ ] Advanced configuration options (for developers) ----

[ ] Build the OpenWrt Image Builder

[ ] Build the OpenWrt SDK

[ 1 Package the OpenWrt-based Toolchain

[ ] Image configuration ---=>

<Select> < Exit > < Help > < save >

i XH#-7E openwrt/bin/ar7 1xx/packages/base/ BT, £ BEH:

shadowsocks-1libev_2.4.3_ar71xx.ipk
shadowsocks-1libev-polarssl_2.4.3_ar71xx.ipk
libopenssl_1.0.2e-1_ar71xx.ipk
libpolarssl_1.3.15-1_ar71xx.ipk

BT Aipk#R £ #lZlimageBuilderfpackages B % T

cd ~/Downloads/openwrt/bin/ar71xx/packages/base/
cp * ~/Downloads/openwrt-imagebuilder/packages

LEESARE

e https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/
e https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/

MRALFR A, ¥akiEEBRH AL hitps:/fangiang.software-download.name 2018-12-05
4 Pshadowsocks-libev ipk forM{4Netgear WNDR4300# HH 25

o (B Ziitshadowsocks-libev ipkZE A (R FEHF20164E)
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https://software-download.name/2014/shadowsocks-libev-polarssl-ar71xx-ipk-latest/
https://software-download.name/2015/netgear-wndr4300-openwrt-fanqiang-gujian/
https://fanqiang.software-download.name

W& M Netgear WNDR4300E) 55 B2 & 3 4

ERNAY, X—SRREEN
S =%, THATHopenwrt-fangiang; £ #IECE X4 ; IS REE S
TELlinuxZ%& 4 ~/Downloads T24E N4l

& A& A B L & XX {4 openwrt-fanqiang i B
o git T #openwrt-fangiangi B
cd ~/Downloads git clone https://github.com/softwaredownload/openwrt-fangiang
o HE T HzipXX
https://github.com/softwaredownload/openwrt-fangiang/archive/master.zip

AHh I H X452 . ~/Downloads/openwrt-fangiang

£ #llopenwrt-fanqiang & m 849 1% B2 i& XX 44 lopenwrt-wndr4300 B X T
B —MEEXH, UBRARISSR, i ~/Downloads/openwrt-wndr4300

cd ~/Downloads
mkdir openwrt-wndr4300

cd openwrt-fangiang

cp -R openwrt/default/* ~/Downloads/openwrt-wndr4300/
cp -R openwrt/wndr4300/* ~/Downloads/openwrt-wndr4300/

L ERIRME, 5 & HI 3 AMESE X openwrt/default/* E openwrt-wndr43008 3% T
SR IE 8 Hlwndrd300+% FARIERE 3CH-F| openwrt/wndr4300/* E| openwrt-wndrd300B 3% T, IR E R L XHaiBE =

INRIREITHRAIE, thZ5EFopenwrt-fanqgiang/openwrt B % T I ERAZRE S VB A, BB AMEEXHBEILE T ZEX
#HIAMXHREBRNEH

& Netgear WNDR4300%0 1% A i& 3T 4
TEBERUATXE:

openwrt-wndr4300/etc/shadowsocks-1libev/config.json
openwrt-wndr4300/usr/bin/ss-firewall-asia
openwrt-wndr4300/etc/uci-defaults/defaults

AT HBUBRFHE, STUEMbashX B IHEREE X

—tiRERE B3N, I(REERLIBIME—NIEE: T #kimageBuilder, T#OpenWrti&fY, T #kshadowsocks-libeviRiY, [ openwrt-fangiang
TR, fniRipk, ISTERREINE, MITEINEEG, B E—wBEK, FEHE. ZRTOMESEEGREAERERLT

THE—TEINEREEXHIEF, MATFLALERZERRLS . M2015F 128, FTREAT B3l BlaBIMEE I Zbr kL, AER
LR

config-wndr4300.sh:

#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2015-12-20

REPOSITORY=~/Downloads/openwrt-fangiang
CONFIG=~/Downloads/openwrt-wndr4300

createdir() {

rm -rf $CONFIG
mkdir $CONFIG
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https://github.com/softwaredownload/openwrt-fanqiang
https://github.com/softwaredownload/openwrt-fanqiang/archive/master.zip

copy() {
cp -R $REPOSITORY/openwrt/default/* $CONFIG/
cp -R $REPOSITORY/openwrt/wndr4300/* $CONFIG/

}
setmod() {
chmod +x $CONFIG/usr/bin/ss-firewall-asia
chmod +x $CONFIG/etc/uci-defaults
chmod +x $CONFIG/etc/uci-defaults/*
}
modify() {
# server ip address
sed -i 's/1.0.9.8/server_ip/' $CONFIG/etc/shadowsocks-libev/config.json
# server_port
sed -i 's/1098/server_port/' $CONFIG/etc/shadowsocks-1libev/config.json
# local_port
sed -i 's/7654/7654/' $CONFIG/etc/shadowsocks-1libev/config.json
# password
sed -i 's/killgfw/killgfw/' $CONFIG/etc/shadowsocks-1libev/config.json
# method
sed -i 's/chacha20-ietf-poly1305/chacha20-ietf-poly1305/' $CONFIG/etc/shadowsocks-1libev/config.json
# server ip addresss
sed -i 's/1.0.9.8/server_ip/' $CONFIG/usr/bin/ss-firewall-asia
# local_port
sed -i 's/7654/7654/' $CONFIG/usr/bin/ss-firewall-asia
# ppoe username
sed -i 's/wan-username/wan-username/' $CONFIG/etc/uci-defaults/defaults
# ppoe password
sed -i 's/wan-password/wan-password/' $CONFIG/etc/uci-defaults/defaults
# wifi password
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/etc/uci-defaults/defaults
# router login password for root
sed -i 's/\\nfangiang/\\nfanqiang/' $CONFIG/etc/uci-defaults/defaults
}
if [ "$1" = “createdir" ]; then
createdir
elif [ "$1" = “"copy" ]; then
copy
elif [ "$1" = “"setmod" ]; then
setmod
elif [ "$1" = "modify" ]; then
modify
else
echo "usage: createdir copy setmod modify"
fi

config-wndr4300.sh{& 4%

BRUEZ -

server_ip
wan-username
wan-password

INRARELENS, MBUXZTRATT, AT ARRERRA RHEARET
T -

router login password for root
wifi password
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HAth i — AR FBOMER AT

{R#%config-wndr4300.sh7#E~/Downloads B 3% F, sBiTa S BEMEXEEES

cd ~/Downloads

sudo chmod +x config-wndr4300.sh
./config-wndr4300.sh createdir
./config-wndr43e0.sh copy
./config-wndr43e0.sh setmod
./config-wndr43e0.sh modify

HXER:
o https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/

WRALER A, HEIEEBM AL https:/fangiang.software-download.name 2018-12-05
1% & W #:Netgear WNDR4300E]H: BL & 34

o & THAEKIAKEE X Mopenwrt-fangiang il B
. & Hllopenwrt-fangiang B E RO E 46 L & XX 44 Ellopenwrt-wndr4300 B sk T
. &% Netgear WNDR4300E014 BL & XX 14
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% PEOpenWrt B ) & 1% E 4 for W {4:Netgear WNDR43007% H 3§

ZURTEILT SRR, —OIESR%, TEMERIFIES FNetgear WNDR4300L 2 BafRHEH T

& w1 OpenWrt B 3 B RS B4 RTHI R S A 4%

sudo apt-get update
sudo apt-get install git-core build-essential libssl-dev libncurses5-dev unzip

& OpenWrt Image BuildertJ =M &8 5175 %

e PROFILE $EE ##K%, a2 WNDR4300V1
o PACKAGES fEEZ41FEHrIE
o FILES {EEZEHmIFHEMRI B E X, MLk H XEE X4, Bl B 3¢ ~/Downloads/openwrt-wndr4300

&Y FF14%% ¥ OpenWrt & 5 B0 4% E 4 for M {4-Netgear WNDR43005% H1 25

o
T

cd ~/Downloads/openwrt-imagebuilder

make image PROFILE=WNDR4300V1 PACKAGES="libiwinfo-lua liblua liblucihttp liblucihttp-lua libubus-lua lua luci luci-app-firewall luci-base luci-lib-
ip luci-lib-jsonc luci-lib-nixio luci-mod-admin-full luci-proto-ipvé luci-proto-ppp luci-theme-bootstrap rpcd rpcd-mod-rrdns uhttpd base-files libc
libgcc busybox dropbear mtd uci opkg netifd fstools uclient-fetch logd kmod-gpio-button-hotplug swconfig kmod-ath9k wpad-mini uboot-envtools iptab
les ip6tables ppp ppp-mod-pppoe firewall odhcpd-ipv6only odhcp6c kmod-usb-core kmod-usb2 kmod-usb-ledtrig-usbport luci-ssl ipset ipset-dns wget ipt

ables-mod-nat-extra bind-dig dnsmasq-full libmbedtls libcares libev libsodium shadowsocks-libev -dnsmasq" FILES=~/Downloads/config-wndr4300

2 PRI 4R -

opkg_install_cmd: Cannot install package kmod-ipv6
#%B& kmod-ipv6 /4w % Th
2 T 5 R B ] - -

~/Downloads/openwrt-imagebuilder/bin/targets/

Hasg:

openwrt-ar71xx-nand-wndr4300-ubi-factory.img
openwrt-ar71xx-nand-wndr4300-squashfs-sysupgrade.tar

AIA R T Z MR B E S, img RFD tar 18X, H img WX R EERA titp BIAEBATRIA M tar W LB ERIT Openwrt)WEBR AT
5PN

& R} 3% {# FImage BuilderZi 1% B 3 &% OpenWrtE ¢
BRSO i PR TR AL ER -
e Build dependency: Please install the openssl library (with development headers)

For Centos:

yum install openssl-devel

For Ubuntu:

sudo apt-get install libssl-dev

e Unable to open feeds configuration in line 42

ﬁﬁﬁ svn co svn://svn.openwrt.org/openwrt/trunk/ Tﬁ%ﬁéﬁéﬂ‘]ﬁi}ﬁ;ﬁﬁﬂm’l\w@
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e configure: error: you should not run configure as root (set FORCE_UNSAFE_CONFIGURE=1 in environment to bypass this check)
See config.log’ for more details

FTFROXHHFREESNE S RBA & Rubuntu

sudo chown -Rv ubuntu /home/ubuntu/openwrt

ﬁi%ﬁ:@ﬁ' make
X TR
e https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/

WAL, &% EBR AL : https:/fangiang.software-download.name 2018-12-05
4 FOpenWrt B 2 B B4 for M #ENetgear WNDR4300#% Fa 8%

o P 4iPEOpenWrt B 3 BILL E AT R S A %
o & OpenWrt Image BuilderfI =1 &S 1753
o & FFth%iiFOpenWrt B 3RS E 4 for M#ENetgear WNDR4300# 123
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{4 Netgear WNDR43002% H1 25 ‘& £f Rl OpenWrt B /) &1 55 [E 44
& FMIRELLEHER R img tarfd X 5

openwrt-ar71lxx-nand-wndr4300-ubi-factory.img
openwrt-ar71xx-nand-wndr4300-squashfs-sysupgrade.tar

A ¥ T A E M, —F . ubi-factory.img #&3{, —#4 ...squashfs-sysupgrade.tar #3, H img #&=X RAEA titp B ERIA , T tar
RgedEd BRI T OpenwrtlIWEBIRIHTRIA . T E 27 B8 FFF R RIRIRIA A

titpRIE A X, TERERIE SR 248K, #AURfactory.img

@ M {Netgear WNDR43003% H1 253 APk £ X 84 %

o XIEEEHER IR

o A F% BEMARY RERSETEMNYES T @A &/ FL(Restore Factory Settings button)

o FRHURFFX

o WERHLRLT (LLI R R {ERestore Factory SettingstRHAEMF), BRI HIRITH BENIF RELE SN RS (UKL BELIEAR]
T TFTPIE &)

0 Linux ~Netgear WNDR4300 i 25 F tftp Rl B0 1% [ 44

o IFHMIAML R AM LANO, A 2wand, EfTNetgear WNDR4300KIwan O 2 & &Y

o FHIMAARMEREIPREN 192.168.1.X (LB IPHNE 1% E N 192.168.1.9), FMHE Y 255.255.255.0, M % y192.168.1.1
o HREAZRU AR EBX

o NIRBET EIETIBRA:

ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

Warning: time of day goes back (-3646479862160196504us), taking countermeasures.
Warning: time of day goes back (-3646479862160196420us), taking countermeasures.

o M{#Netgear WNDR43008% £ 25 il B8 15 E 44

sudo apt-get install tftp

# EAERREE %

cd ~/Downloads/openwrt-imagebuilder/bin/targets/ar71xx/nand

echo -e "binary\nrexmt 1\ntimeout 6@\ntrace\nput openwrt-18.06.1-ar71xx-nand-wndr430@-ubi-factory.img\n" | tftp 192.168.1.1

o WEIETRL, XH-LAESHNEETE, FROVER, AARBENER(FMLER, UDRBERFIEL) . AGERRE, BRRLLT, —
EEZNSREM LRI X FIEL., FH, FNTTEEREFELSG XFEBUG, Hithopenwrtth B—F:H, B R Rlfactory.img#f & iX it

BREZRTRAISEFTEILABINE, 2.4G 715G MELESNT Y KT, WD HFHF

Windows T Netgear WNDR43008& F 25 FA tftp il 51 5% & 44

o S Atftp, Windows 10T : #HI @R, FAEEHERI, BFFEE, BASEMWindowsIhie, BRTFTP'E/ if

o T O FARMZEIEERI &R LANO

o [FHNAIARMEREIPIE N 192.168.1.X (LLfIdIPHhit #E H 192.168.1.9), FMENL Ky 255.255.255.0, M %192.168.1.1
o RAZFIIAIREBZER

o ABER EZRIBEHES: ping 192.168.1.1

o M{#Netgear WNDR4300 H 2= Rl &R H% B4

o Windows+R fii AcmdF B LB SITIERF
o {Ritopenwrt-ar7 1xx-nand-wndr3700v4-ubi-factory.img7EC:\#

FYrN
» SEfTE@SR:

cd C:\
tftp -i 192.168.1.1 put openwrt-ar71lxx-nand-wndr3700v4-ubi-factory.img
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o MEIETRLI, WEXERE BIRGL, BFIW L. FHl, BNFEEEEILLSG
HXRR:
e https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/

e https://openwrt.org/docs/guide-user/installation/generic.flashing.tftp
o Windows FNetgear WNDR4300f|OpenWrtE #4PDF#3E by 15i%

WRAFR A, $540%EBRH AL : hitps://fangiang.software-download.name 2018-12-05
W {4Netgear WNDR4300#% F 25 &Rl OpenWrt B 2 & 14 & 44

o P WREILEMHAE R img tarfg X )

o (@ Mf+Netgear WNDR4300& 25 A1k & XM %

o &P LinuxTNetgear WNDR4300% F 25 Ftftp Rl B4 E 4

. Windows T Netgear WNDR4300% E1 25 FA tftp il &9 (= {4
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BExFREBALR T OpenWrt E45 & 4 89 4 Netgear WNDR4300E%
2ES

Netgear WNDR4300 fiii % i2: 5 1% & 44 T %1 (2015-12-22)

https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/

RIZIRAZA22 1% T WNDR4300E8 Fa 8% OpenWrt £ B3I EM, FF BRI T ERESR, ME—CIER, MAUTNEBIRINET . BSTWIT,
MEERRAFER—THE

MBS B O IR E S, T8 T AKIERHtHINetgear WNDRA300HE FZF50HEE 4 F Rl T BB 2%, M AIF Bt —L(H T se B 2 ERHG
AREREE X EEXRRER

@ EFEFE LR T OpenWrt Bk E 4 #I W £ Netgear WNDR430074 i1 55

FAMZEFE RN FIER R 2R, 19 R AR EEIP & 192.168.1.97, FMEND )y 255.255.255.0, M % 4:192.168.1.1

o MTTEHhALE: hitp://192.168.1.1
e ssh&k: root @192.168.1.1
o EINEZENY: fangiang

Linux FsshZ 3 WNDR43003& 25 F B RN E

eastking@ubuntu:~$ ssh root@192.168.1.1
root@192.168.1.1's password:
BusyBox v1.24.1 (2015-12-18 16:02:57 CET) built-in shell (ash)

Author:
https://github.com/softwaredownload/openwrt-fangiang

# server_ip
root@openWrt:~# vi /etc/shadowsocks-1libev/config.json

# server_ip
root@penWrt:~# vi /usr/bin/ss-firewall-asia

# wan-username, wan-password
root@openWrt:~# vi /etc/config/network

# wifi password, optional
root@openWrt:~# vi /etc/config/wireless

IR ARG T AZFEE A Mshadowsocks local_portfitunnel_port, i&1§{&h/etc/dnsmasq.d/ T8 % X b iyix O S
PATU T o R EEREK

root@openWrt:~# /etc/init.d/shadowsocks stop
root@openWrt:~# /etc/init.d/shadowsocks start
root@openWrt:~# /etc/init.d/dnsmasq restart
root@openWrt:~# /etc/init.d/network restart

HXRR:

o https://software-download.name/2015/netgear-wndr4300-openwrt-fangiang-gujian/

BRALFRA, 4% EBRH AL : https:/fangiang.software-download.name 2018-12-05
ERFWEBLRIT OpenWrt ik El 489 4 Netgear WNDR4300% 25

o @ Netgear WNDR4300 i 1R % E 4 T #(2015-12-22)

o @B EFFEJBELRIT OpenWrt L4 E IR ¥ Netgear WNDR43003 B35
. Linux Fssh& 5 WNDR43003& H 23 F & Rk E

. PATLL T s R E ISR

131


https://software-download.name/2015/netgear-wndr4300-openwrt-fanqiang-gujian/
https://github.com/softwaredownload/openwrt-fanqiang
http://192.168.1.1
https://software-download.name/2015/netgear-wndr4300-openwrt-fanqiang-gujian/
https://fanqiang.software-download.name

132



D-Link DIR-505}% Hi 25 Rl OpenWrt[E] {4 &l 5k 1 58

BIEMBIEAL S TP-LINK TL-WR2543N EiffENRIE S A&, FRR2HFINHEFTP-LINK TL-WR2543N, M2 ENFLEFFXERE
B/ ZEEN, VREFEASERRBEHRFLRES LT ARBSHmET, MEWTER, MEAZF K, NRMEEEERhITUEE

By aaikk, 24 D-Link DIR-505 {E#Xikh%s. MES, MEER

% D-Link DIR 505 IE#-1E 8

Architecture: MIPS 24Kc

Vendor: Atheros

Bootloader: UBoot 1.1.4
System-On-Chip: SoC: Atheros AR9330 rev 1
CPU/Speed: Atheros AR9330 400.000MHz
Flash-Chip: NANYA NT5TU32M16DG-AC
Flash size: 8192 KiB

RAM: 64 MiB

Wireless: 802.11b/g/n

Ethernet: 10/100 full duplex

USB: Yes 1 x 2.0 ar7240-ehci
Serial: Yes - tested working over TTL converter (3.3V!)
JTAG: Nope

52 AMNIEIERETP-LINK TL-WR706N 150M R B T LL B8 8k AR9331 SOC 2MB Flash/16MB RAM #8 Ltk 2 T B 2411k . HIEHE Tl 3%
RITP-LINK TL-WR2543N, thFjd28MB Flash, 64MB RAMATE

#, D-Link DIR-505 B RIEHR £ =X, #iXOpenWrtRSt Hi I v B FAIBERI A D-Link BIPR £ R RIFTE 4, HAI LA OpenWrt BHK
SEXRIFE Y, THRRTEMKRHS

404aT149 X D-Link DIR 505 A1

HEARED-Linkt A T, W EBNEMI & DIR-505:2 W K # 5 — FXD-Link B B 2%

201458 A MEE D-LinkE A TEME X8 D-Link DIR 505 A1, 69Jt, E#MAS:1.03CN, £ T/E, BT FFHEE, REST, £XBA—
A, &R L OpenWrt, 75 (BRI ffitth 5T [ERS £ W

% ] 54 B % EH 25 il OpenWrrt 81 i 75 28
e https://github.com/softwaredownload/openwrt-fangiang
TEZL I B OpenWrrtig R EFERSN . T 7 £ W3R 578!

e https://fangiang.software-download.name
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/SUMMARY.md

AR, HakigEBA AL hitps:/fangiang.software-download.name 2018-10-22
D-Link DIR-505%% FH 25 Rl OpenWrt[E {4 2 1k 258

e A D-Link DIR 505 I@8{41E 8
o @@ 104l L D-Link DIR 505 A1
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an{al i3t A DIR-505 ik & #%£ X

EF > OpenWrtATBEE IR B BB, ANSHIR, TIREHINE, XN Eh R T AR BB £ 18
AHFPA LA DIR-505 Bk £ 8 3

Bt AD-Link 1% £ #& =t
& DIR-505FN HEALAMLEERR, WEIHEHMKrMIPv4ihit )y 192.168.0.98, FME 255.255.255.0, TEMERERE 3N TH{E reset 7L,
L BIERTFFIRZIR NIRRT, ¥ FFresetfl, RE N WERITH 192.168.0.1, X BARA[LL LRI E#5RI OpenWrt E 4

Plug in your computer to the unit, assign it an ip address of 192.168.0.98, and boot the unit up while holding down the reset. Once the
red light starts to blink slowly, release the reset, and go to 192.168.0.1 on your web browser. From there you can upload a new image.
After successful flashing, you'll see a "Success" page in your browser.

RIFTE ST, EHRE B3RP

A A OpenWrt ik £ =

FAPZ A5 % ER 2 F0 A I R SR, 4% LI R R B IP V4t BEE A 192.168.1.97
B RRE L RER I, RN S IR R E R T2 WPS MBS LED $5 RATFF I8 BRI [N 1R

For the generic failsafe mode you can follow https://openwrt.org/zh-cn/doc/howto/generic.failsafe You can use the WPS button for that.
While booting up, just press it several times until the LED flashes very quick. If you're still not able to telnet it on 192.168.1.1 maybe

there's something wrong on the client-side.

T kR Rubuntu B telnet A OpenWrt 3% & root Z %

telnet 192.168.1.1

telneti% £ FRE X Broot# Y, B3IE M ssh:

root@openWrt:/# passwd

Changing password for root

New password:

Retype password:

Password for root changed by root
root@0openWrt: /#

ATLLZE Ubuntu B Ctrl + Shift + t iIF— M@ H1TE O, 21K ssh ##EOpenWrt:

ssh root@192.168.1.1

IR sshiE LT, NEEIXERMNZE JTE TLWR-2543N BIRSE—FT
EFEMZ, D-Link DIR-505 EFA#EDOZF eth1 A RZEH I eth0
Other than similar routers (e.g., the TP-Link TL-WR703N), the D-Link DIR-505 uses the interface eth1 rather than ethO. This means

that if you build your own firmware, you must configure /etc/config/network accordingly (option ifname 'eth1'), or you will not be able to
connect later on via Ethernet.

N telnet AR L, ZHiX—TFTEEssh&ER

8 % ED-Link DIR-505k & 155 5 4 1%

ERARBEILLEEN, EEX0penWrt, HIJIAMLIEHNFIIRBAIMEEER, FRAE. REXLEERS, BN LB TL AR ELRH
25, B& 3t DIR-505 OpenWrt 1T &

uci set wireless.@wifi-device[@].disabled=0;

uci set wireless.@wifi-iface[@].ssid='eastking-dir5e5";
uci set wireless.@wifi-iface[@].encryption="psk2+ccmp’;
uci set wireless.@wifi-iface[@].key="icanfly9876"

uci commit wireless;
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wifi

WEBFELEER, AL B &5, XS, BeshB R RHS
X FIR:

e https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/
e https://forum.openwrt.org/viewtopic.php?id=38742&p=8

e https://openwrt.org/toh/d-link/dir-505

e https://my.oschina.net/'umu618/blog/271630

WRALER A, HEIEEBM AL https:/fangiang.software-download.name 2018-12-05
ATk A DIR-505 ik £ #E =X

o X ik AD-Link 1% § 1=
o A it A OpenWrt #ik & =
. EB PBED-Link DIR-505k % FH 2§ & 2k 1% 4%
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D-Link DIR-505 A1 [fll OpenWrt[E {413 72

D-Link B8 EH2R 281X 8, FREEERIOpenWrt E 4, E5LEID-Link B A Erua TR B4, 163t %% 3FBDEFACN, FLEH, Bl
OpenWrt[E 4

T #D-Link DIR-505 A1 Efrhik B 77 B4

https://openwrt.org/toh/d-link/dir-505
Tkl

e http://support.dlink.com.au/download/download.aspx?product=DIR-505
o ftp://files.dlink.com.au/products/DIR-505/REV_A/Firmware/

& 16 FI4m B IE R EHMER R, DEF %k CN

AR — M6 FIgER, EAXH, AR UbuntuTHYRE 25163 Hl% 4 28 GHex IEE HHEBIGHex T FF E 4

£ DIR505A1_FW109B02.bin - GHex

EA 52 80 00 78 00 00 00 10 00 00
54 00 00 00 00 G0 00 GO 60 0O 0O
4F 52 4E 45 54 2D 50 41 43 4B 45
35 30 35 41 31 2D 33 00 00 00 0O
00 31 2E 30 39 2E 30 32 00 00 0O
00 00 00 27 05 19 56 1E D5 76 FO
OE F5 98 80 00 20 00 80 1F FA 60
05 02 03 4C 69 6E 75 78 20 4B 65
49 6D 61 67 65 00 00 0O 0O 00 0O
00 00 66 5D 00 60 80 0O 80 A9 2B

Signed 8 bit: | 51 ' Signed 32 bit: [ -2142049741 | Hexadecimal: | 33
Unsigned 8 bit: | 51 Unsigned 32 bit: | 2152917555 Octal: | 063
Signed 16 bik: | -5581 Float 32 bit: | -7.614526e-39 Binary: | 00110011
Unsigned 16 bit: | 59955 ! Float 64 bit: | 6.518877e-310 . Stream Length: '8 - |+
Show little endian decoding | Show unsigned and Float as hexadecimal
Offset: 0x0
1EREEMRINT :
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£ DIR505A1_FW109B02.bin - GHex

EA 52 80 00 78 00 00 00 10 00 00 48 4F 52 4E3.R..x...... HORI"
54 00 00 00 00 GO 00 OO 60 OO0 00 00 00 60 OOET..............
4F 52 4E 45 54 2D 50 41 43 4B 45 54 2D 44 49HORNET-PACKET-DI

35 30 35 41 31 2D 33 00 00 00 00 00 00 43 4ER505A1-3...... CNj
00 31 2E 30 39 2E 30 32 00 00 00 00 0O 54 E}E}B.I.E}Q.E}E ..... T
DO 0O B8 27 05 19 56 1E D5 76 FO 53 96 D4 AB|....'..V..v.5...
OE F5 98 30 00 20 00 80 1F FA 60 D3 93 31 19[...... heoerlery P

05 02 03 4C 69 6E 75 78 20 4B 65 72 6E 65 6(|....Linux Kernel
49 6D 61 67 65 00 00 0O 00 OO OO 00 0O 0O QO] Image..........

00 00 06 5D 60 60 80 GO 80 A9 2B 00 060 60 00....]...... S TR
Signed 8 bit: | 0 ' Signed 32 bit: | 774963200 | Hexadecimal: [ 00
Unsigned 8 bit: | O - Unsigned 32 bit: | 774963200 Octal: | 000
Signed 16 bit: | 0 Float 32 bit: | 4.024514e-11 Binary: | 00000000
Unsigned 16 bit: | 0 ‘ Float 64 bit: | 1.305072e-76 | stream Length: | 8 -+
Show little endian decoding | Show unsigned and Float as hexadecimal
Offset: 0x40
Alt + S REFXTE ##IEHR

ARt BT AR T E R4 B T SRS S 163 i (H B [ 44

https://software-download.name/2014/dlink-dir-505-openwrt-fanqgiang/

Rl ERENEHBEH

RBRHFESFM, BELRBER
7£ Ubuntu T HEiNii%$E DIR-505 FREARSAI A% :
DIR-505 BREHERH ™ BN R E R A FF/E DHCP, FRLLEA1ZE S i F 2K EMER B RMERAD IPv4 #hiit ¥ g8 EBREAER

HEBELHEE, B LATLRIES L, 1% Edit Connections, HEFdlink-xxxx, xxxx N EH2EMAC ID BI/544i, Edit..., IPv4 Setings, Methodik ¥
Manula F3}j, Address £ Add, &iB :

e Address: 192.168.0.9
e Netmask: 255.255.255.0
e Gateway: 192.168.0.1

BRL R E 5T E HUIN L BE L £ M2 dlink-xxxx T

WRRERFEA hitp://192.168.0.1 SHIRER S, REUH RESHIRGERTE:
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~&i@E : DIR-505

SREEHE:

WIRELESS

E#% © 2012 D-Link ©1/D-Link FiERE R EMR LS

EERE BA R BRERELEBN 4, RERLEMNER B #EAFAKEHTTE, mdi Browse... LAEHAIHESIFHIEH
I ——

FE: FEESAGBEREUIHARUER. EH#TAEN , FRUNAEP - R% A8
REYNER

MEASES , EHNHANSRAUEEABAAP, SAASRHFNIXHSE  RESE LR
.

Lf%: | Browse.. | DIR505A1_FW109B02 bin

| L= |

RERT Lk BASTRRIFTE S, T AT LR OpenWrtE # T

<=, DIR-505A1 fill OpenWrt & {4

T # OpenWrt [E {4 for DIR-505A1:

e http://downloads.openwrt.org/snapshots/targets/ar7 1xx/generic/
e http://downloads.openwrt.org/snapshots/targets/ar7 1xx/generic/openwrt-ar7 1xx-generic-dir-505-a1-squashfs-factory.bin

DIR-505/|OpenWrt[& 4 :

HEMRERT B LRI OpenWrt,—EZE T #k factory.bin. 1L f5, %F150%), DIR-505A1 B HIRI_ET OpenWrt FFRE 4
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EfFAESEER

YiiEEE :1.09 B :2014/June/10
YIS SHEMEE - 1.00CN B8 :2012/5/8

ALER-REFNEEERFEE: ies

GEYUNER

.

Li&:
Browse... ] openwrt-ar7 1 xx-generic-dir-305-a1-squashfs-factory bin

Lf5

HXTR:
e https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/

e https://my.oschina.net/'umu618/blog/268466

WRALRR A, %4 EBR AL : https:/fangiang.software-download.name 2018-12-05
D-Link DIR-505 A1 il OpenWrt[El {4 id %2

o @ T#D-Link DIR-505 A1 EFrhRE 5 E#

o © A16itHI%HBEREHMERK, DEF & CN
o & REREREWEHEY

e & DIR-505A1 Rl OpenWrt &l #
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https://software-download.name/2014/dlink-dir-505-openwrt-fanqiang/
https://my.oschina.net/umu618/blog/268466
https://fanqiang.software-download.name

D-Link DIR-505E A T X FF %
% DIR-505 FEH4-FF S muf v BiE =

D-Link DIR-505 E£ KM ESHRE S, FRESHUF—H, ERNEBEHZ—FHEH, EPEHEH DIR-505 A1, thBl2AKERANES, &K
FRAF=N, EFXLHF, AT UEAmRPER

s bail, RiEER22, BRI LITHFDIR-505 EFF X 8358, B s AT X LHMER, ET/RMTA:

RoutertZ XX F1APE =

EHEXXT LA EARouter X MAPR, AR BIR A M EAIT MIXAFE, £ EIRouteriizi ARouteri® =, # AP AAPER,
DIR-505 &I El#, RouterflAP#F— 1146l FEAMH, FEERXBHFPUETEFNRE. RERKINELRT OpenWrt, LN R RN T
EHCDENRE

EARBIED, IEFHFFHE LA NAPH, FEMRouter/APRE{E JyRoutertd

7ERouterf =i}, DIR-5051F ALk EA, HLEAMENWAND, & FIADSL Modem, THEHEIL EL M A X E KRB HBF, FEXAER
T—REFEZEUERS LMKS

FEAPHER, #EEDIR-5058TiHEH & B4R, DIR-505MF LR O ALANOME R, AT ER B SR AILAN O 51 PR £:% £ BIDIR-505. #E 54 £ M,
BRELY RATLER AR

letc/rc.local #|FA GPIO izEF XA E
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rc.localN&INT :

# Put your custom commands here that should be executed once
# the system init finished. By default this file does nothing.

if [ ! -f /etc/config/backup/network ]; then
cp /etc/config/network /etc/config/backup/
cp /etc/config/wireless /etc/config/backup/
cp /etc/config/firewall /etc/config/backup/
cp /etc/config/dhcp /etc/config/backup/

fi

read_gpio() {
(echo $1 > /sys/class/gpio/export) >& /dev/null
(echo "in" > /sys/class/gpio/gpio$l/direction) >& /dev/null
return “cat /sys/class/gpio/gpio$l/value’;
}
read_gpio 19;
v=$?;
read_gpio 20;
v=$v$?;
read_gpio 21;
v=$v$?;
read_gpio 22;
v=$v$?;
read_gpio 23;
v=$v$?;
case "$v" in
10001) v="router";;
11001) v="repeater";;
01001) v="hotspot";;
11000) v="ap";;
*) v="error";;
esac

/usr/bin/$v
logger working mode: $v

exit o

R E& A REBHEEX Y, FTREXNTERZETRIBEES, UEHIEE

TE/usr/bin B % T O3 MAER Mbash 30 i, RIEFRIMGPIOM A AM AT B X FEAZBIET hEZER A /usr/bin/routerfl /usr/bin/apiX A4~ 3L
#

RIBIRFTRA, 15 EE:
e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/dir505

fREEARS, ATLUEETRENTEIAK, AAREXHBREHH:

git clone https://github.com/softwaredownload/openwrt-fangiang

LEESeE

e https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/
e https://my.oschina.net/umu618/blog/273945

MRALERAE, ¥ #kis £ AL https:/fangiang.software-download.name 2018-12-05
D-Link DIR-505 2 A TEEXF X

o f DIR-505 ¥ FF IS M A=
. RouterfE =X F1APR =
o 8 Jetc/rc.local FIF GPIO HERFFXGIE
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DIR-505 Router 1% =

&4 Jusr/bin/router 15 :

#!/bin/sh

# Author: https://github.com/softwaredownload/openwrt-fanqiang
# Date: 2014-08-22

cp /etc/config/backup/* /etc/config/

uci delete network.lan.ifname
uci delete network.lan.type

uci add network interface
uci rename network.@interface[-1]='wan'
uci commit network

uci set network.wan.ifname='ethl’
uci set network.wa

5

.peerdns=0

uci set network.wan.proto="'pppoe"’

uci set network.wan.username='wan-username’
uci set network.wa

5

.password="wan-password"
uci set network.wan.peerdns=0

uci commit network

# default is no this option
#uci set dhcp.lan.ignore=0
#uci commit dhcp

uci set wireless.@wifi-device[@].channel=11

uci set wireless.@wifi-device[@].txpower=15

uci set wireless.@wifi-device[@].disabled=0

uci set wireless.@wifi-device[@].country="CN"

uci set wireless.@wifi-iface[@].mode="ap"

uci set wireless.@wifi-iface[@].ssid="eastking-dir5e5"
uci set wireless.@wifi-iface[@].encryption="psk2'

uci set wireless.@wifi-iface[@].key="icanfly9876"

uci commit wireless
wifi

/etc/init.d/network restart

& L iieA

RRLAMRIREE X HBZIEE X E %, A WEEETRIGE E X4 EEMARouter R I, HL4EOAWAND, Xifwani] interface
name £ eth1, Bkiklaniinterface name £/ T eth1, EM&

HEXRR:

e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/dir505
e https://software-download.name/2014/dlink-dir-505-openwrt-fanqgiang/

AR, i EBA AL hitps:/fangiang.software-download.name 2018-12-05
DIR-505 Router #&z{

. Jusr/bin/router £74:
o & KHYiLEA:
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DIR-505 AP #& =X L 2 F8

8 Jusr/bin/ap X4 :

#!/bin/sh

# Author: https://github.com/softwaredownload/openwrt-fanqiang
# Date: 2014-08-22

cp /etc/config/backup/* /etc/config/
uci set network.lan.gateway=192.168.1.1
uci set network.lan.dns=192.168.1.1
uci set network.lan.ipaddr=192.168.1.97

uci commit network

uci set dhcp.lan.ignore=1

uci commit dhcp

uci set wireless.@wifi-device[@].channel=11

uci set wireless.@wifi-device[@].txpower=15

uci set wireless.@wifi-device[@].disabled=0

uci set wireless.@wifi-device[@].country="CN"

uci set wireless.@wifi-iface[@].mode="ap"

uci set wireless.@wifi-iface[@].ssid='eastking-dir5e5"
uci set wireless.@wifi-iface[@].encryption="psk2'

uci set wireless.@wifi-iface[@].key="icanfly9876"

uci commit wireless
wifi

/etc/init.d/network restart

& HRA%ieR:

HEAPHEHT, DIR-5050F L O NLANO A, SR EFTHERAERAILAND {RBDIR-5050THER 2 #9IPiil £192.168.1.1, WiEDIR-505
#lan M X FMdns#RZ2192.168.1.1, H & DIR-5058 lan IPihii4192.168.1.97

& DIR-505%7#51 K MER LS 5%

R £ 0B B 3R iR A I E BN

FLI IR B TE £k 4 eastking-dir505: IPv4ithit 2 192.168.1.53 (R F R RAHiLL), &E FMHEIL4255.255.255.0, WX FIDNS ik 28 i ith
1EEN192.168.1.97, ERIMER/E, HWIE L eastking-dir505 BNA] B 2 ERk

[R¥ : LIDIR-5054F ADNSHR %528, HA1EZHEDIR-505K B AN ER, BAR LTI XM T
R £ R R E L E0h

RN 5B T £k 1E 3 eastking-dir505 yDHCPEN T R : A LB B 2R F ADNSHR %528, £ BRI ELHLE, Z IR MERH AT A% BB B 50k
T

INRARE AR ARIF VR, XA AZEA dir-505 dns R B4R X AR S5 -

/etc/init.d/dnsmasq stop
/etc/init.d/dnsmasq disable
/etc/init.d/shadowsocks stop
/etc/init.d/shadowsocks disable

RIGRFIREK, HEE:
e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/dir505
HXRIR:

e https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/
e https://openwrt.org/docs/guide-user/network/wifi/bridgedap
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WA A, %545 EBR AL : https:/fangiang.software-download.name 2018-12-05
DIR-505 AP #& = FR %42

o (B /usr/bin/ap fX14:
o & Himiie:
o &P DIR-5052#1h KXMERLL /7%
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“m1FOpenWrtE B 2/ 8115 E 44 for D-Link DIR-505 A1

BT ISR LT L, HAAI4 % NetGear WNDRA30OENHA & 4 —

{Rth BT LAE 3 T 3 PR3P RO BRES B4 - hitps://software-download.name/2014/dlink-dir-505-openwrt-fangiang/

S T #HEED-Link DIR5053 £ & 1 25 #lmage Builder

Image BuilderX iltimage Generator, FIFAEEAIRILIAEHEHIES B C XL B HR/ME G
i OpenWrthiR A :

e #A http://downloads.openwrt.org/
e Stable Release, /g KT ERRA :

o OpenWrt 18.06.1
o Released: Sat, 18 Aug 2018
e it A http://downloads.openwrt.org/releases/18.06.1/targets/

P CPU 58!
JEFE ar71xx: http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/
4% Flash 258!
% generic:
http://downloads.openwrt.org/releases/18.06.1/targets/ar7 1xx/generic/
T# Image Builder for DID-505:

o TIEHR dir-505 HEIESIMAMRAS, LR dir-505-a1

e T# Image Builder:

cd ~/Downloads

wget http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/generic/openwrt-imagebuilder-18.06.1-ar71xx-generic.Linux-x86_64.tar.xz
tar -xf openwrt-imagebuilder-18.06.1-ar71xx-generic.Linux-x86_64.tar.xz

mv openwrt-imagebuilder-18.06.1-ar71xx-generic.Linux-x86_64 openwrt-imagebuilder-generic

T OpenWrt T 4: % Fi 25 FPROFILEfH

cd openwrt-imagebuilder-generic

make info

HI BT E##ES, D-Link DIR 505 A1#IPROFILE{E £DIR505A1, 80T :
DIR505A1:
D-Link DIR-585 rev. Al
Packages: kmod-usb-core kmod-usb2 kmod-ledtrig-usbdev

DIRGOGAT:
D-Link DIR-600 rev. Al

P HH BRI RZ A E OpenWrtE 4 # &
#FD-Link DIR-505 A1 T2 Eag8sK i, AT LLXFE SR

echo $(wget -q0 - http://downloads.openwrt.org/releases/18.06.1/targets/ar71xx/generic/config.seed | sed -ne 's/~CONFIG_PACKAGE_\([a-z0-9-]*\)=y/\1
/ip")

2018-09f £ Al :

libiwinfo-lua liblua liblucihttp liblucihttp-lua libubus-lua lua luci luci-app-firewall luci-base luci-lib-ip luci-lib-jsonc luci-lib-nixio luci-mod-

admin-full luci-proto-ipv6 luci-proto-ppp luci-theme-bootstrap rpcd rpcd-mod-rrdns uhttpd
Ha:
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BTN
make info

ETERSFIH -
Current Target: "ar71xx (Generic devices with GENERIC flash)" Default Packages:

base-files libc libgcc busybox dropbear mtd uci opkg netifd fstools uclient-fetch logd kmod-gpio-button-hotplug swconfig kmod-ath9k
wpad-mini uboot-envtools dnsmasq iptables ip6tables ppp ppp-mod-pppoe firewall odhcpd-ipv6only odhcp6c

ANSHBARLRAE:

Default:
Default Profile
Packages:
kmod-usb-core kmod-usb-ohci kmod-usb2 kmod-usb-ledtrig-usbport
HERBRLYSLES, 5 HEPROFILEX T E, % F DIR505A1:
kmod-usb-core kmod-usb2 kmod-usb-ledtrig-usbport
BEXE:

wget bind-dig iptables-mod-tproxy kmod-ipt-tproxy ip-full dnsmasq-full simple-obfs libmbedtls libcares libev libsodium shadowsocks-
libev

e libmbedtls libcares libev libsodium shadowsocks-libev
shadowsocks-libev R ik, FEE DHi¥, R TMIFFHE:
https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/
o simple-obfs 2 shadowsocks-libev E&EHEH, EEBCH T, K TR IFIFHE:
https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/
o iptables-mod-tproxy kmod-ipt-tproxy ip-full FFR5 A4k UDP 4%
o dnsmasq-full FEE S shadowsocks & /)i ss-tunnel &

Dnsmasq 2 DNS Z2###1 DHCP AR5 DAk, 1E st & A2 AR 5525 (DNS), dnsmasq el LLBid 2277 DNS 153K 4R % Uy i i B RA ik B3
HE, EADHCP BR%58%, dnsmasq BT LA B i ik it ) Mlip i ik F1ER BB

ERiAHdnsmasqybase iR A, ZhRARTEEN 15 5E gl & b AT AR IC R AE (RN BA TR T X — L4 FE 18 4 fntwitter F HEATHRIC) , UM MR
K #gdnsmasg-full

o bind-dig AT LU i1 & AR AT
rthaESE—EFEEL, FNAER EHIE Sublime Text, ZBA& /R, BAENBZEME B \n, A5 Edit -> Permute Lines -> Unique
AR, AT EIEE 2 %% 1%/ shadowsocks-libev & HithZEFAEIM .ipk X% ElimageBuilderf#) B 5% T packages

& RIBHIE %i¥Fshadowsocks-libev for OpenWrt ipkZ it &

fo THRIAKEBE R E X4
T & Blinux% 4t ~/Downloads T &1E /94

cd ~/Downloads
git clone https://github.com/softwaredownload/openwrt-fangiang

AT H X922 . ~/Downloads/openwrt-fangiang

B —MEEXH, URHBFREBLR, i ~/Downloads/openwrt-dir505

cd ~/Downloads
mkdir openwrt-dir5e5

cd openwrt-fangiang
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cp -R openwrt/default/* ~/Downloads/openwrt-dir5e5/
cp -R openwrt/dir505/* ~/Downloads/openwrt-dir505/

T EMIRE, %8 HEAMNEE X4 openwrt/default* | openwrt-dir5058 & T
R IE £ Hdir505% FARECE S 2 openwrt/dir505/* Bl openwrt-dir5058 % T, IR ARG X HHREE

BB AT AT AR

cd ~/Downloads/openwrt-dir5e5
chmod +x usr/bin

chmod +x usr/bin/*

chmod +x etc/uci-defaults
chmod +x etc/uci-defaults/*

BB etc/uci-defaults B Ft FHIXH S ERBRE —RBHINPIT— R AXBRNWE-LEAMH

& & 24 I DIR5058 i Bt i ST

e ~/Downloads/openwrt-dir505/etc/shadowsocks-libev/config.json
serverd BRI AR 55 25 S FRIP

e ~/Downloads/openwrt-dir505/usr/bin/router
wan-username ¥ wan-passwordgl i 5z Frii

e ~/Downloads/openwrt-dir505/usr/bin/ss-firewall-asia

1.0.9. 84 IS BRI AR 55 35 L FrIP

B 7)) & %I F01& S DIR-50580 % ¥ B 3T 4
config-dir505.sh:

#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2015-12-24

REPOSITORY=~/Downloads/openwrt-fangiang
CONFIG=~/Downloads/openwrt-dir505

createdir() {
rm -rf $CONFIG
mkdir $CONFIG

¥
copy() {
cp -R $REPOSITORY/openwrt/default/* $CONFIG/
cp -R $REPOSITORY/openwrt/dir505/* $CONFIG/
¥
setmod() {
chmod +x $CONFIG/usr/bin/ss-firewall-asia
chmod +x $CONFIG/etc/uci-defaults
chmod +x $CONFIG/etc/uci-defaults/*
¥
modify() {

# server ip address
sed -i 's/1.0.9.8/server_ip/' $CONFIG/etc/shadowsocks-1libev/config.json

# server_port
sed -i 's/1098/server_port/' $CONFIG/etc/shadowsocks-1libev/config.json
# local_port

sed -i 's/7654/7654/' $CONFIG/etc/shadowsocks-libev/config.json

# password
sed -i 's/killgfw/killgfw/"' $CONFIG/etc/shadowsocks-libev/config.json
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# method
sed -i 's/chacha20@-ietf-poly13@5/chacha20-ietf-poly1305/' $CONFIG/etc/shadowsocks-1libev/config.json

# server ip addresss
sed -i 's/1.0.9.8/server_ip/' $CONFIG/usr/bin/ss-firewall-asia

# local_port
sed -i 's/7654/7654/' $CONFIG/usr/bin/ss-firewall-asia

# ppoe username
sed -i 's/wan-username/wan-username/' $CONFIG/usr/bin/router

# ppoe password
sed -i 's/wan-password/wan-password/' $CONFIG/usr/bin/router

# wifi password
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/usr/bin/ap
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/usr/bin/router

# root password
sed -i 's/\\nfangiang/\\nfanqiang/' $CONFIG/etc/uci-defaults/defaults

}

if [ "$1" = "createdir" ]; then
createdir

elif [ "$1" = “"copy" ]; then
copy

elif [ "$1" = “"setmod" ]; then
setmod

elif [ "$1" = "modify" ]; then
modify

else
echo "usage: createdir copy setmod modify"

fi

A% £ config-dir505.shiff £ B 345517

./config-dir505.sh createdir
./config-dir505.sh copy
./config-dir505.sh setmod
./config-dir505.sh modify

@ FF 144 1 OpenWrt B 2 Bl 1% E 4

cd ~/Downloads/openwrt-imagebuilder

make image PROFILE=DIR505A1 PACKAGES="libiwinfo-lua liblua liblucihttp liblucihttp-lua libubus-lua lua luci luci-app-firewall luci-base luci-lib-ip
luci-lib-jsonc luci-lib-nixio luci-mod-admin-full luci-proto-ipv6 luci-proto-ppp luci-theme-bootstrap rpcd rpcd-mod-rrdns uhttpd base-files libc 1
ibgcc busybox dropbear mtd uci opkg netifd fstools uclient-fetch logd kmod-gpio-button-hotplug swconfig kmod-ath9k wpad-mini uboot-envtools iptable
s ip6tables ppp ppp-mod-pppoe firewall odhcpd-ipv6only odhcp6c kmod-usb-core kmod-usb-ohci kmod-usb2 kmod-usb-ledtrig-usbport wget bind-dig iptable
s-mod-tproxy kmod-ipt-tproxy ip-full dnsmasq-full simple-obfs libmbedtls libcares libev libsodium shadowsocks-libev -dnsmasq" FILES=~/Downloads/ope
nwrt-dir505

%% 47 B B E 44 7E ImageBuilderfibin/targets/ar7 1xx/ B 3 T

ARBHRFHEIES R ER ERRARGE LR E S e

FHEHERTIRRZ ...sysupgrade.bin, IR ERTE 4 LRIZEHA ...-factory.bin
SEARMIERFREXFBRE, REEFEEHRED-Link DIR-505 A1/5, SR REEEE. BN

RERBEXHRERHEN, fixEH—REEERD), RFIFXDEH, LUSHEREERSESE, B SRR T ERI—R, JL58h A3 — &R
SEE
X FIR:

e https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/

e https://software-download.name/2014/shadowsocks-libev-polarssl-ar7 1xx-ipk-latest/
e https://openwrt.org/zh-cn/doc/howto/obtain.firmware.generate

MRALFR A, ¥akiEEBR AL hitps:/fangiang.software-download.name 2018-12-05
4 EOpenWrt£ B 3 #14 E 4 for D-Link DIR-505 A1
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& THSEAD-Link DIR505T 4L % B 23 #Image Builder

4% OpenWrtE 2k B Fa 25 FIPROFILE (Y

B HH KA %8 & iOpenWrE A S

© RIBHIR YiiFshadowsocks-libev for OpenWrt ipk & 4L
B THMTEBE LB ERE X

BB AHITIUR

& WAHEHRAIDIRS05EH L ERE ST -

B3 £ #IFESDIR-50580 55 1 B 344

@ FFa4 PEOpenWrtE B B 1
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D-Link DIR-505 A1 [fll:& FAOpenWrt& {4

SRHTE AR B O R E Y, diiF SRR B, AR REBsMN . HTFEMHERE, AHNARATREFEECHFEY, XEA
DIR-505s: P& ReRfbl, ME T HIM FHERMEEY, RistE, BXBAR AVIERDHNNRE, M IlE ek, AREBMEH XLt
AEME

BREHRRAOFF X IR EIZIH Router/AP FHEMMEAL, MEMRRALMEARNTFAR, MBMLEETHME 1Y

DIR-505/8 |~ [ {4 R &4 B 4 09 5 3%

&L T D-Link DIR-505 A1/E %A Rl A E 4B R
iR T 162 FIE R B4 -
B T EHM I T4 B 4% T 163 FIE AR Bl: https:/software-download.name/2014/dlink-dir-505-openwrt-fangiang/
BEAFMUBAMTERIBHE, RFELH
[RIDIR-505k %R 14 E 4 factory.bin:
E| T E# i T E AT DIR-5058 5055 E 4
https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/
T# openwrt-ar71xx-generic-dir-505-a1-squashfs-factory.bin

RERE 77 F A0 U BA R E 4

Q9 OpenWrt[E ¢ £ fiti 2 Bl B0 3% B 44

EE, TESHES TRELEIRMDIR-505 LRI T OpenWrtE 4 MR ZE F 2 Z 7T LI B & 58 5% Mopenwrt Bl 4
THFES sysupgrade.bin:

2| Tt it T AT DIR-50580FL5E 4 openwrt-ar7 1xx-generic-dir-505-a1-squashfs-sysupgrade.bin: https:/software-
download.name/2014/dlink-dir-505-openwrt-fangiang/

T LB
RN B 1T P2k B T Lk E R R R AR, RIE

cd ~/Downloads/openwrt-imagebuilder/bin/targets/ar71xx/
scp openwrt-ar71lxx-generic-dir-505-al-squashfs-sysupgrade.bin root@192.168.1.1:/tmp/

ssh& 5 OpenWrt#& F 2% ssh root@192.168.1.1 cd /tmp

sysupgradeF+ 7% &l {4 3 BUH 4R B IR R ECiE XX

root@openWrt:/tmp# sysupgrade -n openwrt-ar7lxx-generic-dir-505-al-squashfs-sysupgrade.bin

SH 0 REAYNFRBERMEE X
EHEMAHERFERFERTR

HXRIR

o https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/

KRALFRA, 45 EBRH AL : https:/fangiang.software-download.name 2018-12-05
D-Link DIR-505 A1 [fll:& FHOpenWrt[E 4

o [T DIR-5050E ¢4 RIERLSE #6075 %
o D OpenWrtE £ i b F+2 25055 E 4
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&5 3 1% & DIR-505 OpenWrt &5k & 44

ADSL ModemMIZ; 4IRS A0 AL O, IR BT XX FXAE Router/AP EHEAOISM, MBMBALARBEBRNTER MEMLEETH
RIS — 14, A LlroutertE =X 4451, INRIRAN AR RapiBE, HBITHEMNEE

B e % £ DIR-5052% H1 28

L FE B T2k 4% eastking-dir505

T

2014-09-01h%: wsjdw,8181
FThR#RRZ: icanfly9876

S ssh &% OpenWrt F11% E &

ssh root@192.168.1.1

fﬁki}ﬁﬂ‘ﬁg fangiang ﬁi&ssh

BN RRREIR:

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.

The fingerprint for the RSA key sent by the remote host is
cf:c5:12:34:56:0b:4d:1c:56:48:6a:87:04:cf:b8:83.

Please contact your system administrator.

Add correct host key in /home/openwrt-fanqiang/.ssh/known_hosts to get rid of this message.
Offending RSA key in /home/openwrt-fangiang/.ssh/known_hosts:3
remove with: ssh-keygen -f "/home/openwrt-fangiang/.ssh/known_hosts" -R 192.168.1.1
RSA host key for 192.168.1.1 has changed and you have requested strict checking.
Host key verification failed.

R NERR E R BITRTIHMBFESS:
ssh-keygen -f "/home/openwrt-fangiang/.ssh/known_hosts" -R 192.168.1.1

REMRAUERERT

P BRIFRAVIIBHREE

root@openWrt:~# vi /etc/shadowsocks-libev/config.json
root@openWrt:~# vi /usr/bin/router

#INRRapiR=

root@openWrt:~# vi /usr/bin/ap

root@penWrt:~# vi /usr/bin/ss-firewall-asia

SHMEHRTE:

e shadowsocks.json/, serverdft B R HIAR 55 25 3L bR IP
e router/apd wan-username F1 wan-password it f SZ R E
o ss-firewalld, 1.0.9.820ick BARAIAR % 35 L FRIP

INRARIEH T HABERME, 1 BTSRRI, TR ISR EMBOAE, LIRS —REMIE, BB LG, BilliEsshadowsockZ g

PATA T an B RIS K
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root@openWrt:~# /etc/init.d/shadowsocks restart

root@openWrt:~# /etc/init.d/dnsmasq restart

root@openWrt:~# /etc/init.d/network restart

# #%F dnsmasq ss-redir ss-tunnel@EFEEIT, B U MEMIHEHELE:

ps
2015-12-24likroutert® =, EREE XM, HiFHEH, RIHBEE RETABEUERBE AT LR
EHFARMSH, MALUINRRERAUEMLZITERT
LEESOE

e https://software-download.name/2014/dlink-dir-505-openwrt-fangiang/

KRR FR A, #40f EBAH AL https://fangiang.software-download.name 2018-12-05
543 & DIR-505 OpenWrt &% E 4
o & i EDIR-5058 158
o & ssh & OpenWrt FiH5El4
o D BELFRAVIERLE:
. PATU T @R EIEHRER
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HFm Y. TRBIE

AHETENEZ BHBR OpenWrt, Tt shadowsocksEiiil, A th ER— T HAhEhk i

B {7 HL A0 B8 FR 23 Rl OpenWrtBl i 5 =:
e https://github.com/softwaredownload/openwrt-fangiang
TELL ] B OpenWrrtlg R EFERSN . 17 £ W 3R 878!

e https://fangiang.software-download.name
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/SUMMARY .md

MR, B AL hitps:/fangiang.software-download.name 2018-10-22
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F Blantern W5 KT s2HL 0 Y88 B 5) B 1Y 238

WATSSAT SMEA, Bid BHERSFHE ETlantern I A/ # RE SN W28 £ B 2hERbE

& laternii XT#1 OpenWrt shadowsocks % i [X 5

o UEATEER N ViR B ANER
o [%EEROpenWrt shadowsocksElii 77 5 AT AE AU E B s8N, A EFMEES

A lantern 15 AT ER4S

FRSMBLERY, FIRS, AR, BOUEEFEFRERE, MRAERONFRNE, FRHEIERE T

AT Z L F TR 4, $X=Z2016-01-10, 7EGithub L E % 6516 Star, 2228 Fork, FFR1RIFEX

T4 lantern s kT Bl & 4

Github % :
https://github.com/getlantern/lantern

FRTH:
https://getlantern.org/

KT R B R =M WE

o {Z1L &R HEEMshadowsocksElLY
&3 OpenWrtER 28, SBITHS:

/etc/init.d/shadowsocks stop
INRMRZIRE https://github.com/softwaredownload/openwrt-fangiang W& BIERLE, B84 BB/ & —T /etc/init.d/shadowsocks B #start,
stop B2 E IEH, 2016-01-10RTIX F B Hbug, FHITstop/d EMFIER
o ITF Chromeill iz

o TR Tlantern kT, & BZNFEChrome BITFFHAITIE, Hhilbf BoR T MR KR FIsH O, LEAN nttp://127.0.0.1:16823/

1 Lantern X

(e lEl127.0.0.1:168

Welcome to Lantern! You can now acq
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https://github.com/getlantern/lantern
https://getlantern.org/
https://github.com/softwaredownload/openwrt-fanqiang
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/etc/init.d/shadowsocks
https://www.google.com/chrome/browser/desktop/

o RHTHIEMA TAMER ik ElanternBiREECE:

¢ Settings
BB
App Run Lantern automatically on system start
¥ Proxy all traffic AT R E

¥ Securely report anonymous usage statistics to
contribute to Lantern more info

\ B 4 23 {1 12 LA 6 Bh 250t
https://github.comy/softwaredownload/openwrt-fangiang

3 n Share Lantern 2.0.10 (20151009.024157) - About

o A S A T AR R Hlantern(Windows 945l)

Lantern

Eifl Lantern

ME-YEE, —BTHLT, MAIAREETHITFOTE LA YouTube KIREMHT, EEAHE

1 Lantern X
& | [3 127.0.0.1:1682 o B =

Welcome to Lantern! You can now access blocked sites.

P e ™ focebook — =
——~— e el Sgn Up
. -
- [Fu——— = m—

Facebook

YouTlube

Lantern 2.0.10 (20151009.024157) - About

& BLE ML B E Lantern B ARIE:

156



BATRROARTE 127.0.0.1 EFE—1 HTTP K, ix OS2 8787
EMSZHHRERE LIRE HTTP {HE:

Hhik: 127.0.0.1
HOS: 8787

(GE:"127.0.0.1"FR R K4 Haht”)

F 2, FFELantern, Dropbox#A RAILAE ## A T :

3,3 Dropbox Preferences X
F =
)
| J | li’ILl 'lil'P f:b
General Account Import Bandwidth Proxies
Proxy settings: () Mo proxy
() Auto-detect
® Manual
Proxy type: HTTP 5
Server: |127.0.0.1 | {8787 |

|:| Proxy server requires a password
Username:

Password:

&) Help Cancel Apply

QP lantern iz KT &S Y BC B SC4E RS

i Alanterni KTERRS S REZEB % -
Windows T it AlanternZ % B 3¢ :

Windows#, A
%appdata%

REFATLIEEA Lantern REB %

Mac i Alantern& & B 3%
/Users/name/Library/Application Support/Lantern
B2 & 3 ¥ : Lantern/lantern-2.0.10.yaml:

2.0.102RA S, BARRIRATmAL
log 34, RILAT AEERLE RIS RR

Lantern/logs/lantern.log

geolookup.go:161 Successfully looked up IP '1.0.9.8' and country 'CN'

Lanternf2 & ¥ o 937 8 4 K AR 55 25 IPHu 4Lt -
Lantern/lantern-2.0.10.yaml FiLEIE LN T RE, B £MARS 28, BXH VR 1L, FATLIEHAR 5538 :
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fallback-1.8.9.8:
addr: 1.0.9.8:443
pipelined: false
cert: "----- BEGIN CERTIFICATE----- \n...\n----- END
CERTIFICATE----- \n"

authtoken: B... https://github.com/softwaredownload/openwrt-fanqiang ...

UbuntuT B 2% Flantern®f 5% 5 44 -
RELIFCOBEFLINE, BINGoREFIRITE ~/golib/src BET

sudo apt-get update

sudo apt-get install -y git curl libappindicator3-dev build-essential libgtk-3-dev

# Use the Go compiler to build the lantern binary
cd ~/golib/src
git clone https://github.com/getlantern/lantern.git

cd lantern
source setenv.bash
go build -o lantern github.com/getlantern/flashlight

# Use curl to test that the proxy is working fine:
curl -x 127.0.0.1:8787 https://www.google.com/humans.txt

# This line will run Lantern without opening the browser window:
./lantern -headless

HXER:

e https://github.com/getlantern/lantern
e https://getlantern.org
e https://fangiang.software-download.name/

MALFRA, ¥ akih £t AL : https:/fangiang.software-download.name
F Alantern 1 KT SN i8S B oh BREE2EE

o @ laternii XT#1 OpenWrt shadowsocks&RH% # X i
o @ N3k lantern B KTERLS

o @ T# lanternii kTERES i

. BATERE R REMNE

o & EEMZYME Lantern B ER:

o @ lanternis KTERSS - ER B SR
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SR GE R E 4 1%

BEERI ER T, B EMER, MAHIPHI, REIEE RENRESERTHERE

o EREAG EER L R AR E B E A 1

i T E MG A D HIERTRE:

https://whoer.net/#extended

€3 BATEN, MREREEIR

TH, EATERRS, Chromeil igs, BEREE 40%, RE:

My IP . ‘? : m Your anonymity: 40% Too misch is known about you!

cation LR —— —— Ry - s -
L e No
2 NA Neo
= Win10.0 No
& Chrome 47.0 No
BRI T%%E, WebRTCRE T A#LIPHL:
=
. Interactive detection [ Runtests &
= .
IP address github.com/softwaredownload /openwrt-fanqiang  * Lecatiet
Flash @) NA Country: - Ge——————sg) More
WebRTC O B [ China Continent: [ Asia
Java (TCP) & NA Region: ) NA
Java (UDP) & N/A City: [ ——
Java (system) B NA ZIP: i NA

B, WATERSE, FireFoxig3%, FERFIXERWeRTCEL XM, EREERIXI0%:

. Minar remarks regarding your
My 1P: < ) el ( anonymity and security

i et = ¢ https://github.com /softwaredownload /openwrt-fangiang e i
ISP: & DigitalOcean &K Proxy: : No
Hostname: = NA ¢ TOR: No
0s: 2 Win10.0 ww Anonymizer: No
Browser: ® Firefox 43.0 2| Blacklist: : No

% 32 RIOpenWrt, ZiEshadowsocks-libev R, i 58 EE £ 52 FE it
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https://whoer.net/#extended

T I&l, FireFoxl %28, RFE, WeRTCEZ X ], EREE64%:

Serious security and
anonymity fails

My IP: < =

H [ oeakion m  https://zgithub.com/softwaredownload /openwrtfangiang ! ,_
SP: i Digital Ocean R Proxy: No
Hostname & NA & ToR Mo
0s = Win10.0 e Anonymizer: No
Browser: ® Firefox 43.0 =| Blacklist: Mo

Chromell %38, EABERA30%T:

Too much is known about you!

My IP: >

" Location o g — & DNS: - o, e P il
ISP; @& Digital Ocean No
Hostname = NIA 9 TOR: No
0s: 2 Win10.0 s Anonymizer . No
Browser; & Chrome 47.0 = Blacklist No

&5 Bh 1L 3 % 58 WebRTC it EAHLIPHu 1

Chromeil] Wi 23 RERHEHFLTILL T : WebRTC Leak Prevent:
RELIE, BABROpenWrt, &% shadowsocks-libevElL, Chromeill i 28 HIE & I2EI=FHEI T 64%
FireFox | /i 2% % /7] WebRTC:

ﬂbﬂt*ﬁgﬁﬁl about config
ﬁﬁ: media.peerconnection.enabled ilﬁﬁatrue&?\jfalse, ﬁxEIDM’tJJIEIE%T !

Operaill /i 25 R % #f {4 : WebRTC Leak Prevent:
# 4 2WebRTC What is WebRTC:

WebRTC, & #iRE M i szt @1{E (Web Real-Time Communication) BI45 E, & — >3 #0016 8830E 4T S 1B B X IE SIS 1R B BROR, 28
20104 L16820 5 E Tk Global IP Solutions/t B 3k S H — i A

WebRTCSLHL T £ F M I AIMANS I, P RWHATWG B, B A28 v 25 12 4 (7] 4 Ajavascriptioh AT LUK R SE i @ i (Real-Time
Communications (RTC)) B¢ h

WebRTC (Web Real-Time Communication) 1l B #1854 B B9 E E 2 ik WebJF & & HE E F ¥ Yi 2§ (Chrome\FireFox...) 2 SR EFF X H EE /IS
I S AN A, MEE THRETMEYS, WebF RELER XIS BEANBFESTLHIELE, REHS N HHJavascriptiEFEIE LI, W3CH
ML ELEHIE Javascript 17 #API, BATZWebRTC 1.0k A, DraftikZ ; 55 WebRTCIE % 2 HENS B 3T — 4> % ELI RN Wi 25 (F 4L B S SBAS BY
TE, BRFRKESNERET ERIFMESHE, R, Googleth & LM AT ikWebRTCHIE AR NHTMLS 42—, Bl 1.Googlefi B Z ik
WebRTCIR#t T MM I D AR, BIESMMEE. MR, MK LR, B RENEE, FREXFETES windows, linux, mac, android

HXHIR:
e https://fangiang.software-download.name/

WAL A, %545 EBA AL : https://fangiang.software-download.name 2018-12-07
BRI £ E 4 T
o & EFEIC A BN E W 0 2s EMBIE 4
o (3 IEKTERE, WYEREREEINL
o (@ BRI OpenWrt, Zitshadowsocks-libevERL, W 25E & R
o &5 AN Y188 WebRTC it ZEA#LIPHILE
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T

Bo & | Y2558 Fi DNS over HTTPS (DoH) i}t 1T% %« DNS

i

& 7. = DNS over HTTPS

84 &£ HMDNSSEC, DNSCrypt, DNS over TLS, DNS over HTTPS, T DNS over HTTPS &# &1

DNS over HTTPS f{i#iy oon RETF HTTPS Bl 2 £ B Mhil. HTTPS JRERHE B ATEE I, #4 DoH B EE N, BRATEEMR
ETENY https MisEZFE ST DNS &), FTLMREZ £

© DoH Wil &

¢ DNS over HTTPS &t &

#HLEDNS over TLS (DoT), DoH % T —Z &4, FiLlitRE= L DoT B8, MR EAEMAIDOHR S, XM EREHI K BT UZREHY

A o H#EEFEF DNS over HTTPS

o EFHTTPS 2L, +9HRE, AMTHERERITHA A
o ET HTTPS 2L, AILAE 4 Proxy

o TILIFEHFIA HTTP 2.0 M4FE

o WL B PRI

Firefox M 63.0 beta FF#A1E X 3 #F DoH

ARYFEE A DoH HI 1R

o BABEBELF T shadowsocks EHIEARSS

o shadowsocks-libev %& /i ss-redir 2R EFNH

o dnsmasq 7BE dns #if]

o shadowsocks-libev % /i ss-tunnel # % DNS %1 i) %] shadowsocks R 5% i
o B E Mt RIS E RIS, MEFMDNSTL AR Btk

LEI AT A % £ BR R R RO 1 &% R BT LL B ) RN
W i AR W iE A FAE N DoHAR %5 im 3k ITDNS#E4T, thipl B W ER B 1ZfTDNSE ), @il BEH 2% dnsmasq #0 ss-tunnel #4745k T
X AOIT AL BB T BRSSO 9148, FF ELDNS T ) AR B AT RE b 4% % B shadowsocks AR 4% i B R

MBRFNRRFERAZIENMRS, LT E X KERERECE DoH, FLAILIEERHERER dnsmasq 1 ss-tunnel 45, BN ML EERMETH
DNS &H L ER NEEHIRiE T

% 2545 FAIDNS over HTTPS (DoH)## % T 1&

HANEFERERE DoH AR5, FEFIE DoHAR 5 iRk 2 F IP Hhilkin A 228 i 25 #0948 M ECE A

e DoH fR %5 iz & A ZIER B 2Es dnsmasq ERNM L% e
o DoH AR % iIPHtiE in A B& £ 28 B A% O 2 B 51l R op

R {RIRER OpenWrt B F125 shadowsocks B Z)ER4Y . #l5 _E M#iFE
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https://github.com/softwaredownload/openwrt-fangiang
BE T IR E s EE, MLmBRAT, STMNT:
o iEJIH clone B|AM, fRERE C HIRE X

git clone https://github.com/softwaredownload/openwrt-fangiang.git

o BHEXNH & HIFIBRMEE RIMERAMZ Git Bash for Windows

cd /C/openwrt-fangiang
scp openwrt/default/etc/dnsmasq.d/custom.china.conf root@192.168.1.1:/etc/dnsmasq.d/

custom.china.conf Z B X MTEERNFET dns Mg, ESLBHNIEREIM DoH RS IHIEZMARLS T

scp openwrt/default/etc/shadowsocks-libev/ip_custom.txt root@192.168.1.1:/etc/shadowsocks-1libev/

ip_custom.txt & B & X I AN hEEZRHIP, EL®ET DoH BR%5H#Y IP il
BAHBHIRMB ARSI BHMAP BT HE, SIBBEFRFERIMAYE, +9AHE

FEIEMRZ, ip_custom.txt FHIEXH AR A Windows B AR 4iiE, ATLMEASE=A %1350 Sublime Text, FBIHRTARXKEN
Linux &=

o EORRREEE, FITEHREANMIELER

ssh root@192.168.1.1
kige@openwrt:~# /etc/init.d/dnsmasq restart
kige@openwrt:~# /etc/init.d/shadowsocks restart

@ FireFox EZi&{# F§ DNS over HTTPS (DoH)

e T#X FireFox
Firefox B M 63.0 hRAFFIR, 1R T + 537 SLAE0 DoH BLE R E
MRREARIR 63.0 LIFTHIARA, SEHE
FireFoxB2&DoH &S H X #i2
o A% 2 DoH R &E/EA
FTH—LE5L R/, 10 https://youtube.com https:/flickr.com
FireFox#ilt 4 A about :networkingidns 7178 A WL i5i 4 2@ 1T DoH AR5 AE4THY
TRR = Trusted Recursive Resolver, 452 TRR 5l true F&rigi£ 2i&id DoH fFHTHY

th AT IR R 28 3% 1] dnsmasq B lliR:

kige@openwrt:~# /etc/init.d/dnsmasq stop

I BB YRR R B BCE L DoH, X EikiE i B E 2R ARTE A, BARITH youtube.com, REFireFoxit 2% 1TEMS LI
BETAKRZ ADNS, AIRERBRRE, BHIMIGATRETEART, Y1 TIRA DoH MM EHRMEET
HAXHIR:
e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/etc/dnsmasq.d
e https://github.com/softwaredownload/openwrt-fangiang/tree/master/openwrt/default/etc/shadowsocks-libev

e https://www.rubyfish.cn/config-firefox

e https://fangiang.software-download.name/

MRALER A, #akik £ AL : https:/fangiang.software-download.name 2018-12-07
BLi& I 17 2813 F§ DNS over HTTPS (DoH) i#1T%& 4 DNS

o &5 {14, 2 DNS over HTTPS
o © DoH hilik=rE
e & DNS over HTTPS it
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https://youtube.com
https://flickr.com
https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/default/etc/dnsmasq.d
https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/default/etc/shadowsocks-libev
https://www.rubyfish.cn/config-firefox
https://fanqiang.software-download.name/
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A I HEFE A DNS over HTTPS

& A2 A DoH A9 15

%5 2248 FADNS over HTTPS (DoH)#I# 4 T4k
@& FireFox E2&{% /A DNS over HTTPS (DoH)
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~ o ﬁ
EMILF RS
ZiR, B R AL L LG, TS RSN EMAEE, /A Digital Ocean New York #4408 VPS, youtube.com 1080PHLA T
EAh
—IERT, BAMAELLTFILOER A LLT

e JFJE TCp fast open
o FF/E BBR &

o RALITFFXHHE

o B swap 3

B {77 ¥ A0 B FR 23 Rl OpenWrtEi i 5 ==:
e https://github.com/softwaredownload/openwrt-fangiang
TELL B 5 OpenWrrtig R ZR &4 . B2 £ MR 8078:

e https://fangiang.software-download.name
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/SUMMARY.md

WRALRR A, 445 EBR AL : https:/fangiang.software-download.name 2018-10-22
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Ubuntu OpenWrt F7F/= TCP Fast Open (TFO)ii £ ini&E

f+4. 2 TCP Fast Open - TFO

TCP Fast Open, fi#fTFO, BBRTCPHEITIF, ZXT1HEH ML &4EH| i (TCP) EEM—F L EF FLMIER, ATRERERRIE
BMITIEE

ZAANRBRENRMEA EFATRERAR I, &/ MRS BLAHHE, hFREE NN, FRVET, BFRIY EXF &8l

IR % SHANE S i R BRI R EEF =R, X SRR, BA TFO &, MRRIEMTD), EFUAESRIEFRAMWACKEIKE ZATH I8 KERK
&, ZIHERE T — T SBMTN, TRELMFIENMIFET ER

HE R, TFO BET EFMREELR, ETEFRNERIFEFLHRE, F1 TFO ZREXRH

{1 75 TFO M R &H

Linux kernel 3.7 & Ll E¥ 3 # TCP Fast Open

ERR % mAIUbuntu & —T

uname -r
4.15.0-34-generic

BERXEin OpenWrt BREIZHAIA— T EE A LLFFE TCP Fast Open

uname -r
4.9.120

Linux kernel 3.13 R EBIABELFFE TTFO, LinuxfR% 28 L3iEA%:

cat /proc/sys/net/ipv4/tcp_fastopen
1

INERIRE 0 RNEBEFETFO, FONEEKAFET

tcp_fastopen =M E{H LT & X
tcp_fastopeniZ i@ Z # G, K E—MEARERE M HXFEAFR), ETMRERS M EOAXN), EIRLERTAIFSYN
HAR AP RIBHRETM A EATFO cookieif il
e tcp_fastopen =1
HEEE SR LR A (URE ) i)
e tcp_fastopen =2
FEMITEREF (RS iH) LRVTFO
e tcp_fastopen =3
& imFAR S5 iRERE FATFO

AR, BMEEA T XEIE, U RN AR BAERS SRR ERE LBRAT top fast open, MEXMHZEAFXS, &
RETEITCPBIE INEIIF A

& s B AR E tep_fastopen

$ sudo sysctl -w net.ipv4.tcp_fastopen=3
$ cat net.ipv4.tcp_fastopen
B]

#AE—T sysctl -wBI %!
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$ sysctl --help | grep write
-w, --write enable writing a value to variable

wEBRIBREETAL

felo

& UbuntuR 4 FF /8 TFO /&

&l sysctl TATATLAE X N%SH
BE X TFO AmM&E:

e /etc/sysctl.conf
e /etc/sysctl.d/*.conf

XAMERET LRI ?
/etc/sysctl.d/README:

This directory contains settings similar to those found in /etc/sysctl.conf. In general, files in the 10-.conf range come from the procps
package and serve as system defaults. Other packages install their files in the 30-.conf range, to override system defaults. End-users
can use 60-*.conf and above, or use /etc/sysctl.conf directly, which overrides anything in this directory.

letc/sysctl.d/B F @& 5/etc/sysctl.confrp LRI E . 3B, 10-.confSEH MBIk B procpsB N 1EARZEKIME . HihBREMAIXH
30-.confSti [, BERSBIME, RLA/AILMERG0 -*.conf LI L, SXE (8 A/etc/sysctl.conf, EXBEERANE X1 BHE

R B I LT/ M.confe i, REMNEBEZRIE, REMH/etc/sysctl.conf
W £ RIZFE— AR 248 TFO BB /etc/sysctl.conf, B84 Bi—Fh 5 X R EENE

AOBBP SR UE R /etc/sysctl.conf, {BIXFTREZ N T SIHHIGNU / Linux KITIRMIRE, REXHS—BREBIER JEBEER xR, XHE
MRE

FAR.dB % (B/etc/sysctl.d/) B E | 2R VN RIEF/ESE A BERMXME, XEHFRMEMRANTXETHNEERRS, BERXE, Hlan, aTLUF
TFO/IS HURTE S {H-/etc/sysctl.d/98-tcp_fastopen.confdh, — B FAANE X S 4 24 Xitcp_fastopenfl], EMEIEIE (BEREEF)HWER
S5 X RRTE B A 2N 2 A 3T

BHATRELE, BRARET KM /etc/sysctl.conf T

$ su

# echo 'net.ipv4.tcp_fastopen=3' > /etc/sysctl.d/98-tcp_fastopen.conf
# reboot

$ cat /proc/sys/net/ipva/tcp_fastopen

3

LEaS, HAIEE root A/, BEETAXY, REERBUbuntuliil, IREI3HEREIER

A FR%i%4% B TCp fast open A £ 24/

Linux R#%3.13FF88, 7EN FATERF B % E 8 & Bsetsockopt R 4t il AL &£ BB, HEIRBRYIZHI, procli® NE

BAERT BTEAERAEFEINZBFIRFLEE, ALEMMERTFO, Mz EilsyscttREMREFERY], LEREHEN, WE
MRENESCHBIR, X FHARE ) 357 UE A B cookieM T FE I E

BEEBHEHFE L sysctifATRHAL, AIUPITUT RS

$ su

# RAND=$(openssl rand -hex 16)

# NEWKEY=${RAND:0:8}-${RAND:8:8}-${RAND:16:8}-${RAND:24:8}

# echo "net.ipv4.tcp_fastopen_key=$NEWKEY" > /etc/sysctl.d/98-tcp_fastopen_key.conf

# chmod 600 /etc/sysctl.d/98-tcp_fastopen_key.conf; chown root /etc/sysctl.d/98-tcp_fastopen_key.conf
# sysctl -p /etc/sysctl.d/98-tcp_fastopen_key.conf

# unset RAND NEWKEY

¢ 4. TCP fast open %4/

LU T, B ZMAER LR RETFOEY:

e $ sudo cat/proc/sys/net/ipv4/tcp_fastopen_key
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e $ sudo sysctl net.ipv4.tcp_fastopen_key
RIEE, LLRT LA 2 2

TFOEYPIR161MF T, RIRATFRETAHEFIFRE, 578418 FRE, MENLDR, FAXH:

32100e0a-9876daaf-7654b836-21096051

R LAfsE PRI 7 ik S L IR A
HESMHSHRRSB/AEDR, CRERNER —REY], FERERSFLUEHERBMEY]
MRFZEEEVPS, FERHIINMER, BIFAVPSEBHERZEN

f» OpenWrtZ4iFE TFO FiE &

vi /etc/sysctl.conf

# add line
net.ipv4.tcp_fastopen = 3

PATIN T a B2 3K

sysctl -p

& Shadowsocks %4 /= F TCP Fast Open /&
TEAR S5 imF0 OpenWrt % H1 35/ shadowsocks-libev BZE X {4 config.json / shadowsocks.json Hi0 L :

"fast_open": true

ERRS%IHAE S ik shadowsocks-libev

& X shadowsocks k55im TFO 2B EETE
ZtshadowsocksBR 554 Ubnutu fF, sE1TaR SR :

# B IP it

sudo ip tcp_metrics flush all
ip tcp_metrics

# NI%RZE

IXHHRFTFF https://www.youtube.com
REEITHR:

ip tcp_metrics

MRER, SFIHERUTEMICK

216.58.200.227 age 5034.824sec cwnd 10 rtt 185813us rttvar 185813us fo_mss 1380 fo_cookie 87c5a043c180c8ab source 210.98.76

216.58.200.277 age 5.356sec fo_mss 1380 fo_cookie 87aaa1f0c8761336 source 210.98.76

RILT fo_mss Fl fo_cookie FEX®A, iX2 TCP Fast Open $$HRIFEL, HP fo_cookie N EA154TIFLMIPHNE216.58.200.277 RIEIE
ERATTFO

MBRRGICIR R T B E MRS, ipid R AlfER S, Hoh—LEil 538 F fo_cookie FE, RILLTITaHIEER fo_cookiefIE Bk
Hik:

ip tcp_metrics | grep fo_cookie

BN — 4% fo_cookie itk tZAE, WiBAFFE TFO &AER
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https://www.youtube.com

& # & TCP fast openf it 4 TIER
rootfl )" X & #p H A B TCP fast openBIEAIRES :

root@ubuntu:~# grep '~TcpExt:' /proc/net/netstat | cut -d ' ' -f 87-92 | column -t
BRIMER:

TCPOFOMerge TCPChallengeACK TCPSYNChallenge TCPFastOpenActive TCPFastOpenActiveFail TCPFastOpenPassive TCPFastOpenPassiveFail TCPFastOpenLis
tenOverflow TCPFastOpenCookieReqd TCPFastOpenBlackhole TCPSpuriousRtxHostQueues BusyPollRxPackets TCPAutoCorking TCPFromZeroWindowAdv TCPToZ
eroWindowAdv TCPWantZeroWindowAdv
1 12 5 79 23 621 1 70

2 1 ] (2] ] 48 48

84

N IE root B AT, LERE

TCPFastOpenPassiveFail TCPFastOpenListenOverflow TCPFastOpenCookieReqd TCPFastOpenBlackhole TCPSpuriousRtxHostQueues BusyPollRxPackets
i, 70 2 a ] ]

—EEEE, rootfl /" ¥ B & F TCPFastOpenPassive H1EH

X shadowsocks-libev %& /7 i 4 & B S A TFO INiE
TEshadowsocks-libevg /' ifi ss-rrdir | ss-tunnel MIEZIS Mt v KEEFIE ER TFO 2EEA

kige@openwrt:~# /etc/init.d/shadowsocks stop
/usr/bin/ss-redir -v -b 0.0.0.8 -c /etc/shadowsocks-libev/config.json -f /var/run/shadowsocks.pid

&S TCP fast open HRESHEE X

o TCPFastOpenActive - B #IH T TFOZE 4k

o TCPFastOpenActiveFail - It ZI#ISYN-ACKEIE QMM E, XEHIRARBIASYNEIE A D L ENBIEF SEESYNEIENER, 1HER
[RIESYNEIE A @ &cookie + #iiE, XA 2EERIFXIFTFOMARS SRS E

e TCPFastOpenPassive - S ALETFOE S

e TCPFastOpenPassiveFail - TFO cookie =3280 A5SYNEHE A1 1

e TCPFastOpenCookieReqd - i# R TFO# & B & & cookie B A i SYN 1B G 51

e TCPFastOpenListenOverflow - B FE#EFEBIIRANIIKEMGZEATFOMALSYNSIE DM E

LEEAI TCP fast open X7, 153:
TCPFastOpenPassive
621

TN ABETFOE #4621, X ZFIEPRIRA(E, U TFO THER

B # 0 IH
o TFOZEA

LW ATFOMELIT MR AIRERHEE TREEEMNKRBNTR MREE TNATHh 725 Z XIEHEN AIRER MY BURTNATRZL
8] 2 3 PREFINAT Z FE I ARIPEUAER S S MTFOME R A IR 55 ik B R EMR SIS KIB R UK &Esyn-ack ELRENSWHS &L
PRSI A BRI RE R IREUN0 TRZRAR 55 3 s L Bt e

LEESARE

e https://github.com/softwaredownload/openwrt-fangiang/blob/master/ubuntu/etc/sysctl.d/98-tcp_fastopen.conf
o https://bradleyf.id.au/nix/shaving-your-rtt-wth-tfo/

o YiE TCPHLEITFF

e https://wikitech.wikimedia.org/wiki/TCP_Fast_Open

e https://www.keycdn.com/support/tcp-fast-open/

e 8.6 TCP Fast Open(TFO)
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https://github.com/shadowsocks/shadowsocks-libev/issues/1669#issuecomment-414033982
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/ubuntu/etc/sysctl.d/98-tcp_fastopen.conf
https://bradleyf.id.au/nix/shaving-your-rtt-wth-tfo/
https://zh.wikipedia.org/wiki/TCP%E5%BF%AB%E9%80%9F%E6%89%93%E5%BC%80
https://wikitech.wikimedia.org/wiki/TCP_Fast_Open
https://www.keycdn.com/support/tcp-fast-open/
https://blog.csdn.net/u011130578/article/details/44515165

o B FPANZE HCIR B BT BT Ee
e https://fangiang.software-download.name/

WA A, %54 EBR AL : https:/fangiang.software-download.name 2018-12-07
Ubuntu OpenWrt FF/& TCP Fast Open (TFO)iEME

o +4s 2 TCP Fast Open - TFO

o {1 FE TFO M REH

. top_fastopen =ML A& X

o © Ikl S AMA tcp_fastopen

o J UbuntuRZiFFIE TFO hniE

o A MR%IHARL TCp fast open B ALEE]

o &P 4 TCP fast open %]

o fu OpenWrHRZiFIE TFO FEME

o & Shadowsocks /{4 /Ef TCP Fast Open N

o & JIlik shadowsocks R %5if TFO HiRFIEE T/E
o & 7% TCP fast opent L4l TIEK &

. Wi shadowsocks-libev & /7 i A & AE R TFO M0
e O TCP fast open K AEE X

o B HILiE
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https://medium.com/@Blankwonder/%E5%90%84%E7%A7%8D%E5%8A%A0%E5%AF%86%E4%BB%A3%E7%90%86%E5%8D%8F%E8%AE%AE%E7%9A%84%E7%AE%80%E5%8D%95%E5%AF%B9%E6%AF%94-1ed52bf7a803
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

Shadowsocks k%5 Ubuntu FF /S BBRANE
@ % T BBR IEEE

BBRE—#GoogleFr kK BITCPHEIZHIH X, FEXMNERMTFA:

o HH—ELBRMMAERLEDIFMAGE. FEEGTEIE, il LML GERS
o [REMZEEER £ Mbuffer S FZE, MMBHEER . FEESIEEEARMSKKA )

FRE—T Ubuntu RAREAIUFEXNNERE X

uname -r
4.15.0-36-generic

LinuxR4A#ZE T 4.9 A LT B, MRIRMRARNKIET4.9, #4 Ubnutu BIRFTARAFLAILLT
TEEkA Ubuntu R#ARAE F4.9, £ FKVMA VPS (84ED0)

&) shadowsocks %5 i FF/E BBRINE

FF/& BBR IEFEWE Linux ASH. BE N ARSBRIFIHLEIXIF:

o 7 letc/sysctl.d/ FTRE, RERRISH /etc/sysctl.conf
o XHAZLBFI L RRREBIN HMBAINF, HF/NHEELME, REME sysctl.conf
o X4 N iZFREAMERIE X, tban 50-tcp_fastopen.conf

kige@ubuntu:~$ su

# echo 'net.core.default_gdisc=fq' > /etc/sysctl.d/98-bbr.conf

# echo 'net.ipv4.tcp_congestion_control=bbr' >> /etc/sysctl.d/98-bbr.conf
# sysctl --system

LEHSUE] root B/, BEEEFA .conf, AR sysctl --system MR G B EFLARFEE
TEH sysctl -p ERE sysctl --system, &N sysctl --system FIEBREMEREIM, FREENTUNREER RS FHER
FAT 98-bbr.conf A Z 50-bbr-conf, 4T &= 50-default.conf 1% FEHIBKINE : net.core.default_qdisc = fq_codel
fq #0 fq_codel A4 K5
CoDel 2 controlled delayf45 5
e net.core.default_qdisc = fq_codel
= 5FH9E Fqdisc
e net.core.default_qdisc = fq
ATIRS R, fa_codel ATFERAZR, ERAMLIMES, EEZRSHIWHER, T EMUNZEN
K7t BBR B RA R

kige@ubuntu:~$ lsmod | grep bbr

REEA tcp_bbr 13iBA bbr BEZ
BRERINNFIENEHEZTELEER:

$ sysctl net.ipv4.tcp_congestion_control
net.ipv4.tcp_congestion_control = bbr

$ sysctl net.core.default_gdisc
net.core.default_gdisc = fq

HXRR:

e https://github.com/softwaredownload/openwrt-fangiang/blob/master/ubuntu/etc/sysctl.d/98-bbr.conf

e https://software-download.name/2014/fangiang-jiaocheng/
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https://github.com/softwaredownload/openwrt-fanqiang/blob/master/ubuntu/etc/sysctl.d/98-bbr.conf
https://software-download.name/2014/fanqiang-jiaocheng/

e https://fangiang.software-download.name/

WRAER A, G EBM AL https:/fangiang.software-download.name 2018-12-07
Shadowsocks AR5 Ubuntu FF/2BBRANER

o @ XT BBRMEHX
. shadowsocks R % i FF /& BBRIE
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https://fanqiang.software-download.name/
https://fanqiang.software-download.name

Ubuntu server sx KT X H-# B 11t
A& E R AT I XX H = IR Hl

IETFE Linux R4 TIMITH XA HIHZAHE 7 MAELnUXTITHFES XE4HRF ? K BRERARERANLERRERTENBRE
AILEAL TS ERRAR VR AITIF Rl R

$ cat /proc/sys/fs/file-max
97898

7 Ubuntu 18.04 EBBIMRKRITH XHERFFHEZR 97898, Wil B2 EH A/ Al LI A B R RGP T FF978984 30 i
SEBR—T LA/ KT X4 HH PR FIERS, AR TERS:

$ ulmit -Sn
1024

$ ulimit -Hn
1048576

B Hikich S Bl soft, H Bl hard

fe BT 1 28 32 50 SE I 40 ST R 7F (FD) BRI

A LLE T LinuxiE 15 R 40 T B/etc/sysctl.conf X {4 B e BN 2 4t h E I T FF B SO R TR 3 E
ARG HE R SRR R A S SR HE 2, AN ARR I 7] 2

V1% . FAFEFF (8NOracle#kiE i i Apache WebfR %5 28) HFEMSEHME EE . Bk, &0 LLUEL ER%ZEE /proc/sys/fs/file-max s i EH{H K8
X HHRRE=

BIELEHMNEEL, REITHFXHHERSZ 97898, XM HF—MEUW KT, MEFTEBSH, AILMTRE

IR AR (BAroot B3 &%)

#sysctl -w fs.file-max = 51200

LU E &S imEIRE Y 51200 324, AN 43K
T E i/ etc/sysctl.confSXHFHMALUTIT, MEEFERREMARER:

# vi /etc/sysctl.conf
fs.file-max = 51200

FEIEME, BREY fetc/sysctl.conf LEBNRT TME, RIFZIEFMAMBE L ERE LMD, ZHEIISARESMANMRBRR
& AET

Rk, FAIVSLTE letc/sysctl.d/ B & TAIE—4 98-file-max.conf X, IEEE X ABEERE

# vi /etc/sysctl.d/98-file-max.conf
fs.file-max = 51200

REFFXXM A FEIHAEFEXTRETREYR, RERAFTRAUTHS:
# sysctl --system
ERMRRIEEILE:

# cat /proc/sys/fs/file-max
51200

BEIXH:
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https://github.com/softwaredownload/openwrt-fanqiang/blob/master/ubuntu/etc/sysctl.d/98-file-max.conf

# sysctl fs.file-max
51200

O el E R 205 4T FF X4k 7 FD BRI

LT FR B T R4 SE F SR 7 (FD) IR&I, 1BR, eI LUEL % /etc/security/limits.conf X4 WiB{EE R T I X4 RIBR I

o TREMA/ARMAMRE, BIHERRUEHHREERNAS SBTIRS
o H—NERF(hard), — MR F(soft), soft2EEIIEFRAIUESFAISCPRIRS, hard BB T HRFI R AN EMRAKE

MEEEERH, BRFABEARE/LEKRT, BNFEBRB2HRH

HILHE, ulimit ZEFRIMRETERILME R LA RS | R {bshelZ/F (B2 A1), HSHIE I AT LUE T2 MR Kl $ {E
TEHNFELEE—T shadowsocks-liev 52 #9RR Il 4 E

F B —T ss-serverfiff#2 ID, BIPID

$ ps ax | grep ss-server
6543 ? Ss 0:02 /usr/bin/ss-server -c /etc/shadowsocks-libev/config.json -u

BEIHFRIDE, BRAILUXFEEE ss-server MIRRFIEE T

$ cat /proc/6543/limits

Limit Soft Limit Hard Limit Units
Max cpu time unlimited unlimited seconds
Max file size unlimited unlimited bytes
Max data size unlimited unlimited bytes
Max stack size 8388608 unlimited bytes
Max core file size (] unlimited bytes
Max resident set unlimited unlimited bytes
Max processes 3841 3841 processes
Max open files 32768 32768 files
Max locked memory 16777216 16777216 bytes
Max address space unlimited unlimited bytes
Max file locks unlimited unlimited locks
Max pending signals 3841 3841 signals
Max msgqueue size 819200 819200 bytes
Max nice priority 2] ]

Max realtime priority (] [}

Max realtime timeout unlimited unlimited us

AW, ss-server iR KA LATFF3276840 34, XM FAE /B, A4 ss-serverBTEF T T DA XHFIR

IprocH{process_id)/fd @—1 B, ENERIIFNES M TAXGRE—IXM, BRREZ T EHIAZIRH A EHETRE

$ sudo 1s /proc/6543/fd | wec -1

54

EE, ss-server iR AREITHF XM B LR, EREIILRE

WIMERERZ:

$ sudo vi /etc/security/limits.d/98-nofile.conf

# add lines to it
) soft nofile
root soft nofile

DR IR TR SR SR A RERR G (EH th U, B A LA E -

512000
512000

$ sudo vi /etc/security/limits.d/98-nofile.conf

# add lines to it

k3 soft nofile 512000
& hard nofile 512000
root soft nofile 512000
root hard nofile 512000

FEEH-TRAWEN, BRARGHESTR,, B SiHE

, BATth ZEREE]

FFLB 2 SRR RN AT BrrootZ SR A FA 7, #RAT LUF I BlrootFF Sk BRI (X Aroot A F X ERR#l. & /B HIBF U AR B EMHIE

!

W _E B AL 2058 — AR R E RIS R /etc/security/limits.conf X, IXBERIMGE 5T
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EBRY RERTER:

$ ulimit -Sn
512000
$ ulimit -Sn
1048576

[R3E:@E it shadowsocks-libev £330t 18, [RATAIAETEFBBR TCPMMEEEITHFE SIS, BITFXEHHEBLRG WEMN LR S H
%, 4% E98-nofile.confld, X L EEMRBIRT

RHEL, CentOS, Fedora, Scientific Linuxf /& B& 44 /etc/pam.d/login X443 B MAESR U T T (MR 3K B pam_limts.so) :

$ sudo vi /etc/pam.d/common-session

# add this line to it
session required pam_limits.so

LEESARE

o https://github.com/softwaredownload/openwrt-fangiang/tree/master/ubuntu/etc/security/limits.d
o https://github.com/softwaredownload/openwrt-fangiang/tree/master/ubuntu/etc/sysctl.d

e https://github.com/shadowsocks/shadowsocks/wiki/Optimizing-Shadowsocks

o https://www.cyberciti.biz/fag/linux-increase-the-maximum-number-of-open-files/

e https://software-download.name/2014/fangiang-jiaocheng/

e https://fangiang.software-download.name/

WRAFR A, HEEEBM AL https:/fangiang.software-download.name 2018-12-07
Ubuntu server SR XITF XX B 1L

. AT £ E R AT I XM S E R PR
o fb ON{ATVHEE R G E RO ST H S 4F (FD) BRI
o O IETER ) JUNFT I 4R FF FD FR%I
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https://github.com/softwaredownload/openwrt-fanqiang/tree/master/ubuntu/etc/security/limits.d
https://github.com/softwaredownload/openwrt-fanqiang/tree/master/ubuntu/etc/sysctl.d
https://github.com/shadowsocks/shadowsocks/wiki/Optimizing-Shadowsocks
https://www.cyberciti.biz/faq/linux-increase-the-maximum-number-of-open-files/
https://software-download.name/2014/fanqiang-jiaocheng/
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

Linux TCP UDP M %54 8E 1t
A Shadowsocks B i 5 4t ’A 45 14 se L 16 B9 TR )

o TE—FFIA, REFILHE AR
o AILIFELURMIBE A PRSI, gukFgmmitbimn
N LA FFEE A A E ? ROAVEA B S MUEIEIURER — X, MR R T EAEMIBIER, 400K, Hrai sk 7 B

R RFIK/MEAE

TEEIITCP / UDPZ M IR EIR 2 BT, REASIFHIBMAPIMZIAFTIA, net.core.netdev_max_backlog {HIEEFEIEHEE] LIZE ZBIERA TR KER
Baf, S FEMLE AR BRIMIRTUR, EUILF a8 A LR RN S BMERER R 8, EAFERIME, Ei¥sysctl5$ sysctl
net.core.netdev_max_backlog—#2{E ., BKiAfE 41000, FHI@MNEFI3000LL L 1% 2 LA L #IE A E10Gbps (RE L) M P L3

$ sysctl net.core.netdev_max_backlog
sysctl net.core.netdev_max_backlog = 1000

sudo vi /etc/sysctl.d/98-network-custom.conf
net.core.netdev_max_backlog = 4096

%_/I\?’f{uﬂ"jlﬁﬁ% net.ipv4.tcp_max_syn_backlog LE{EE@J@*&I%*E@%*&% 15%*ﬂk§ll%ﬁﬁ¥§§ﬁﬁﬁ‘ﬁﬂ’ﬁﬁu\e H:Fmﬁﬁﬁ'lZB MBH#I%
4, BRIME 91024, X FEREFIFEMN, BMEN128, INRMRFSIFILH, @ mit g

$ sysctl net.ipv4.tcp_max_syn_backlog
net.ipv4.tcp_max_syn_backlog = 128

sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_max_syn_backlog = 4096

O RXRERERERIE

N FAFRRF Rl ATEALEE — N IEHR 2 AT IR E B A D SI M BRI R DU EXBIRKERN, #—PHIEEFRRH, O FRAASIEEN
Webfi 25 2% M ATERF, tHELIRE T REMIX LG IER T

$ sysctl net.core.somaxconn
net.core.somaxconn = 128

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.core.somaxconn = 4096

8 TCP FIN# 11t
FETCPIERES, WA WAIRIL X MiEHE, Linux TCPAEFINSHE G LLE MIEEF FEFFINACKE B E SUBINH

$ sysctl net.ipva.tcp_fin_timeout
sysctl net.ipv4.tcp_fin_timeout = 60

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_fin_timeout = 30

ERME (60) EE S, FTLUBA BI203K30 LUETCP X MIE B B BT IR A AT 5 — it

s = TIME_WAIT RS EEFIHITINEE

RIBLInUXTHY, BPZERATCP_TW_REUSE IrERVEFEFHEATIME_WAITRESMEEFTHTHEE
AL IBIIANIBTIME WAITIRS TR S B TCPIEEMWeb R 5250, XIUF 22— DT IEAIEE

$ sysctl net.ipvé4.tcp_tw_reuse

176


http://lxr.linux.no/#linux+v3.2.8/Documentation/networking/ip-sysctl.txt#L464

net.ipv4.tcp_tw_reuse = @

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_tw_reuse = 1

tcp_keepalive_time {1t

TCPERMMNMERTAN, BTERFHEERNAN, H—ABRRLALERN, ERAEH—ARIINNRSTHIESF XMEEET

AT, L ZHT, WANTRAMEFEEETFIR, XES—ATHREESHTEEM M XA EEE, MESEIRSTEMB — i, NTH
Wby 8= 3 X P I 4, EFATCP Keep Aliveb 2

H=AaE BRI A EKeep-AlivestB ., ZELinux Eftafi1=21:
e tcp_keepalive_time
BRi\7200%>
e tcp_keepalive_probes
g9
e tcp_keepalive_intvl
BRi\75%)
KA LRI

o EJURITFFTCPILHE
o WNRtcp_keepalive_timef) B4 &2 F2 B, W RE— PN ZEMACKEIES
o R FJ/ELER B CHHENACKIHTIEN ?
o &K/
n Fftep_keepalive_intvifb, 2AiE K% B —PACK
n 5§, EIERKEMACKERN%E Ftep_keepalive_probes
w NS BEIRIGEIMS, 175 R ERSTH L L E
o Z:REIFE2H

BOAERT, EXSHRERZLEAT AETRE, Fitt—BH—mIMMB2/MT 11560 (720050+ 75 * 98)), W EHABRIETCPIEHE

$ sysctl net.ipv4.tcp_keepalive_time
net.ipv4.tcp_keepalive_time = 7200

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_keepalive_time = 1200

) B RS BEEMTUR RN

—BEA, EHRERGFSAERBEMTULIINSGIES M IR 3= 2 [ EIMTU

ISR LLEEAT ip o MAEOLMMTU:

$ ip a | grep mtu
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq state UP group default glen 1000

a2 MTU
MTU = Maximum Transmission Unit

Zinternet LM ENBE K E — LR, EXAMENAFHIES HEREA. Hi2 EFEMERBEMNRAKRD, EMTUREMBIESHN
AR/ A Maximum Transmission Unit, &KX1&H8.5T, MTU

MTUBK, tERE#LT, (BRIEMREE, TRENZXAMBEELEREZEFLMES IR, FEE Ninternet L #VF SRR T AL MIER KA
il

ICMP3HE B IZ# AL %25 18 K EN, MENPZRBIZFEEZMMTUKE, tEHLHEFF )y Path MTU Discovery, B§EMTUR I
MEL EiF, ERE, EligME, E52ICVPEIRaN, REBHEEM AL, R NN R HERICMPEIR QR X MEL B 11575 2/
BAREFHRLERTEMRERRLEEBEERXICMPE R RF N ICMP black hole, ICMPE;R
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LR EXTIERN, BOERBERME, LEATHEHKER LEZRNKRES, MEKARMEENNEES

RFC4821 fg T —F L MICMPRIFIEFIMN S, FX SR X HRBREMTU, EELinuxkE SRR, BTHS:

$ sysctl net.ipv4.tcp_mtu_probing
net.ipv4.tcp_mtu_probing = @

$ sysctl net.ipv4.tcp_base_mss
net.ipv4.tcp_base_mss = 1024

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_mtu_probing = 1

tecp_mtu_probing, #HITCPA 4L - ZBEMTUK M, AE=4 E:

e 0 BEZA
o 1 BINERTER, EANEICMPERNEMA
o 2 WA B, {EMtcp_base_mssEI#IIAMSS

net.ipv4.tcp_base_mss ¥ & KL E AREIEMSSH, IR RSGEIA/NTF1024, ATEA1024:

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_mtu_probing = 1
net.ipv4.tcp_base_mss = 1024

B5E*

e https://blog.cloudflare.com/path-mtu-discovery-in-practice/

Akt e : Rz AR L{E
#FEubuntu 18.04 R AEINIERFEZ AR K/ :

$ sudo sysctl net.core.wmem_default
net.core.wmem_default = 212992

$ sysctl net.core.rmem_default
net.core.rmem_default = 212992

$ sysctl net.core.rmem_max

sysctl net.core.rmem_max = 212992
$ sysctl net.core.wmem_max
net.core.wmem_max = 212992

212992 bytes, & B KB, 212992/ 1024 = 208 KB

&

LR LR RAEFMREERMBANZEREA, SREFERK/ND, AT S EMZERRZBRAM, EHEMENE LSRR RIE, BNX—&d
SIREEIINFSER S B[RS ML, FENIBINTI256k / AMBIFRE R, B ELIS XL HTEAN R, KB RSEENERHE

e
%Z’HHE E ﬁXW?ﬁUL{t%M%ﬁ@J /etc/sysctl.d/98-network-custom.conf

$ sudo vi /etc/sysctl.d/98-network-custom.conf

# 256 KB / 4 MB
net.core.rmem_default = 262144
net.core.wmem_default = 262144
net.core.rmem_max = 4194304
net.core.wmem_max = 4194304

# Or 256 Kb / 64 MB
net.core.rmem_default = 262144
net.core.wmem_default = 262144

net.core.rmem_max = 67108864
net.core.wmem_max = 67108864

67108864 bytes = 64 MB, X MAR LK KH, RFZ2MIA—T, X FRHURS, XTMERER&IME

¥ AL : TCPZE R K /MIAE
HBE—TRSEINE:

$ sysctl net.ipv4.tcp_rmem
net.ipv4.tcp_rmem = 4096 87380 6291456
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$ sysctl net.ipv4.tcp_wmem
net.ipv4.tcp_wmem = 4096 16384 4194304

REMRBENBRERUA, HHIEETCPEIFIAGEZ P REF/, FHMERK(E
FEEUMITONAGL, BEEFETEA/ND, HEAGTES:

$ getconf PAGE_SIZE
4096

R B B SR 4006 HIE 8

TCPZ AR R K{H B A64 MB:

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_rmem = 4096 87380 67108864
net.ipv4.tcp_wmem = 4096 16384 67108864

HKETCPE AR FAEHBA12 MB:

net.ipv4.tcp_rmem = 4096 87380 12582912
net.ipv4.tcp_wmem = 4096 16384 12582912

AHABETCPE X E&RA(E N 4MB:

net.ipv4.tcp_rmem = 4096 87380 4194304
net.ipv4.tcp_wmem = 4096 16384 4194304

Linux 2.6 M#FFR, B—1B30HEDIRE, ATLUSISHBETCPERMR K/, EEAEIRKH. BAFRT, LITEELATFEARS, HEBIFERR
TFRE, EALBELETUTHSRNEE:

$ cat /proc/sys/net/ipv4/tcp_moderate_rcvbuf
1

BEHEEXMMWBEATIRNITHE, HEATESA LM S:
sysctl -w net.ipv4.tcp_moderate_rcvbuf = 1
NEEK TN SR ZEHRT, FEEMERRZHARAK/D, W HEFENSIREIZFKE EFERFEHE, BRI EREANST
BDP (i S SEIR TN LIS SR AT L &
BDP =i % (B /#)* RTT (#), EPRTT (FRiRIN 7)) AT LLEid pingBME I E MR, F+ AR S A K T 20 A
1580 £ AR AL IR AT REE B £ 1% SR IR B A8, BBy ATt qE

& AJIEL4E : Time WaitfiL 1k

TIME WAIT TCPEZRFRERERF X MEBZFABMEML PHKIE MRS, SHtcp_max_tw_bucketsZ TIME_WAIT KETHRXE
R, RIBFE, RAFRFHRELRE THSERT

LEEBRHI AR TF B AL S B9DoS Ky, A/ ANHBERS], M2BME (AREENTRENNEZR), MEMKAFHEFTEBLRAE

$ sysctl net.ipv4.tcp_max_tw_buckets
net.ipv4.tcp_max_tw_buckets = 4096

$ sudo vi /etc/sysctl.d/98-network-custom.conf
net.ipv4.tcp_max_tw_buckets = 5000

MBI KREMTCP Hiz, 40:

__ratelimit: 33491 callbacks suppressed
TCP: time wait bucket table overflow

A LU0 net.ipva.tcp_max_tw_buckets B{E, LbAN 654320, RiliR 2 A RWHIANE
WEHAUTHORATERETERE — M It KR EEE, REEREZI AR
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netstat -nt | cut -c 40- | cut -d: -f1 | sort | uniq -c | sort -n netstat -nt | cut -d: -f2 | sort | uniq -c | sort -n
MEEMILN PR GEHF, WERZREIERE, K5, ERILM iptables FRANIEL I S RIFRFIHIN, LABRH|MIXLE k5 i
L, AL LRI REIE A b % ST 4 = L s B I J A R

B Tk IPHE O SEE L
net.ipv4.ip_local_port_range . RA] ATFHFERMABIRO, MFREFENGED, WEERREUHE, BN (H A B F Ik L)

MREMLinuXAR ST R EFEITFF K EML HMZEEE, NREEMAIROER, BRAERTEREED. 50, nRsquidRERSFBRATTHA, €
MEZELd, HREILEFICHREMSIRS SR, Wnginx i FER, LXD vmF

FA 1T LUK A T a0in O L 5SaE, ERF—DRK, ENIEFE AN E RO AT REHR %R 38 £ M E MR FREALERURE D% S AR
T, fRRIERFRS BT E iR O LUE S 2 RLE A NEip_local_reserved_portsg

ip_local_reserved_ports ZH A FEEHFIRIEENEME=ZARBNHONA, BIinOFSERAXLIRD KE (B0, H4EERportii A
connect() 8bind O i #50), BXIHOARNEITHRFLL

AFmAFMEARXRESHREHIIR, FINERERO1,2,3 4817 LUXFHERE : 1,2-4,10-10
BEAXHRFERURMRBHRE NEH O FERPLS H RO EHFLFINRMA

WiEE ip_local port_range 1 ip_local_reserved_ports WiEEIMILAH, 3 BB ML AT ML L O W AT B3O HE

AFRLE A E https://github.com/softwaredownload/openwrt-fangiang shadowsocks-libev AR % i E Wil 1098 ¥ 0, 1098 3 iZ 1A F

ip_local_reserved_ports IXEE ip_local_port_range T EL WEERT M shadowsocks-libev AT 1098 #70

$ sysctl net.ipv4.ip_local_port_range
net.ipv4.ip_local_port_range = 32768 60999
$ sysctl net.ipv4.ip_local_reserved_ports

# BROAZEM

$ sudo vi /etc/sysctl.d/98-network-custom.conf

net.ipv4.ip_local_port_range = 10000 65535
net.ipv4.ip_local_reserved_ports = 1098

LLETE X T TCPFIUDPE AR A MG DSEEIEFAGEA, F— M HFEEFE -, FIRRE—TAMHEAS, MRTE, ZELXFEATR
BIF BRI — MBI — N FREREIFH. BRI 432768F160999, SEHAKITRERAEE A IREEIME, EIEREIH, 1024 F
R, 6553523 K

e https://www.cyberciti.biz/tips/linux-increase-outgoing-network-sockets-range.html

W TF:MA

e net.ipv4.tcp_syncookies

Ubuntu 18.04 LI FEZLEKIANEE :

net.ipv4.tcp_syncookies = 1

e net.ipvéd.tcp_tw_recycle

7E Linux 1% 4.12 FFIREZLBIRIX LT T, ubuntu 18.04 RHEZERELLIE . MRIRAINZENE, 7TLUBMKE :

net.ipv4.tcp_tw_recycle = @

letc/sysctl.d/98-network-custom.conf

net.core.netdev_max_backlog = 4096
net.ipv4.tcp_max_syn_backlog = 4096
net.core.somaxconn = 4096
net.ipv4.tcp_fin_timeout = 30

net.ipv4.tcp_tw_reuse = 1

net.ipv4.tcp_keepalive_time = 1200
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net.ipv4.tcp_mtu_probing = 1

& Linux REIMZEARALIIEN A -

sudo sysctl --system

FEIEMRE, LEMTCP/UDPIIEARHESE, RENKEFTEXABCIMKTRERE, REFLTRESA NS, vl EAEUEIS AL
2

fEUbuntu 18.04 R4t £, HANATEIX RRSMBINE, B2 LEMIIERE, MRIRERZTZ Ubuntu 18.04, AILAFE Digital Ocean G2
—NHTE VPS, BOABLR & Ubuntu 48, FREFLURIRA B2 EMHIE MAERTREMIE

X TR

o https://github.com/softwaredownload/openwrt-fangiang/tree/master/ubuntu/etc/sysctl.d
e https://github.com/shadowsocks/shadowsocks/wiki/Optimizing-Shadowsocks

o https://opensourceforu.com/2016/10/network-performance-monitoring/

e https://software-download.name/2014/fangiang-jiaocheng/

o https://fangiang.software-download.name/

WRALRR A, %54 EBR AL - https:/fangiang.software-download.name 2018-12-07
Linux TCP UDP M REAE

e A Shadowsocks fR %5 % 4t 2% 4 Be Atk B R U
o @ JARINFIK/IMMEIE

e O EXREREEMML

o (B TCP FINEH L1t

o fa EA TIME_WAIT IREMEBEFIHTHEE
. tcp_keepalive_time {4t

o B ERBEMTUSRLIT

. ALELE R R R ALE

o 3§ AL : TCPZE MR K/MIEE

o & ANEfRAL : Time Waitfiiik

o B AL IPHEOSEHLE

o @ EF:MIE

. [etc/sysctl.d/98-network-custom.conf
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Linux Ubuntu swap 3 #: 31816

A1 Digital Ocean ] VPS (Droplet) Itf, RIEEMEBEINT:

Choose a size

Standard Droplets

Balanced virtual machines with a healthy amount of memory
tuned to host and scale applications like blogs, web applications

testing / staging environments, in-memory caching and database

MEMORY  vCPUs SSDDISK  TRANSFER PRICE

$5/mo
1GB 1vCPU 25 GB 1TB $0.007/hr
2 R 1Pl | =0 R 2T TR $10!m0

N7ER 1GB, —lRERT2WAT, MR L F/LA shadowsocks #i8, 24 A/ EN L youtube.com, B4 NEFERIRES TR, Eulr
A LLKIE swap XX ¥, DO T ER 2 SSD, NFAULI 7] LA A it fswap, HE th R4

EE:

REBERIHMERML AIEF BRI ROR AT, BEASSDRMTATRES SBREHIEEN WMMEBMEI A, HFxMEE, BT
BWFEEASSDEHHIRME L BRI, X MR EMETERNENERE GRS

B RERARBNEL swap

EFFRZET, BRI ERAREELF S AMRKHRER, AAURSITIMXGHXHRTR, EREE-THERT
FNAUELHAUTARREERAREEEE T MM

sudo swapon - show

NRERFREEANE, XEREEHRSDITEH TR HZEE
] LIS free B0 lEiR A EE) I ZEN):

free -h

Tt AR A B 4 X b RO T A2 )
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NRHBDEEMRERAERERTATZESWARSR, BE, FEFRARFFLEATH. BIATURROREBENRS X LK
Bt

ERAXFZ AT, FAIROZEA LT AR ST ERER:

df -h

B RGHTTAZE BN R, F0F EE01E swap XX

dl] 6132 swap X 3XX#

PERNIEE T " RABER R, FATT X RE PR — DR, FATFER () B P UR— I RINEEMRH KNG
BRI IR E S L R (E Afallocate?8 . LLan HILENGIB T EE K/
BT H AR PHIR S R EH 1024MBHIRAM, BB A IFEARKIE P 4I5S GBRIXX . HEBLLIILLE R EE DR S H/IFTFR:

sudo fallocate -1 3G /swap
BNAELMAUATASERIEEERE T ERMZENE:

$ 1s -1h /swap
-rw-r - r-- 1 root root 3.0G Dec 19 11:14 /swap

IE A swap X #3044

REFRNB - ERK/DEIXHE, FNFELPRFEE T HZE
B BIOFEVEXMHHHR, LUERFEHroott RERA ) F BB ENNE , XFTLABGIEE B Ui %X, X" EFTANRERE

BT EA LT AR %34 R 88 M rooti; i :
sudo chmod 600 /swap
AL T e R RER:

$ 1s -1h /swap
“PW ------- 1 root root 3.0G Dec 19 11:14 /swap

AIEFET UL, RArootA BRA T EAE

FATIFE AT LUB I A LUF B S b 3 e ZE i)
sudo mkswap /swap

MICXHE, BORTUB ARG, ATEINNRAFRERE:

sudo swapon /swap

AT LB AL TRRRRIERREEAA:

sudo swapon - show

A AB R :
$ free -h
total used free shared buff/cache available
Mem: 985M 96M 113M 1.6M 775M 727M
Swap: 3.0G6 268K 3.06

£ swap X #3HK A1E
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ENSEMERERRIMRITMRAN, BR, WREKNEHES, BSFFFIANFRERNE, FA10TLLELFRMA M4 RME
Jetc/fstab SRS BE

AR etc/estab XA, LAR AR fAT i) -

sudo cp /etc/fstab /etc/fstab.bak

R LUE T AU T AR FRAXMERRME /etc/fsta XHHIRE:

echo'/swap none swap sw @ @'| sudo tee -a /etc/fstab

B HEswapR XKL E

ISR LB E — i T, XL T 72 AL BB 3T N ) SR ST R M B 7 A B2
1% Swappiness Bk
swappinessSHEL & R I TR MRAMIZ 4 B 33 4. 22 [H] B , iX 2 A FOFI100 2 M 8IME, RTRBEHLE

EEETEN, RFELIBE, BNARTSFRFEZ LI HICE SREIBHRER HITH, BNENILLSERAMBZETE R E KN
[, el BitENERRE, SFRATERKRBEXIBERERHREER

EE 1000 EF 2RI E S RIERA TR AP LUE HRFESRAMEN, RIFN AEFHAFEEXH RS FHERAER, FELERTTESR
B

FATAT LB AL TRAREE LFTRIswappiness{H :

$ cat /proc/sys/vm/swappiness
60

X F £, swappinessi®E N60F B — MEREME, 5T TR 3=, EAIRER ZIFHBIA0
FA 1A LA Fsysctldn 5 fFswappiness % & A T R AYE
s, EfFswappinessii& 20, EATRILUHIA :

$ sudo sysctl vm.swappiness = 20
vm.swappiness = 20

EfRBAEERRAGMALN, BIUUEEE XHERFE fetc/sysctl.d BRT

$ sudo vi /etc/sysctl.d/98-swap.conf
vm.swappiness = 20

&) ¥ Cache Pressure %77 /5 A% E

IS RE R BB B — MEXER vfs_cache_pressure, I X EERE RAFER 2 V% FinodeFldentry(S B A 2 H th i

AL, RRXTXMHREMVIHE, TEERIFEDNENFEETEMAER, FIURZRMURAZEN—TRIEFNHSERE. BTLELER
A fJprocX RS KA E LATMH

$ cat /proc/sys/vm/vfs_cache_pressure
100

BFELFEERE KIWRERTIRIMEFPMERinodelE R, AR LLET AU T AR HILE N ERFHLE (4150) :

$ sudo sysctl vm.vfs_cache_pressure = 50
vm.vfs_cache_pressure = 50

B, BANTEIBX N BREE /etc/sysctl.d/98-swap.conf X4

$ sudo vi /etc/sysctl.d/98-swap.conf
vm.vfs_cache_pressure = 50
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HANEBE XARSHLEBMREED /etc/sysctl.a/ BRT, FEXHRIA 98 Fk, BEAIQER—1HE VPS I, FTLURIRHA tar @HIE
Jetc/sysctl.d/ogx XEEFTRIF TR EFEIIN TR IRAT LI T EBIE A ERZSEIESHE

https://github.com/softwaredownload/openwrt-fangiang/tree/master/ubuntu/etc/sysctl.d
HAXTER:

o https://github.com/softwaredownload/openwrt-fangiang/blob/master/ubuntu/etc/sysctl.d/98-swap.conf
o https://software-download.name/2014/fangiang-jiaocheng/
e https://fangiang.software-download.name/

WRALER A, HEIEEBM AL hitps:/fangiang.software-download.name 2018-12-07
Linux Ubuntu swap 3243 #4{lt 1t

. KMERGEEUEL swap

. o ErRE AL UK ) 25 23 XX Lk AT FA 2B ]
o I GEE swap M

. EFA swap XX

o @ {F swap RIEHFKAIL

o B BswapX X HLE

o & i Cache Pressure Z:fF/E H%E
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Bt

FRHE A PR B anfel SRR A B

£ 6] LAY B B 22 Rl OpenWrtdfi 1l /5 -
e https://github.com/softwaredownload/openwrt-fangiang
TELL ] B OpenWrrtlg R EFERSN . 17 £ W 3R 878!

e https://fangiang.software-download.name
e https://github.com/softwaredownload/openwrt-fangiang/blob/master/SUMMARY .md

KRR FR A, ##30f EBAH AL https://fangiang.software-download.name 2018-10-22
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B BE BORE TRV S
3 P

e Shadowsocks.org

e Shadowsocks libev

e ftrojan

e Simple Obfs

e OpenWrt Simple Obfs

e Shadowsocks Windows

e Shadowsocks QT5

e Shadowsocks Android

e Shadowsocks GO

o V2Ray LR EBHEE

e Obfuscated OpenSSH Patch by zinglau
e XX-Net #51GoAgent

e Outline (Google FF &, EGoogle Ik & FaFARIIELF, —AXTHEER)

& Wi AE

o OpenWrt% F 252 A€ B 2EBAERN . Rl L MR

{8 DNS 8%

e Dnscrypt proxy

o Pcap DNSProxy

e ChinaDNS

e dnsmasq China List

e dnsforwarder

o A DNS server/forwarder/dispatcher written in Go

e glider - forward proxy with multiple protocols support

e https://www.rubyfish.cn/server

o 115.159.154.226
o 47.99.165.31
e https://www.hixns.com
o 40.73.101.101
e https://dns.xsico.cn
o 182.254.242.15
e K DNS, ##H53, 5353, XHTCPH
o 202.38.93.153 (K EM)
o 202.141.176.93 (hE#3))
o 202.141.162.123 (hEH1E)
o Free Public DNS

A OpenWrt#38

o Rhoowa*F e sk B
o IR UMU —i%t OpenWRT

@ H i

e https://git-scm.com/download/win

MRALFR A, #akidEBR AL : https:/fangiang.software-download.name 2019-07-03
BRI ERR IR
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https://github.com/shadowsocks/simple-obfs/
https://github.com/aa65535/openwrt-simple-obfs
https://github.com/shadowsocks/shadowsocks-windows
https://github.com/shadowsocks/shadowsocks-qt5
https://github.com/shadowsocks/shadowsocks-android
https://github.com/shadowsocks/shadowsocks-go
https://github.com/v2ray/v2ray-core
https://github.com/zinglau/obfuscated-openssh-patches
https://github.com/XX-net/XX-Net
https://fanqiang.software-download.name/
https://github.com/jedisct1/dnscrypt-proxy
https://github.com/chengr28/Pcap_DNSProxy
https://github.com/aa65535/ChinaDNS
https://github.com/felixonmars/dnsmasq-china-list
https://github.com/holmium/dnsforwarder
https://github.com/shawn1m/overture
https://github.com/nadoo/glider
https://www.rubyfish.cn/server
https://www.hixns.com
https://dns.xsico.cn
https://www.itfensi.net/article/214.html
https://www.leiphone.com/author/hoowa
https://my.oschina.net/umu618/?tab=newest&catalogId=269802
https://git-scm.com/download/win
https://fanqiang.software-download.name

3 B
& MHAR
R DNS #%
A OpenWrt#i2
@ Htt o
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P AU RO N Y B
f: git clonei B

cd ~/Downloads
git clone https://github.com/softwaredownload/openwrt-fangiang

(A A) N, \‘ AY
T #Markdwon ] 52 %44 Typora
TyporaF M ###I 7, 72 Markedown BEAEFITI N 2 — (RRYIX R BESR T S8 Markdown EMERHREMIER AL TGN, FE%ER
ARG
TG, miEH rile EFF open Folder... #EFF fangiang/ebook
ARG EIRSFRAIHAE

* 048md - Typora - o X
File Edit Paragraph Format View Themes Help

04.8 { e V -, i Sl B T WIFI

Windows PCH
shadowsocks-libev + simple-obfs +

Adjust your computer's settings

System and Security User Accounts
Review your computer’s status

& Change account type
Save backup copies of your files with File History

Backup and Restore (Windows 7) 3
Appearance and Personalizat

MBAARODMAN, FETALRE, BERBXANFHRIOE, ERIENIEER— LT, TR, @I —FImAER BN ARKIERRN
HEEE, ARIEX pull request

LEESAeE

e https://software-download.name/2014/fangiang-jiaocheng/
e https://typora.io
o https://fangiang.software-download.name/

WA, 305 EBRHAL : hitps:/fangiang.software-download.name 2018-12-07
R LA IERI A R

o fi git cloneZiB
. T #Markdwon [ 15444 Typora

189


https://software-download.name/2014/fanqiang-jiaocheng/
https://typora.io
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

MAERRE, LEZAEX

A XTHEFNFLBEAXLD?

ARTTIREFEELTHA, ISR LT, i 1HMZMEET, 1T EIHLFNSE, A EAEREMIINES?E&LRH, HBN%MET
i EFEELH— AL T, EhOHA, VALK BED T8, EORTUFMBITARAN, XA, —RFEREEIE

iR EFEELANX LS, M LBARX LD ?

HAN, X2EAN, TEAN—4%, TEZAEREELBIES, MKAOBREMH, SRS M, FHBO8IT, XHETEAN

FARELHN, BFR2RBEME, TR ? T2H, BANZAZMESILESEHA AFEMAEE, BCRBRREBARS, Bz
FRAREHESA

ABEH ., REBEELRERGSR, BfitR, RGP EASFIRER K, MMTARRWENERHES, EATREHKK

il

B, HREZFERERAZAN ZAFTHNEECREAN, UFKEZBRXNEHE, F—NMER, MERIT, £ADHNE AT REMITH, B
B ORME D, SEMZERARAEN, BNGIHEMFER BRIFHHBFERFE T ERB RN

& BoAH LB KR

SHEXRH, EMEMTAE, RIFHM, f4O0penWrt, ZEITUL, TEIERE, EMAMEXIE, JETMA M THRER KARE SHRE.
HAE-LEHEHHFENL FEACER AT, ETNTEX, AREMBERFIE T RO IRTREBENA, BRESETREN WA
N, AR NESEMHERIMN LESHDE SHRARIIEKE AHEML?

F2 XENTAXN > 10), #]Git, GitHub, GitBook, Ubuntu, Markdown, OpenWrt, ik, 4%, 4% — KL KERS I EEFTX
B R LDHLE, BTWART, XM SEEBVES, BARNESIHL, ARNBAKEE, AETREE, AXMHEZT—LEEHDHM
R FH . BRAFNIAY, BOREFAENDHGHE—F, FXED U HXHFMFA, EXIMHEREATETSE, 1G5

& N LUFEA K HEGitHub
N LARBEABELRE?NMEEARBE L EBC4IEE, — B4V TELETIHIE, GitHub A LB T4 MEERE, B RETER
KA (A, BENMEGitHubfI 4], thii— N gitdn BT AT LU B B H Wik, MR GitHUbZE D IEF R Z XK B A KR

FRAXKM, BRHLNEALERMNRYMAR, MERMHBRERESTEALESS IS TECHIbRTE, RIXBATE P, UFE
BifEX AR . AEHFEF LA D-Link DIR-505936 1, R T IS SEIAL B sk, FET—1iek

X EIR:
e https://software-download.name/2014/fangiang-jiaocheng/
e https://fangiang.software-download.name/
AR, HakiEEBA AL hitps://fangiang.software-download.name 2018-12-07
MABERDZE, LEEFENL
o A XMEHFENFLEANXLD?
o B BNLBEXANHIE
o @& N LIFFREAR K MAEGHHUD

190


https://software-download.name/2014/fanqiang-jiaocheng/
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

an{aT SR A T B

ERVUREZERN, FEENRALUNAILASHRABRPE AW, SFEEOH SHEMETROATEREERLLNRS, &F
Wit it OpenWrt, 1 xHiafl], BiFR—FERERRKE (BS) — MR, FARFRBTG FHIEY, Bl LXNTHFHESE, EHRISHSHEL
A LB SR

TEARPAARKRRRERNAEED, BEANALE- S ST TR FITBIAGE D, UBHESHA

{RAN{RAYEE FE 282 netgear wndr3800

infa @it Github TTERA I E -

Sel i Github ik &, 2S5

o Fork AIfi B ( https://github.com/softwaredownload/openwrt-fangiang/fork )
o fIE{RAID I (git checkout -b my-new-feature)

o IRKARAIZE (git commit -am 'Add some feature')

e PushZEREI5 % (git push origin my-new-feature)

o Zlgithub.com £/ Pull Request

B BN M ET RO R E S8 0 R BT R SRS -

cd openwrt-fangiang
mkdir -p ebook/wndr3800/images
mkdir openwrt/wndr3800

TEebook B FHIE LI HIFE S AL R E 3, Kwndr3800 4%, #FE7Eebook/wndr3800H %, K 7Ewndr3800/imagesE BT
wndr3800 % FAKIER & X #4#Eopenwrt/wndr3800TF, £&E., openwrt/default B 5% B4 A MIERE X4 8] LA B
BE. XHELE/NE, AWindowsR 42 X/NEFBURA

TEARABRE h R AT R M Tl 13 B 4 RS TE T ittt INRARRATRE R TR, "TLHRR —{Nissue, Mt LIk THthil, & EALEIRE T HH
i, REMRAIMEHRHIEM L E T At T BHEE R TAEE RS SE M, KE it FHEAItIRIR

{RE]LLALiteDEE 12

B BFXH, openwrt/SUMMARY.md, 1B{RESZKIEE AT —E, RERE—E28

NEIRAER RIS 5HIEPMARISEE, RS ERART B g, MAILUSER, AR FAMhA, XFiEA, REBUE
X TR

e https://software-download.name/2014/fangiang-jiaocheng/
o https://fangiang.software-download.name/

WRALFR A, 45 EBRH AL : https:/fangiang.software-download.name 2018-12-07
fAI TR AN 10 B

. Bfals& i Github STRRATIE -
o [ BNMETNERTEORE o 25 0 B EP AL 2032

191


https://github.com/manastech/crystal/blob/master/Contributing.md
https://github.com/softwaredownload/openwrt-fanqiang/fork
https://software-download.name/2014/fanqiang-jiaocheng/
https://fanqiang.software-download.name/
https://fanqiang.software-download.name

	Introduction
	无线路由器刷OpenWrt固件的准备工作
	什么是无线路由器固件
	支持刷OpenWrt路由器列表推荐
	备份原厂路由器配置文件

	路由器怎样刷OpenWrt固件 (WR2543N为例)
	怎样从官网下载OpenWrt固件
	进管理页面刷OpenWrt教程
	管理页面OpenWrt自动拨号上网设置教程
	管理页面OpenWrt开启、设置无线(Wifi)教程
	管理页面备份OpenWrt系统固件
	管理页面升级OpenWrt固件内核版本
	怎样进入OpenWrt安全恢复模式
	命令行 OpenWrt sysupgrade 升级固件版本
	命令行uci设置OpenWrt Router模式拨号上网
	命令行uci设置OpenWrt ap模式上网
	OpenWrt 国内镜像源下载固件

	shadowsocks-libev翻墙教程
	什么是shadowsocks-libev翻墙软件
	翻墙软件Shadowsocks-libev服务端设置
	OpenWrt路由器运行shadowsocks-libev ss-local 客户端
	史上最通俗易懂的OpenWrt翻墙路由器解释
	配置OpenWrt路由器智能自动翻墙
	OpenWrt自动更新设置和屏蔽广告
	OpenWrt路由器翻墙为什么会失败
	Shodowsocks不同加密算法的区别
	零起点DO VPS shadowsocks-libev 翻墙设置教程
	Android 安卓手机安装 shadowsocks 科学上网教程
	OpenWrt + Git Bash for Windows 快速切换翻墙模式

	编译、使用shadowsocks 翻墙软件
	编译shadowsocks-libev for OpenWrt ipk安装包
	下载和设置翻墙配置文件
	使用Image Builder编译自动翻墙OpenWrt固件
	如何使用预编译的OpenWrt翻墙固件
	Ubuntu 使用 shadowsocks Simple-obfs obfs-server 混淆翻墙插件
	深刻理解 shadowsocks simple-obfs 混淆插件工作原理
	OpenWrt 路由器编译使用 Simple-obfs obfs-local 混淆插件
	Windows PC翻墙最好方法：shadowsocks-libev + simple-obfs + TFO

	应用: Netgear WNDR4300刷OpenWrt翻墙教程
	WNDR4300 下载和设置Image Builder
	WNDR4300 编译shadowsocks-libev ipk
	WNDR4300 修改翻墙配置文件
	WNDR4300 编译自动翻墙固件
	WNDR4300 怎样刷自动翻墙固件
	WNDR4300 登录并设置翻墙固件

	应用：D-Link DIR-505刷OpenWrt翻墙教程
	如何进入 DIR-505 恢复模式
	DIR-505 刷OpenWrt固件过程
	DIR-505 启用工作模式开关
	DIR-505 Router 模式翻墙教程
	DIR-505 AP 模式翻墙教程
	DIR-505 编译OpenWrt全自动翻墙固件
	DIR-505 刷预编译OpenWrt翻墙固件
	登录并设置 DIR-505 OpenWrt 翻墙固件

	其他翻墙软件使用教程
	利用lantern 蓝灯实现浏览器自动翻墙
	加强翻墙上网的匿名性
	浏览器使用 DNS over HTTPS (DoH) 进行安全DNS

	全面优化 Linux 系统
	Ubuntu OpenWrt 开启 TCP Fast Open (TFO)流量加速
	Shadowsocks 服务端 Ubuntu 开启BBR加速
	Ubuntu server 最大打开文件数目优化
	Linux TCP UDP 网络性能优化
	Linux swap 交换文件优化

	附录
	翻墙软件、教程汇总
	本机阅读本教程的方法
	知识若不分享，实在没有意义
	如何贡献本项目


